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EXECUTIVE SUMMARY

The purpose of this paper is to present members with
an updated policy and guidance note for Corporate
Risk Management.
The policy and guidance have been reviewed and
updated to reflect:
•

latest (2018) ISO 31000 Risk Management
Guidelines to ensure that our approach is aligned
with international good practice;

•

changes to Service internal governance structures
(revisions to Management Boards’ terms of
reference and the introduction of the Portfolio
Management Office); and,

•

current Service Document publication protocols.

No changes to the existing corporate risk management
reporting arrangements to the Overview and Audit
Committee are proposed at this time.
ACTION

Decision

RECOMMENDATIONS

That the Committee recommend the Corporate Risk
Management Policy set out at Annex A and Guidance
at Annex B, to the Executive Committee for approval.

RISK MANAGEMENT

The development, implementation and operation of
effective corporate risk management structures,
processes and procedures are considered critical to
assure continuity of service to the public, compliance
with relevant statutory and regulatory requirements
and the successful delivery of the Authority’s strategic
objectives and plans.

FINANCIAL
IMPLICATIONS

No direct financial implications arising from the
presentation of this report. It is envisaged that the
further development of the Authority’s corporate risk
management framework will be undertaken from
within agreed budgets.
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LEGAL IMPLICATIONS

The Overview & Audit Committee Terms of Reference
require it “to monitor the effective development and
operation of risk management and corporate
governance within the Authority”. The Financial
Regulations, at Section C, state that the Executive
Committee is responsible for approving the Corporate
Risk
Management
Policy
after
considering
recommendations from the Overview & Audit
Committee.

CONSISTENCY WITH
THE PRINCIPLES OF
THE DUTY TO
COLLABORATE

Corporate risk management falls outside the scope of
current Thames Valley collaboration agreements and
priorities. However, officers have had regard to the
approaches used by neighbouring authorities in
preparing this policy update and associated guidance.
In particular, Royal Berkshire Fire Authority whose
Organisational Risk Management Policy is already
based on the ISO 31000 standard.

HEALTH AND SAFETY

Day to day management of occupational health and
safety risks falls outside the scope of this policy and
guidance. The Service has established processes and
procedures for managing health and safety based on
standards set by the Institute of Occupational Safety
and Health (IOSH).

EQUALITY AND
DIVERSITY

No direct implications from the presentation of this
report. However, risks to achieving the Authority’s
equality, diversity and inclusion objectives and / or
compliance with relevant statutes or regulations are
identified, assessed and managed via the corporate
risk management processes and, where identified,
included and monitored within the Human Resources
Risk Register.

USE OF RESOURCES

Communication with Stakeholders
The updated Corporate Risk Management Policy has
been subject to internal consultation with stakeholders
and also to gateway reviews by the following:
• Performance Monitoring Board at its 4 February
2021 Meeting;
• Strategic Management Board at its 16 February
2021 Meeting; and,
• The Authority Lead Member for Health and Safety
and Corporate Risk.
Following approval of this policy it will be published to
the Organisation as a whole and will be available to all
Authority Members and Service staff. More detailed
guidance and, where necessary, training will be
provided to all Service managers and staff to enable
them to identify, evaluate, record and report potential
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corporate risks.
System of internal control
The development of the Corporate Risk Management
Policy and framework complements the governance
framework and business processes as a critical cog in
the system of internal control and makes better use of
our people resources by giving them clearly defined
areas of responsibility. Risk registers are maintained
at Project, Directorate and Corporate levels.
Directorate risks are regularly reviewed within
Directorates and formally at their management team
meetings. An escalation process is in place to enable
risks to be elevated to Corporate level. Corporate risks
are monitored by the Performance Management Board
and the Strategic Management Board with CFA
Member scrutiny exercised at the Overview and Audit
Committee meetings and by the Lead Member for
Health and Safety and Corporate Risk.
The Medium-Term Financial Strategy
Financial risks are captured at Directorate and
Corporate levels. Any implications for medium term
financial planning are included in the individual risk
assessments.
The balance between spending and resources
The corporate risk management process is funded
from within agreed budgetary resources. Any
budgetary impacts associated with risk recorded in the
risk registers are identified in the individual risk
assessments and dealt with via the budget
management and planning processes.
The management of the asset base
The asset management implications of recorded
corporate and directorate risks are captured in the
individual risk assessments together with details of the
controls and mitigating actions.
Environmental
Any environmental impacts associated with risks
captured in the corporate and directorate risk registers
are identified in the individual risk assessments
together with details of the controls and mitigating
actions.
PROVENANCE SECTION
&

The preceding Corporate Risk Management Policy was
approved at the 18 March 2015 Executive Committee:

BACKGROUND PAPERS

https://bucksfire.gov.uk/documents/2020/03/180315
_exec_committee_papers.pdf/

APPENDICES

Annex A:

2021 Corporate Risk Management Policy
Statement
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Annex B:

Corporate Risk Management Guidance

TIME REQUIRED

15 Minutes

REPORT ORIGINATOR
AND CONTACT

Stuart Gowanlock, Corporate Planning Manager
sgowanlock@bucksfire.gov.uk
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Annex A

Policy statement
Buckinghamshire and Milton Keynes Fire Authority (the ‘Authority’) recognises that risk
management is a vital activity that underpins and forms part of our vision, values and
strategic objectives. This activity includes operating effectively, efficiently and providing
confidence to the communities we serve. Risk is present in everything we do and it is
therefore our policy to pro-actively identify, assess and manage key areas of risk. We seek to
embed risk management into the culture of the Authority and Buckinghamshire Fire and
Rescue Service (the ‘Service’) and the behaviour of all people involved in the governance,
management, operation and development of the Authority and Service. Risk management
needs to be embedded throughout all processes, projects and strategic decisions, including
procurement and contracting which will ensure that the management of partnerships and
third-party relationships are included within the scope of our risk management policy.
In order for risk management to be effective and enabling, we must ensure that we have a
robust, consistent, communicated and formalised process across the Service. In turn, this
approach enables the Authority to consider what levels of risk are acceptable, its ‘risk
appetite’, and for this to be defined.
This risk management policy and associated guidance forms an integrated framework that
supports the Authority and Service in the effective management of risk. We will involve all of
our staff in the identification and management of risk, and empower them to take necessary
action. Management of risk activity will be regularly supported through discussion and
appropriate action by the Senior Management Team. The Senior Management Team will
review all significant risks, evaluating their mitigation strategies and establishing supporting
actions to be taken to reduce them to an acceptable level. Managing risks will be an integral
part of both strategic and operational planning and the day-to-day running, monitoring,
development and maintaining of the Authority and the services it provides to the public.

Service Document Guidance:
Corporate Risk Management

1.0

Changes since the last version

Annex B

Guidance reviewed and updated to reflect:
•
•
•
•

latest (2018) ISO 31000 Risk Management Guidelines;
current Service Document publication protocols;
changes to Service internal governance structures (revisions to management
Boards terms of reference and introduction of Portfolio Management Office);
new risk impact and scoring matrices.

Additions and changes relative to the 2015 Corporate Risk Management Policy
are shaded grey.

2.0

Index

3.0

Purpose and Scope

4.0

Risk Management Definitions

5.0

Risk Appetite

6.0

Governance Structures

7.0

Roles and Responsibilities

8.0

Risk Management Processes and Methods
Appendices

1

Risk Evaluation Framework

2

Risk Scoring Matrix

3.0

Purpose and scope

The purpose of this document is to provide guidance to facilitate the effective
identification, analysis, evaluation, treatment, monitoring and reporting on risks
that could affect the Authority’s ability to deliver services to the public and / or
meet its strategic objectives.
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Day to day management of occupational health and safety risks and the
management of risk in the community fall outside the scope of this guidance.
The Service has established processes and procedures for managing health and
safety based on standards set by the Institute of Occupational Safety and Health
(IOSH). The identification, evaluation and treatment of risks to the public /
communities is addressed via the Service’s Integrated Risk Management
Planning (IRMP) processes.

4.0

Risk Management Definitions

4.1

ISO 31000:2018 defines ‘risk’ as the “effect of uncertainty on objectives”
and ‘risk management’ as “coordinated activities to direct and control an
organization with regard to risk”. However, in addition, the Authority also
recognises the earlier definitions specified by the Office of Government
Commerce (OGC) and published in “Management of Risk: Guidance for
Practitioners (2011)”:
Definition of Risk

Definition of Risk Management

An uncertain event or set of
events that will have an effect
on the achievement of
objectives. A risk is measured
by a combination of the
probability of a perceived
threat or opportunity occurring
and the magnitude of its
impact.

Systematic application of
principles, approach and process to
the tasks of identifying and
assessing risks, and then planning
and implementing risk responses.

5.0

Risk Appetite

5.1

Risk appetite is the amount of risk that the Authority is willing to tolerate
relative to the size, nature and degree of uncertainty associated with
identified threats and opportunities. Managing risk effectively does not
mean that the Authority / Service is risk averse but rather that it is aware
of the risks associated with any decisions that it takes and is willing and
able to accept the consequences in the event of a risk crystallising.
As a general principle, risks attracting a combined score of 20 or more on
the Risk Scoring Matrix (shown at Appendix 2) will be considered
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intolerable by the Authority and prioritised for treatment in order to
eliminate or reduce the risk to acceptable levels. However, the Authority,
at its discretion, may elect to tolerate risks at this level or deem lower
levels of risk to be intolerable on a case by case basis depending on their
source and nature.

6.0

Governance Structures

6.1

Governance of Corporate Risks, and the policies and processes by which
they are managed, is carried out via the Authority Committee and Service
Management Structures:

6.2

Monitoring and management of corporate risks is carried out at a level
commensurate with the nature and magnitude of the risk.

6.3

Risk management is embedded in the Service’s core operational, support
and project management processes. Risks with the potential to become
Corporate Risks are captured and evaluated in Risk Registers maintained
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by all significant business units within the Service (typically at Directorate
level). These risks are regularly reviewed in Directorate Management
Meetings and may be escalated to the Performance Monitoring Board
(PMB) at the discretion of the relevant Director / Head of Service if they
meet the escalation criteria set out at pages 10 of this document.
6.4

All projects are required to maintain risk registers in a prescribed format.
Project risk registers are monitored by the Portfolio Management Office
(PMO) who refer significant risks to the Business Transformation Board
(BTB) for review and, if necessary, further escalation to the Strategic
Management Board (SMB). BTB meets on a regular basis aligned to the
dates of Strategic Management Board (SMB) meetings.

6.5

PMB meets on a regular basis at a frequency agreed by SMB. It reviews
the content of the Corporate Risk Register and evaluates risks escalated
from Directorate level and, subject to that evaluation, may recommend
them to SMB for inclusion in the Corporate Risk Register.

6.6

SMB normally meets on a monthly basis. At every meeting, it reviews the
current set of risks designated as ‘corporate’ to ensure that their status,
evaluations and controls remain valid and any project risks escalated by
BTB. It also reviews recommendations from PMB for risks to be included
in the Corporate Risk Register escalated from Directorate / Department
risk registers. If new, urgent, potential corporate risks are identified
outside of the normal review cycle these may be escalated directly to
SMB by Directors or Heads of Service via the Corporate Planning
Manager. SMB is also responsible for reviewing the corporate risk
management reports that are submitted to every meeting of the
Authority’s Overview and Audit Committee (O & A).

6.7

The O & A Committee’s Terms of Reference require it:
1. To monitor the effective development and operation of risk
management and corporate governance within the Authority.
2. To consider reports dealing with the management of risk across the
organisation, identifying the key risks facing the Authority and
seeking assurance of appropriate management action.

6.8

The Financial Regulations, at Section C, state that the Executive
Committee is responsible for approving the Corporate Risk Management
Policy after considering recommendations from the Overview and Audit
Committee.
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7.0

Roles & Responsibilities

7.1

Authority Members
Hold the Chief Fire Officer / Chief Executive accountable for the effective
management of risk throughout the Service via the Overview and Audit
Committee.
Approve, via the Executive Committee, the Authority’s Corporate Risk
Management Policy.
Review, via the Overview and Audit Committee, the Corporate Risk
Register and associated reporting.
Challenge Service Senior Management to satisfy themselves that risks
have been correctly identified, evaluated and addressed.
Raise any potential risks that they may identify to the Director of Legal
and Governance, or other designated officer, via the Chairman of the
Overview and Audit Committee.

7.2

Chief Fire Officer / Chief Executive
Accountable for the effective management of risk throughout the Service
and ensuring that appropriate processes and systems are in place to
ensure this.

7.3

Directors and Heads of Service
Responsible and accountable for the identification, evaluation, recording
and effective management of all risks within their Directorate /
Department using the approved Authority policy and this guidance,
appointing suitable persons to manage their risk registers and reporting
arrangements as appropriate.
Responsible and accountable for ensuring that all risks meeting the
escalation criteria at page 10 are escalated to the PMB, BTB and / or SMB
for scrutiny as appropriate.
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7.4

Corporate Planning Manager
Responsible for developing, maintaining, and implementing the
Authority’s Corporate Risk Management Policy.
Maintains the Corporate Risk Register and risk identification, recording,
evaluation and reporting processes for use across the Authority / Service.
Liaises with the Authority Lead Member to ensure that they are regularly
updated on any changes to risks recorded in the corporate risk register
and consulted on any proposals for changes to the Authority’s Corporate
Risk Management Policy and / or guidance.

8.0

Risk Management Processes and Methods
ISO 31000:2018 specifies the following risk management process model
which has informed the development of this guidance:
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8.1 Identification of risks
UK Government provides a comprehensive framework for the
identification of organisational risk:
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Service Managers will use structured methods to assist with the
identification of risks emanating from such sources including:

8.2

•

The analysis of external risk registers such as the National Risk
Register and Thames Valley Local Resilience Forum Community Risk
Register.

•

Application of the PESTEL framework and / or other horizon scanning
tools

•

The outputs of self-assessments, project risk evaluations, formal
audits (internal and external), peer reviews and formal inspections
such as those conducted by Her Majesty’s Inspectorate of
Constabulary and Fire and Rescue Services (HMICFRS).

Analysis of risks
In line with ISO 31000:2018 guidance, analysis of risks will consider:
•
•
•
•
•
•

the likelihood of events and consequences;
the nature and magnitude of consequences;
complexity and connectivity;
time-related factors and volatility;
the effectiveness of existing controls;
sensitivity and confidence levels.
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8.3

Evaluation of Risks
All risks will be evaluated against the criteria shown at Appendix 1 to
determine the nature and scale of their potential impact.
Risks will then be prioritised for treatment using the ‘Risk Scoring Matrix’
shown at Appendix 2.

8.4

Recording & Reporting of Risks
Formal review and reporting of Corporate Risks are undertaken to every
PMB and SMB meeting, and also to the Authority’s Overview and Audit
Committee as set out in Section 6 of this document. SMB may also
consider new risks requiring urgent consideration outside of the normal
reporting cycles at its weekly informal meetings if the situation demands
it.
Corporate Planning will provide appropriate templates and systems for
analysing, evaluating, recording and reporting risks identified at
directorate and corporate levels. The PMO will do the same for project
risks.

8.5

Treating Risks
Methods appropriate to the nature and scale of the risks should be
employed to control and manage them. Typically, these will include one
or a combination of the following methods:
Avoid

By not starting an activity or investment that gives rise to
the risk.

Terminate

This involves methods such as stopping the activity or
process or divesting of the asset giving rise to the risk.

Treat

Implement control measures that reduce the likelihood and
/ or the impact of the risk to acceptable levels.

Transfer

Transfer the risk to / share with a third party e.g.
insurance, contract, outsourcing, partnering.

Tolerate

Accept the risk, by informed decision, as it is and do
nothing to further mitigate it.
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8.5

Risk Escalation Criteria
It is expected that the majority of risks will be managed at Directorate /
Department / Project level. However, all risks scored at 12 or above (dark
Amber / Red risks), using the Risk Scoring Matrix shown at Appendix 2,
must be escalated to PMB for review. PMB will escalate these risks to
SMB if they meet at least one of the following criteria:
1. The means of avoiding, reducing, mitigating, controlling or
eliminating the risk are considered inadequate and additional
interventions or resources beyond those available within the
individual Directorate / Department are required;
2. The nature and scale of the risk is such that it cannot be effectively
monitored and managed at Directorate level.
Also, other risks falling within the amber zone (8-10) on the Risk Scoring
Matrix may, at the discretion of the line Director or Head of Service, be
elevated to PMB for review and potential escalation to SMB if they
consider that they are of a pan-organisational nature and / or there is
insufficient capacity, resources and / or means of treating it at Directorate
level with the consequent potential for it to become ‘intolerable’ (red
zone).
SMB will act as the final point of review for potential corporate risks for
inclusion in the Corporate Risk Register which will then be subject to
scrutiny by the Authority’s Overview and Audit Committee.
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Appendix 1: Corporate Risk Management - Impact Criteria
Low:1
Minor incident
with no physical
effect on
workforce

Minor:2
Injury to
workforce with
only short-term
issues

Moderate:3
Injury to
workforce leading
to long term
issues

High:4
Serious
injury/disablement
to fire fighter/staff
member

Major:5
Death of a fire
fighter/staff member

Political

Bought to the
attention of the
Fire Authority

Fire Authority
formally
comments

Internal Fire
Authority enquiry

Ombudsman

Central Government
inquiry

Strategic

Strategic
commitment fully
achieved

Strategic
commitment
partly achieved

Not clear as to
how activity
addresses
strategic
commitments

A Major element
of the strategic
commitment is
not met.

Total failure to
achieve strategic
commitments

Operational

Only slight risk to
task with no real
effect on activity

Risk to task which
may lead to the
activity being reevaluated

Risk to task which
may lead to the
activity being
suspended

Failure of task
leading to
financial loss and
assess

Complete failure of
task with loss of life
or massive financial
loss

Financial

Minor uncertainty
of the budgets

Budgetary
changes may be
required to
achieve outcome

Multiple budget
lines affected

Financial position
compromised

Unable to project
financial position of
the service

Economic

Low cost that can
be easily absorbed

Cost can be easily
absorbed with
minor impact

Costs that will
required re
budgeting and a
compromise

Costs that will
impact quite hard
on budgets

Costs that threaten
the life of any
project or task

Environmental

No environmental
impact

Minor
environmental
impact, easily
rectified by
existing controls

Environmental
impact that ca not
be avoided
without direct
intervention

Repairable
environmental
damage following
significant
investment

Irreparable damage
caused to the
environment leading
to prosecution

Health and
Safety
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Low:1
Fully meets all
regulatory
requirements

Minor:2
Regulatory
requirements met
with justifiable
deviations

Moderate:3
Regulatory
requirements met
with nonjustifiable
deviations

High:4
Regulations not
followed leading
to failure to obtain
successful
prosecutions

Major:5
Statutory duties not
met putting the
organisation at risk
of repercussion

Reputational

No negative
outcome to the
reputation of the
organisation

Minor damage to
the organisations
reputation which
can be dealt with
through internal
controls and
procedures

Reputational
damage resulting
in negative
publicity locally

Reputational
damage resulting
in negative
publicity nationally

Serious damage to
the reputation of the
organisation on a
national/international
basis leading to long
term loss of
confidence in the
service

Information
risks

Information not
available when
required causing
delays.

Information not
adequate on which
to base decisions.

Information overly
accessible to too
wide a group
threatens the
integrity of the
data.

Information not
properly secured
enabling
unauthorised
access causing
reputational
damage or, if
personal data,
also causing
damage and
distress to
individuals leading
to fines and legal
action.

Information breach
of a magnitude
requiring it to be
reported to the
Information
Commissioner within
72 hours. Causing
disruption to service,
damage and distress
to individuals,
reputational damage
and financial damage
through fines and
court costs.

Regulatory
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1
Low

2
Minor

Impact Score
3
Moderate

1

10

15

20

25

Likely to happen within
1 – 3 years

4

8

12

16

20

Could happen within
3 – 10 years

3

6

9

12

15

Unlikely to happen.
10 -15 years away.

2

4

6

8

10

Rarely occurs.
15 years plus away.

1

2

3

4

5

Definition
Almost certain to
happen within 1 Year

5

Likelihood Score

4

3

2

1

R

5
Major

•
•
•
•

Outside of risk appetite
Requires escalation to SMB and inclusion in Corporate Risk Register for monitoring.
Requires action at SMB and / or Authority level to mitigate risk.
Any additional resources to mitigate risk requires approval by SMB and / or the
Authority in accordance with the Scheme of Delegation to Officers and the Financial
Regulations.

•
•

Potentially outside of risk appetite.
Requires escalation to PMB for review and consideration for inclusion in Corporate
Risk Register if cannot be mitigated at Directorate / Departmental level.
If not escalated to Corporate Risk Register requires active mitigation with measures
approved by relevant Area Commander / Director / Head of Service

A
•

•
•
A
•

G

4
High

•
•
•

Inside risk appetite.
Can be escalated to PMB for review at discretion of Area Commander / Director / Head
of Service
Requires mitigation and can be achieved within the current level of resources with
measures approved by relevant Area Commander / Director / Head of Service
Inside risk appetite.
Monitor and manage at Directorate / Departmental level.
Mitigate further only if cost-effective to do so and can be achieved within the current
level of resources”.

