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Dear Councillor 
 
Your remote attendance is requested at a meeting of the OVERVIEW AND AUDIT 

COMMITTEE of the BUCKINGHAMSHIRE AND MILTON KEYNES FIRE AUTHORITY 
to be held in accordance with the Local Authorities and Police and Crime Panels 

(Coronavirus) (Flexibility of Local Authority and Police and Crime Panel Meetings) 
(England and Wales) Regulations 2020 online on WEDNESDAY 17 March 2021 at 
10.00 AM when the business set out overleaf will be transacted. 

 
Your online remote access will be via Microsoft Teams. 

 
Yours faithfully 

 

 
Graham Britten 
Director of Legal and Governance 

 
 

 
 

 
Chairman:  Councillor Carroll 
Councillors: Christensen, Cole, Exon, Hussain, Mallen, Mills, Minns and Stuchbury 

MEMBERS OF THE PRESS 
AND PUBLIC 

 
Please note the content of 
Page 2 of this Agenda Pack 
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To observe the meeting as a member of the Press and Public  

The Authority supports the principles of openness and transparency. To enable members of 

the press and public to see or hear the meeting this meeting will be livestreamed. Please visit: 
https://www.youtube.com/channel/UCWmIXPWAscxpL3vliv7bh1Q 

The Authority also allows the use of social networking websites and blogging to 

communicate with people about what is happening, as it happens.  

Adjournment and Rights to Speak – Public 

The Authority may adjourn a Meeting to hear a member of the public on a particular 

agenda item. The proposal to adjourn must be moved by a Member, seconded and agreed 
by a majority of the Members present and voting. 

A request to speak on a specified agenda item should be submitted by email to 

gbritten@bucksfire.gov.uk by 4pm on the Monday prior to the meeting. Please state if you 
would like the Director of Legal and Governance to read out the statement on your behalf, 
or if you would like to be sent a ‘teams’ meeting invitation to join the meeting at the 

specified agenda item. 

If the meeting is then adjourned, prior to inviting a member of the public to speak, the 
Chairman should advise that they: 

 
 (a) speak for no more than four minutes, 
 (b) should only speak once unless the Chairman agrees otherwise. 

 
The Chairman should resume the Meeting as soon as possible, with the agreement of the 
other Members present. Adjournments do not form part of the Meeting. 

 
Rights to Speak - Members 
 

A Member of the constituent Councils who is not a Member of the Authority may attend 
Meetings of the Authority or its Committees to make a statement on behalf of the 
Member's constituents in the case of any item under discussion which directly affects the 

Member's division, with the prior consent of the Chairman of the Meeting which will not be 
unreasonably withheld. The Member's statement will not last longer than four minutes. 
Such attendance will be facilitated if requests are made to enquiries@bucksfire.gov.uk at 

least two clear working days before the meeting. Statements can be read out on behalf of 
the Member by the Director of Legal and Governance, or the Member may request a 

‘teams’ meeting invitation to join the meeting at the specified agenda item. 
 
Where the Chairman of a Committee has agreed to extend an invitation to all Members 

of the Authority to attend when major matters of policy are being considered, a Member 
who is not a member of the Committee may attend and speak at such Meetings at the 
invitation of the Chairman of that Committee. 

 
Questions 
 

Members of the Authority, or its constituent councils, District, or Parish Councils may 
submit written questions prior to the Meeting to allow their full and proper consideration. 
Such questions shall be received by the Monitoring Officer to the Authority, in writing, at 

least two clear working days before the day of the Meeting of the Authority or the 
Committee. 

https://www.youtube.com/channel/UCWmIXPWAscxpL3vliv7bh1Q
mailto:gbritten@bucksfire.gov.uk
mailto:enquiries@bucksfire.gov.uk
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OVERVIEW AND AUDIT COMMITTEE 

TERMS OF REFERENCE 

Overview 

1. To review current and emerging organisational issues and make 

recommendations to the Executive Committee as appropriate. 

2. To comment upon proposed new policies and make recommendations to the 
Executive Committee as appropriate. 

3. To review issues referred by the Authority and its other bodies and make 

recommendations to those bodies as appropriate.  

4. To make recommendations to the Executive Committee on: 

(a) the Electronic Services Delivery Plan; 

(b) the Brigade Personnel Strategy; 

(c) Levels of Incident Response; 

(d) the Corporate Risk Management Policy; 

(e) the Authority’s Information Policy; and 

other such policies and procedures as are required from time to time  

5.  To consider and make recommendations to the Authority on the Annual Treasury 

Management Strategy. 
 

Audit 

1. To determine the internal and external audit plans and the Internal Audit Strategy 

2. To determine the Internal Audit Annual Plan and Annual Report (including a 

summary of internal audit activity and the level of assurance it can give over the 
Authority’s governance arrangements). 

3. To consider and make recommendations on action plans arising from internal and 

external audit reports, including arrangements to ensure that processes which 
deliver value for money are maintained and developed. 

4. To consider and make recommendations to the Executive Committee on reports 

dealing with the management and performance of the providers of internal audit 
services. 

5. To consider and make recommendations on the external auditor’s Annual Audit 
Letter and Action Plan, relevant reports and the report to those charged with 

governance. 

6. To consider specific reports as agreed with the Treasurer, Internal Audit, Monitoring 
Officer, Chief Fire Officer, or external audit and to make decisions as appropriate. 

7. To comment on the scope and depth of external audit work and to ensure it gives 

value for money. 

8. To oversee investigations arising out of fraud and corruption allegations. 

9. To determine Insurance matters not delegated to officers, or another committee. 
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10. To consider and determine as appropriate such other matters as are required in 
legislation or guidance to be within the proper remit of this Committee. 

Governance 

1.  To: 

(a) make recommendations to the Authority in respect of: 

 (i) variations to Financial Regulations; and  

 (ii) variations to Contract Standing Orders. 

(b) receive a report from the Chief Finance Officer/Treasurer when there has 
been any variation to the Financial Instructions in the preceding twelve 

month period. 

2. To determine the following issues: 

(a) the Authority’s Anti-Money Laundering Policy; 

(b) the Authority’s Whistleblowing Policy; and 

(c) the Authority’s Anti Fraud and Corruption Policy. 

3. To determine the Statement of Accounts and the Authority’s Annual Governance 
Statement.  Specifically, to consider whether appropriate accounting policies have 

been followed and whether there are concerns arising from the financial statements 
or from the audit that need to be brought to the attention of the Authority. 

4. To consider the Authority’s arrangements for corporate governance and make 

recommendations to ensure compliance with best practice. 

5. To monitor the Authority’s compliance with its own and other published standards 
and controls. 

6. To maintain and promote high standards of conduct by the Members and co-opted 

members of the Authority. 

7. To assist Members and co-opted members of the Authority to observe the 
Authority’s Code of Conduct. 

8.  To advise the Authority on the adoption or revision of a code of conduct. 

9.  To monitor the operation of the Authority’s Code of Conduct 

10.  To deal with cases referred by the Monitoring Officer. 

11.  To advise on training, or arranging to train Members and co-opted members of the 
Authority on matters relating to the Authority’s Code of Conduct. 

12.  To monitor the operation of any registers of interest, of disclosures of interests and 
disclosures of gifts and hospitality in respect of officers or Members 

Risk 

1. To monitor the effective development and operation of risk management and 
corporate governance within the Authority. 

2. To consider reports dealing with the management of risk across the organisation, 

identifying the key risks facing the Authority and seeking assurance of appropriate 
management action. 
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Employees 

1.  To be a sounding board to help the Authority promote and maintain high standards 
of conduct by employees of the Authority. 

2.  To advise the Executive Committee on the adoption or revision of any policies, 
codes or guidance: 

(a) regulating working relationships between members and co-opted  members of 
the Authority and the employees of the Authority; 

(b) governing the conduct of employees of the Authority; or 

(c) relating to complaints; and 

other such policies and procedures as are required from time to time. 

3.  To monitor the operation of any such policies, codes or guidance mentioned at 2 

above. 

4.  To comment on the training arrangements in connection with any of the above. 
 

General 

1. To make such other recommendations to the Executive Committee on the issues 

within the remit of the Overview and Audit Committee as required. 

2. To review any issue referred to it by the Chief Fire Officer, Treasurer, or Monitoring 
Officer, or any Authority body within the remit of these terms of reference. 

3. To consider such other matters as are required in legislation or guidance to be 

within the proper remit of this Committee. 

4. To commission reports from the Chief Fire Officer, the Internal Audit Service, the 
Monitoring Officer, or such other officer as is appropriate, when the Committee 
agrees that such reports are necessary. 

5. To support the Monitoring Officer and the Treasurer in their statutory roles and in 
the issue of any guidance by them. 

6. To receiving reports from the Monitoring Officer in his/her statutory role or 
otherwise relating to ethical standards and deciding action as appropriate. 

7. To respond to consultation on probity and the ethical standards of public 
authorities. 
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AGENDA 
 

Item No: 
 
1.  Apologies 

 
2.  Minutes 

 
 To approve, and sign as a correct record, the Minutes of the meeting of the 

Committee held on 11 November 2020 (Item 2) (Pages 9 - 22) 

 
3.  Disclosure of Interests 

 
 Members to declare any disclosable pecuniary interests they may have in any 

matter being considered which are not entered onto the Authority’s Register, and 

officers to disclose any interests they may have in any contract to be considered. 
 

4.  Questions 
 

 To receive questions in accordance with Standing Order S0A7. 

 
5.  RIPA Policy (Minute OA39 - 090316) - To note that there has been no covert 

surveillance conducted by officers since the last meeting of the Committee. 
 

6.  External Audit Plan 

 
 To receive a verbal update from Ernst & Young 

 
7.  Internal Audit Reports 

 
 (a)  Final Audit Reports  

 

  To consider Item 7a (Pages 23 - 106) 
 

 (b)  Update on Progress of Audit Recommendations  
 

  To consider Item 7b (Pages 107 - 112) 

 
 (c)  Internal Audit Strategy and Annual Internal Audit Plan 2021/22  

 
  To consider Item 7c (Pages 113 - 124) 

 

 (d)  Adopting CIPFA Recommended Assurance Opinions and Definitions  
 

  To consider Item 7d (Pages 125 - 130) 
 

8.  Corporate Risk Management Policy 

 
 To consider Item 8 (Pages 131 - 150) 

 
9.  Corporate Risk Management 

 

 To consider Item 9 (Pages 151 - 170) 
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10.  2019/20 Statement of Assurance 
 

 To consider Item 10 (Pages 171 - 196) 
 

11.  Treasury Management Performance 2020/21 - Quarter 3 
 

 To consider Item 11 (Pages 197 - 204) 
 

12.  2019-20 Annual Performance Monitoring Report 

 
 To consider Item 12 (Pages 205 - 230) 

 
13.  Her Majesty's Inspectorate of Constabulary and Fire and Rescue Services 

(HMICFRS) - Buckinghamshire Fire and Rescue Service (BFRS) Round 2 

Inspections, and Covid-19 report 
 

 To consider Item 13 (Pages 231 - 254) 
 

14.  Operational Assurance Improvement Plan 

 
 To consider Item 14 (Pages 255 - 260) 

 
15.  Grenfell Tower Inquiry Phase 1 Report Update 

 

 To consider Item 15 (Pages 261 - 278) 
 

16.  Forward Plan 
 

 To note Item 16 (Pages 279 - 280) 

 
 

 
If you have any enquiries about this agenda please contact: Katie Nellist (Democratic 
Services Officer) – Tel: (01296) 744633 email: knellist@bucksfire.gov.uk 

  
 

   
 

mailto:knellist@bucksfire.gov.uk
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Overview and Audit Committee (Item 2), 17 March 2021 
 

Minutes of the Meeting of the OVERVIEW AND AUDIT COMMITTEE of the 
BUCKINGHAMSHIRE AND MILTON KEYNES FIRE AUTHORITY held remotely on  

WEDNESDAY 11 NOVEMBER 2020 at 10.00 AM 

Present: Councillors Carroll (Chairman), Christensen (part), Cole, Exon, 
Hussain, Mallen, Mills, Minns and Stuchbury 

  
 Councillor Clarke OBE 

 
Officers: J Thelwell (Chief Fire Officer), G Britten (Director of Legal and 

Governance), M Hemming (Director of Finance and Assets), A 

Hussain (Deputy Director of Finance and Assets), C Bell (Head of 
Protection and Assurance), D Norris (Deputy Chief Fire Officer) S 

Gowanlock (Corporate Planning Manager), G Barry (Information 
Governance and Compliance Manager), M Hussey (Principal 
Accountant), M Gibb (Head of Business Assurance, 

Buckinghamshire Council), S Harlock (Audit Manager, 
Buckinghamshire Council), N Harris (Associate Partner, Ernst & 

Young),  A Kennett (Assistant Manager Ernst & Young) and K 
Nellist (Democratic Services Officer) 

Apologies: None. 

Live webcast broadcast:  

   https://www.youtube.com/channel/UCWmIXPWAscxpL3vliv7bh1Q 

  
 The Director of Legal and Governance welcomed Members to the 

November Meeting of the Overview and Audit Committee of 
Buckinghamshire & Milton Keynes Fire Authority and confirmed 

that the meeting was being live streamed on the 
Buckinghamshire Fire & Rescue Service YouTube channel.  

Following the meeting, a recording would continue to be available 
on this channel and it was also being recorded, should there be 
any technical difficulties. 

The Director of Legal and Governance advised Members:  

 The meeting would be observing a two-minute silence at 

11.00 am.  

 Remembrance was also being observed at Aylesbury Fire 
Station so the DCFO Dave Norris would need to excuse 

himself from the meeting for about 20 minutes from 10.45 
am. 

 The Chairman had agreed to the inclusion of a late urgent 

item at the meeting. The matter related to a consultation 
exercise being conducted by Public Sector Audit 

Appointments regarding Audit Fee Variations which closed on 
Tuesday 1 December 2020. A copy of the report from the 
Chief Finance Officer was circulated to Members the day 

before the meeting, and it was proposed that the Chief 
Finance Officer presented his report before agenda Item 14, 
which was the report from Ernst & Young. Neil Harris from 

Ernst & Young would be joining the meeting after 11.00 am.  

    ITEM 2 
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 During the preparation for this meeting, a range of matters 
had come to light regarding agenda Item 10, the Equal Pay 
Audit, which needed further analysis before being brought to 

a future meeting. The Officer had withdrawn the paper. 

OA20 MINUTES 

 RESOLVED –  

That the Minutes of the meeting of the Overview and Audit 
Committee held on Wednesday 22 July 2020, be approved and 

signed by the Chairman as a correct record. 

OA21          RIPA POLICY (MINUTE OA39 – 090316) 

RESOLVED – 

To note that there had been no covert surveillance conducted by 
officers since the last meeting of the Committee. 

OA22          INTERNAL AUDIT REPORTS 

a) Update on Progress of Audit Recommendations 

 The Audit Manager advised that the purpose of this report was to 
update Members on the progress of the implementation of audit 

recommendations. The internal audit team had continued to 
monitor progress on all outstanding actions, at present there 
were four audit actions being reported as overdue, these related 

to fleet management, property management, project 
management (Blue Light Hub) and Stores. This information was 

for Members to note the actions that had not yet been 
implemented to date, but there were no undue concerns. 

RESOLVED - 

That the progress on implementation of recommendations be 
noted.  

 b) Update on Progress of the Annual Audit Plan 

The Audit Manager advised that the purpose of this report was to 
update Members on the progress of the annual Internal Audit 

Plan. Work had progressed according to the 2020/21 plan, and 
regular discussions had been held with the Director of Finance 

and Assets to monitor progress. The Core Financial Controls audit 
was currently at the planning stage and field work would 
commence in December. Terms of reference for the GDPR, 

Resource Management System and Asset Management System 
had been agreed and fieldwork would commence in November for 

all three audits. The final reports would be presented to Members 
at the next Overview and Audit Committee meeting. 

 RESOLVED –  
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That Members note the progress on the Annual Internal Audit 
Plan. 

OA23 LOCAL GOVERNMENT ETHICAL STANDARDS BEST 
PRACTICE RECOMMENDATIONS 

Councillor Clarke OBE introduced the report and highlighted to 

Members one of the recommendations made by the Committee 
on Standards in Public Life about the desirability of having at 

least two Independent Persons available to the Authority. The 
Authority currently had access to a pool of four Independent 
Persons as a result of a collaborative arrangement put in place in 

2016 between the Authority and the councils of Milton Keynes, 
Central Bedfordshire and Luton Borough. As their term of 

appointment was due to expire this year, recruitment had been 
undertaken by officers at Milton Keynes Council and this had 
created a pool of six new Independent Persons including some, 

who as well as being appointed by Milton Keynes Council were 
also appointed by Buckinghamshire Council. 

The Authority would receive a report at its next meeting in 
December with recommendations that it utilised this new pool of 
Independent Persons. 

The Director of Legal and Governance advised Members that the 
genesis for this report was the letter to the Chief Executives of all 

local authorities published in July 2020 from the Committee on 
Standards in Public Life about its report on Local Government 
Ethical Standards which it published in January 2019. The report 

made 26 recommendations mostly aimed at government 
requesting changes to legislation; and one aimed at the Local 

Government Association (LGA) to create a new model draft Code 
of Conduct after consultation with councils. The LGA had stated 

that it was due to report on its final model Code of Conduct later 
this calendar year. 

The Director of Legal and Governance advised Members that the 

Committee on Standards in Public Life report also included 15 
Best Practice recommendations which, as its July letter stated, it 

would expect all Local Authorities to implement. In its letter, the 
Committee on Standards in Public Life stated that it would be 
writing to Local Authorities again in the Autumn to ascertain 

progress against its 15 Best Practice recommendations. 

An audit was undertaken of the current arrangements, 

benchmarked against the 13 recommendations applicable to 
combined fire and rescue authorities. There was nothing in the 
findings which gave cause for concern, however, there were some 

aspects of the recommendations which the Committee should 
recommend to the Authority to agree. 

The first substantive Recommendation to the Authority was that it 
should agree to the Code of Conduct being reviewed on an annual 
basis in line with the Committee on Standards in Public Life’s 

recommendations, but that this should wait until 2021/22 so as 
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not to pre-empt the content on the new model LGA Code of 
Conduct. Therefore, the outcome of the LGA’s consultation on its 

draft Code of Conduct should be considered when this Authority’s 
review was undertaken. 

The Director of Legal and Governance advised Members that 

when the Code of Conduct was reviewed, the prohibition on 
‘harassment’ be added to the prohibition of bullying; and that 

definitions and examples of both bullying and of harassment be 
included. 

RESOLVED –  

That the Authority be recommended to: 

1. note the benchmarking report (Annex A) regarding the 15 

Best Practice Recommendations in the CSPL’s Local 
Government Ethical Standards Report; 

2. approve that: 

(a) the Code of Conduct is reviewed on an annual basis 
commencing 2020/21; and where possible taking into 

account the views of the public, community 
organisations, and neighbouring and appointing 
authorities; 

(b) in any review of the Code of Conduct: 

i. the outcome of the LGA’s consultation on its draft 

Code of Conduct be taken into account; 

ii. the prohibition on ‘harassment’ be added to the 
prohibition on bullying; 

iii. definitions and examples of both bullying and of 
harassment be included; and  

iv. the requirement on Members to comply with any 
formal standards investigation be included. 

(c) the ‘Procedure for the handling of allegations under the 
Code of Conduct against Members of the 
Buckinghamshire and Milton Keynes Fire Authority’ be 

amended to include a non-exhaustive list of public 
interest factors which will be taken into account at the 

filtering stage of a complaint.   

    A Member asked a question regarding the Independent Persons 
and was advised that the Independent Persons would not be co-

opted onto the Authority, they would be separate and would not 
be bound by the Members Code of Conduct like Members of the 

Authority. The Independent Persons had provided their 
credentials which were vetted by Milton Keynes Council and the 
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proposal was that at the December Fire Authority meeting, to 
include a short pen profile of these individuals. 

OA24 CORPORATE RISK MANAGEMENT 

The Corporate Planning Manager advised Members that in the 
executive summary of the report, there was more information on 

the sources drawn upon to identify, evaluate and manage risks 
that had the potential to disrupt operations, as well as affect the 

public and communities in Buckinghamshire. In particular, the 
engagement with the Thames Valley Local Resilience Forum 
(TVLRF) and the linkages it provided to central government. 

Obviously, it was not an exhaustive list and the Authority drew 
on a wide range of other sources. However, it was particularly 

valuable at a time like this when the Authority was dealing with 
several very live and fast evolving situations, notably in relation 
to Covid and also the transition out of the post-EU interim exit 

arrangements. 

The Corporate Planning Manager advised Members that there had 

been quite a lot of movement across the range of risks displayed 
on the risk map at Annex A and detailed in the risk register itself 
at Annex C. With regard to the five risks included in the 

Corporate Risk Register, updates were as follows: 

 Staff availability - particularly in relation to mitigating the 

risk arising from the recent McCloud/Sargeant pensions 
case ruling and the potential for a consequential increase 
in early retirements. Concerning the more immediate risk 

arising from the potential impact of Covid, whilst there had 
been an increase in Covid related sickness absence 

nationally amongst fire and rescue services, locally, the 
resourcing position had remained stable. This was, at least 

in part, a function of the measures taken to reduce the risk 
of infection within workplaces and when staff were out in 
the community responding to emergencies and 

undertaking other safety related work. All the Authority 
premises now had ‘Covid-19 Secure’ status. 

 Funding and savings requirements - the government had, 
in the context of the economic uncertainties, decided to 
limit the impending Spending Review to one year only, 

rather than the three that had been initially expected. 
Obviously, this had implications for the Authority’s 

medium-term financial planning. The Finance Team had 
prepared some future scenarios which ranged across 
optimistic, neutral, pessimistic and reasonable worst case. 

These were included in the Financial Strategy paper that 
would be presented to the Executive Committee on 18 

November 2020. 

 Information security - there was more specific reference to 
risks associated with internal information management as 

well as those originating from external sources. Regarding 
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the latter, this remained a clear and present danger for all 
legitimate organisations including the fire and rescue and 

local government sectors. Members may have seen in the 
media that Hackney Council was subject to a serious 
cyber-attack in the latter half of October which paralysed 

many of its systems. The UK National Cyber Security 
Centre (NCSC) was currently investigating the attack. 

 Potential for disruption to operations - as the transitional 
arrangements with the EU expire at the end of the year, 
and if no formal agreement had been reached on future 

relations including trade, potential impacts could be seen 
on the strategic road network, fuel distribution and GDPR. 

These areas were being monitored very closely including 
locally via the TVLRF and nationally through the National 
Fire Chiefs Council (NFCC). 

 Covid related risks - Members would have seen that the 
Service had secured priority testing for up to 17 

symptomatic frontline operational staff on a daily basis. 
Also, in relation to the potential for seasonal influenza, 
there had been a very good take-up on the free flu 

vaccination for all staff. 

A Member asked how often members of staff would get tested for 

Covid-19 and was advised that they would only be tested if they 
were symptomatic. 

A Member asked about the government decision to limit the 

upcoming spending review to one year and what impact this 
would have on the Authority and was advised that a Director of 

Finance from another fire authority had been seconded into the 
Home Office to work on preparing a submission to the Treasury 

as part of the comprehensive spending review. The individual 
worked closely with senior sector users, representatives from 
across various fire authorities to make representation to the 

Treasury on a number of items where the sector needed either 
additional funding or to maintain existing funding, one of which 

was around the pensions uncertainty. 

A Member asked if all local MPs were aware of this issue and was 
advised by the Chief Fire Officer that along with the Chairman, 

they continued to lobby MPs directly and through HMICFRS in 
terms of the inspection process and in terms of future funding. 

The Authority also continued to lobby through the National Fire 
Chiefs Council supporting any interventions they were currently 
undertaking. Also, the process of consulting other authorities and 

getting them on board with the same message was ongoing. 

A Member asked a question regarding precept flexibility and was 

advised that as part of the HMI review of all fire services, it found 
that some services were better funded than others. As part of the 
submission alluded to earlier on the comprehensive spending 

review, it stated that the only way to resolve the issue of funding 
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discrepancies was through increased precept flexibility. It was 
foremost in the Authority’s submission to the Treasury, but the 

Authority wouldn’t know the decision until it got its provisional 
settlement which was likely to be towards the end of December.  

RESOLVED –  

1. The status report on identified corporate risks at Annex C be 
reviewed and approved. 

2. Comments be provided to officers for consideration and 
attention in future updates/reports. 

OA25 CHANGES TO THE INVESTIGATORY POWERS ACT 2016 

  The Information Governance and Compliance Manager advised 
Members that the purpose of the report was to advise of a 

legislative change which came into force in July 2020. It was to 
remove fire and rescue authorities as the relevant authorities for 
the purpose of the Investigatory Powers Act 2016. What it meant 

was that the Authority used to be able to apply, if it so desired, 
to get information on phones and the interception of 

communications data. The Authority had never used these 
powers and the National Fire Chiefs Council had lobbied to have 
the powers removed and this had led to the change in legislation. 

Members were asked to note that these powers were still in place 
with partner organisations such as the police and ambulance 

service. The Police had far greater powers than the Authority, 
and the Authority would be able to call on them for assistance 
if/when required.  

 A Member asked why the National Fire Chiefs Council wanted to 
hand back this power and was advised that fire and rescue 

authorities did still have sufficient powers, albeit under a different 
legislative framework.  

 RESOLVED – 

That the report is noted. 

OA26   OPERATIONAL ASSURANCE IMPROVEMENT PLAN 

 The Head of Protection and Assurance gave the Committee an 
update on the progress that had been made on the Operational 

Assurance Improvement activities. There was a dedicated 
Operational Assurance team that formed part of the Operational 
Training Department. The Operational Assurance team were 

responsible for, amongst other things, attending, monitoring and 
reviewing incidents and debriefs. However, more recently they 

had broadened their involvement in other events outside of just 
the operational environment. The team oversee and report 
quarterly on the Operational Assurance Improvement Plan (OAIP) 

to the Operational Improvement Group. The OAIP was a dynamic 
document, used to enhance the ability to capture, scrutinise and 
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identify any operational learning originating from a variety of 
events. This approach had better enabled the Service to 

effectively identify emerging issues and then implement practical 
and corrective solutions, in order to enhance its performance. 
Members may recall that in 2018 the Authority contracted the 

services of Operational Assurance Limited (OAL), as part of its 
independent assurance process.  

These arrangements concluded at the end of August 2020 in line 
with the agreement. This agreement enabled the service’s risk 
critical operations to be subject to regular independent scrutiny, 

thereby strengthening the Authority’s ability to deliver the best 
possible public service and improve the safety of firefighters by 

improving performance at incidents; coping with future changes 
in the operational environment and driving development and 
innovation. 

The most recent operational review undertaken by OAL, during 
November 2019, made 14 recommendations. These were 

presented to members of the Operational Assurance Group 
(OAG), to determine how these would be captured within the 
OAIP. One recommendation had not been adopted as there was 

very little evidence to back it up. The other 13 recommendations 
now form actions on the OAIP and had been assigned lead 

officers to progress, many of which had now been completed. 

The Head of Protection and Assurance advised Members that 
looking forward, the Service was progressing with an 

improvement plan on how it captured operational debrief 
information through moving to an electronic Active Monitoring 

System. This would be subject to a full evaluation over the next 
six months before making any decision to roll it out further.      

The Head of Protection and Assurance advised Members that as 
mentioned earlier, the role of the OAT had been broadened and 
in August this year, they carried out a Service wide staff survey 

on the response to Covid. 164 staff responded, which was 
grouped into three categories: 

Communication - There was a single area on the Intranet for 
Pandemic related communication.  

Safer Working - Improved signage around the sites reminding 

everyone of the part they play. Increasing hand sanitiser 
stations. Desks moved apart allowing people to work safely. 

Providing facemasks for operational staff to wear when on 
appliances. Carrying out site audits to identify areas of 
compliance/improvement and achieve ‘Covid Secure’ status.  

Technology - Supporting the use of the Test and Trace app across 
the Service. Investigating how Microsoft Teams and webcams can 

be provided to stations to support distance learning and facilitate 
team meetings from across the organisation. Broadcasting Fire 
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Authority meetings via YouTube, allowing more people to ‘attend’ 
and see what takes place. 

Feedback - Remuneration for increased costs incurred by those 
working from home. There was a great deal to be proud about in 
relation to the Service’s response to the pandemic. There was no 

doubt the Service had a positive impact on its communities. The 
support and level of service maintained and provided was 

commendable. The intention was to carry out another staff 
survey in the New Year. 

(A two minutes’ silence was observed for Remembrance Day). 

OA27 LATE URGENT ITEM – AUDIT FEE VARIATIONS 
CONSULTATIONS 

The Director of Finance and Assets thanked the Chairman for 
taking this Late Urgent Item and apologised to Members for the 
short notice, but the consultation deadline was the beginning of 

December 2020 and it was felt that Members of the Overview and 
Audit Committee should have the opportunity to discuss this as it 

related to Audit fees. This report detailed the Authority’s 
provisional response to the consultation on proposed new 
arrangements for determining fee variations for local audits of 

opted-in bodies from audits of 2020/21 accounts onwards. 

The Director of Finance and Assets advised Members that the 

current fee variations process required the auditor to discuss all 
proposed variations with the audited body before submitting them 
to Public Sector Audit Appointments Limited (PSAA) for 

determination. Feedback from both auditors and audited bodies 
frequently referred to the practical challenges, and limited value, 

of local discussions about proposed variations which related to 
those factors affecting most or all audited bodies. PSAA were 

therefore proposing a new approach, based on two types of 
variation. National variations required for changes that related to 
the conduct of all or most audits, such as changes to the auditing 

and accounting codes, standards and regulatory requirements, and 
where a standard cost could be reasonably estimated; and local 

variations, required for issues that related to local factors arising 
from the conduct of a particular audit, such as the additional audit 
work required if accounts reflected complex transactions that were 

not built into the scale fee, or where working papers were poorly 
prepared, or for work relating to an auditor’s statutory 

responsibilities such as objections, statutory recommendations or 
public interest reports. 

A Member asked if that meant there would be an increase in the 

audit fee and was advised that this consultation was purely 
around the process for agreeing fees, rather than setting out the 

level of fees. However, there had been a proposed fee increase 
for the 2019/20 audit, which was within the financial implications. 
The scale fee as assessed by PSAA was £24,162k, however, the 

proposed fee E&Y had put forward was £46,358k, which was a 
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substantial increase. This would be dealt with under the current 
process, which was to discuss locally where possible, but PSAA 

would arbitrate where necessary.  

Due to the short notice period for this consultation, the Chairman 
invited Members who had any comments to email him directly, 

and he would liaise with the Director of Finance and Assets and 
the Lead Member for Finance and Assets, Information Security 

and IT. 

RESOLVED –  

That the Chief Finance Officer be delegated authority to finalise 

the draft responses (Appendix B) for submission in consultation 
with the Chairman of the Committee and Lead Member for 

Finance and Assets, Information Security and IT. 

OA28  HER MAJESTY’S INSPECTORATE OF CONSTABULARLY AND 
FIRE AND RESCUE SERVICES (HMICFRS) – 

BUCKINGHAMSHIRE FIRE AND RESCUE SERVICE (BRFS) 
IMPROVEMENT PLAN UPDATE 

The Deputy Chief Fire Officer advised Members that following 
completion of the first inspection round of all 45 fire and rescue 
services, HMICFRS published the report into this Service on 17 

December 2019 and that related to the inspection that took place 
in June and July 2019. The Authority’s report identified 11 areas 

for improvement, one cause for concern, which was an HMICFRS 
classification of an area which they recommended the fire service 
treats with the upmost seriousness, and any cause for concern 

was accompanied by recommendations of which the Authority 
received two. An improvement plan had been developed 

addressing specifically the report recommendations and identified 
areas for improvement. At the meeting of the Authority on 12 

February 2020, it was agreed that the progress of this plan would 
be reported to the Overview and Audit Committee. 

The Deputy Chief Fire Officer advised Members that the 

Authority’s Service Liaison Lead, Paul Kay, visited the Service on 
10 March 2020 and indicated that the approach to improvement, 

and addressing matters raised within the report, was sensible. On 
13 March 2020, Sir Tom Winsor wrote to all fire and rescue 
services confirming that all inspection work was suspended, but 

fire and rescue service performance would be assessed based on 
available information. On 20 March 2020 HMICFRS, confirmed 

suspension of the HMICFRS survey of staff for fire and rescue 
services in round 2, tranche 1, inspections.  

The Deputy Chief Fire Officer advised Members that following a 

commission by the Home Secretary in the Summer of 2020, 
HMICFRS announced a national review of fire and rescue service 

Covid-19 preparations. The three Thames Valley Fire and Rescue 
Services were being inspected at a similar time, with this service 
receiving the inspection team commencing 2 November 2020. 
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The Chief Fire Officer would be receiving a verbal update, 
hopefully before the end of November 2020. 

The Deputy Chief Fire Officer also advised Members that the Chief 
Fire officer was a member of the HMICFRS External Reference 
Group (ERG), formed of representatives from the Home Office, 

Local Government Association, Police, Fire and Crime 
Commissioners, National Fire Chiefs Council and HMICFRS 

Portfolio team. The ERG was a mechanism through which 
HMICFRS test the effectiveness and impact of the inspection 
regime. 

A Member asked about the increase in mental health awareness 
due to Covid-19 and was advised that the improvement plan was 

based on the inspection report from December 2019, but the 
arrangements around Covid-19 and how well the Service looked 
after its staff, had been addressed in the Covid-19 inspection, 

which concluded last week. 

       RESOLVED – 

That the current position regarding the HMICFRS inspection 
programme, and the BFRS Inspection Improvement Plan be 
noted. 

(Councillor Christensen and Councillor Clarke OBE left the 
meeting) 

OA29  TREASURY MANAGEMENT PERFORMANCE 2020/21 – 
QUARTER 2 

The Principal Accountant advised Members that for financial year 

2020-21 April to September, the accrued interest earned was 
£72k, which was £3k lower than the budget set for the same 

period. For the first time in a number of years, the Authority had 
not met the quarterly interest receivable budget and this was a 

direct impact of the low interest rates due to the Covid-19 
pandemic. Officers anticipated the low interest rates would 
continue for the remainder of this financial year and into the next 

financial year. The Authority was currently forecasting to achieve 
£100k in interest receivable for the financial year 2020-21. With 

the pandemic in mind, it was important to ensure that the 
cashflow was a priority before considering investments. The 
reason for this was to be able to have access to cash immediately 

to be able to pay employees, suppliers and also to cover any 
potential delays in receiving funding from precepting authorities.  

 
The Principal Accountant advised Members that as and when the 
Authority invested its funds, it would continue to work hard to 

obtain the best returns on investments in line with the Treasury 
Strategy and ensure it could meet its short term cashflow 

requirements. Officers were in regular contact with financial 
advisors and received frequent updates on the market position. 
In terms of setting the budget for the next financial year, as part 

of the Medium Term Financial Plan process, a bid had been put in 
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to reduce the income from £150k to £30k. this figure would be 
revised if there were to be any changes in interest rates, between 

now and final budget approval in February 2021. 
 

              RESOLVED –  

That the Treasury Management Performance 2020/21 report be 
noted. 

OA30  DRAFT AUDIT RESULTS REPORT 2019/20 

 The Associate Partner, Ernst & Young (E&Y) advised Members 
that at the last meeting he ran through the progress of the 

external audit of the financial statements for the financial year 
ended 31 March 2020. At that stage, it was reported that good 

progress had been made on the external audit and there were 
only a small number of items needed to be completed; Receipt of 
pension fund assurances from the auditors of the 

Buckinghamshire pension fund; completion of some of the 
additional work associated with implications of the Covid-19 

outbreak, particularly considering valuations of assets and 
reporting of the valuers expressions of material uncertainly; 
disclosures in the financial statements associated with the basis 

on which the Authority was preparing its accounts as a going 
concern considering liquidity and viability; and looking 12 months 

ahead of the date of the audit report.  

 The Audit Results Report now showed that E&Y had substantially 
concluded the audit, and the Associated Partner was very pleased 

to confirm that matters previously showing as outstanding, had 
now been completed and he was now in a position, subject to 

Members consideration of the final set of accounts and the letter 
of management representation, to issue an audit opinion and that 

would be an unqualified opinion on the Authority’s financial 
statements, to say they represented a true and fair view of the 
reported financial performance, and that E&Y were satisfied the 

Authority had all the appropriate arrangements in place for 
economy, efficiency and effectiveness in its use of resources.  

 A Member asked a question regarding the adjustment to the final 
accounts associated with the timing difference for the pensions 
top up grant and was advised that it was identified by the E&Y 

that there had been 13 months of pension paid into 2019/20 due 
to a timing difference on the pension fund account. One month 

had been carried forward into 2020/21 and this did not impact on 
the balance sheet. 

RESOLVED –  

That the content of the report be noted. 

OA31  LETTER OF MANAGEMENT REPRESENTATION 2019/20 
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The Principal Accountant advised Members that the Letter of 
Management Representation was a legislative requirement and a 

self-explanatory paper. The information contained within this 
letter contributed towards the auditors being able to form an 
opinion as to whether the financial statements give a true and fair 

view of the Authority’s financial position. Since the version taken 
to July’s Overview and Audit Committee meeting, there had been 

a few additional items added and these had been underlined 
within the letter. This letter was to be signed by the Director of 
Finance and Assets and the Chairman of the Overview and Audit 

Committee. 

RESOLVED –  

That the Letter of Management Representation be approved for 
signature of the Chief Finance Officer and the Chairman of the 
Overview and Audit Committee. 

OA32  ADOPTION OF THE AUDITED STATEMENT OF ACCOUNTS – 
YEAR ENDED 31 MARCH 2020 

 The Principal Accountant updated Members on changes that had 
been made since the audited statement of accounts were 
presented at the meeting in July 2020. The first point being a 

going concern review had been added, this informed the users of 
the accounts that the Authority was ensuring it could continue its 

operations for the foreseeable future and this looked at Covid-19, 
the Medium Term Financial Plan, reserves and also the 
Authority’s cash flow position. Since these reports were 

published, officers had now received the final audit results report 
from E&Y. The audit results report included an audit opinion, 

which was not seen in the statement of accounts. The audit 
opinion would be added into the final version of the statement of 

accounts, before they were signed accordingly. There was one 
event to report after the balance sheet date, and this was the 
sale of Bletchley Fire Station in October 2020. Lastly, as 

previously mentioned, regarding the firefighters pension fund 
account, due to a timing difference in posting in the financial 

ledger, an adjustment had been made, there was no direct 
impact on the balance sheet, just minor changes to the 
presentation of short term debtors. 

 A Member asked if the Authority was given an additional grant to 
offset any Covid-19 expenses and was advised that the Authority 

had received funding in two tranches of just under £700k. The 
Authority initially received £90k in March 2020 and for this 
financial year the Authority received £606k.  

 RESOLVED –  

1. That the matters raised by the external auditors be 

considered. 
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2. That the Statement of Accounts for the financial year ended 
31 March 2020 be approved for signing by the Chairman of 

the Overview and Audit Committee. 

OA33  FORWARD PLAN 

 The Chairman brought the Forward Plan for future Overview and 

Audit Committee meetings to the attention of Members. 

RESOLVED –  

That the Forward Plan be noted. 

The Chairman thanked Members and officers for the smooth 
running of the meeting. 

OA34 DATE OF NEXT MEETING 

 To note that the next meeting of the Committee will be held on 

Wednesday 17 March 2021 at 10.00 AM. 

 

 

                      THE CHAIRMAN CLOSED THE MEETING AT 12:00 PM 
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Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Mark Hemming – Director of Finance and Assets 

Maggie Gibb – Internal Audit Manager 

LEAD MEMBER Councillor David Carroll 

SUBJECT OF THE 
REPORT 

Internal Audit Report: Final Audit Reports 

EXECUTIVE SUMMARY The purpose of this paper is to update Members on the 

findings of the finalised Internal Audit reports issued 

since the last Overview and Audit Committee meeting.  

The following 2020/21 audits have been finalised: 
Core Financial Controls (Substantial Opinion), GDPR 

(Partial Opinion), Asset Management System (Partial 
Opinion) and Resources Management Application Audit 
(Partial Opinion). 

ACTION Noting. 

RECOMMENDATIONS That the recommendations raised in the finalised 
Internal Audit report be noted. 

RISK MANAGEMENT  There are no risk implications arising from this report. 

FINANCIAL 
IMPLICATIONS 

The audit work is contained within the 2020/21 
budget. 

LEGAL IMPLICATIONS There are no legal implications arising from this 
report.  

CONSISTENCY WITH 
THE PRINCIPLES OF 

THE DUTY TO 
COLLABORATE  

Not applicable  

HEALTH AND SAFETY  There are no health and safety implications arising 
from this report. 

EQUALITY AND 
DIVERSITY 

There are no equality and diversity implications arising 
from this report. 

USE OF RESOURCES 

 

Communication and progress monitoring; 

All audits, follow up reports and further updates will be 
submitted to the Strategic Management Board and the 

 

 ITEM 7(a) 
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Overview and Audit Committee. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

Internal Audit Plans 2020/21 

Internal Audit reports taken to Overview and Audit 
Committee. 

 

APPENDICES Appendix A – Core Financial Controls Audit Report 

Appendix B – GDPR Audit Report 

Appendix C – Asset Management System Audit Report 

Appendix D – Resource Management Application Audit 
Report 

TIME REQUIRED  15 minutes. 

REPORT ORIGINATOR 
AND CONTACT 

Maggie Gibb – Internal Audit Manager 

Maggie.Gibb@buckinghamshire.gov.uk  

01296 387327 
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Management Summary 
 

Introduction 

The audit of Core Financial Controls was undertaken as part of the 2020/21 Internal Audit plan, agreed by the Overview and Audit Committee. The audit was 

undertaken during quarter three of 2020/21. 

The Core Financial Controls Audit reviewed the Fire Authority’s key financial processes including; Creditors, Debtors, Payroll, General Ledger, Grant Income, 

Banking, VAT and Treasury Management processes. It is vital to the achievement of the Fire Authority’s strategic objectives to ensure that there are robust 

controls in place to enable good financial governance. 

Audit Objective 

Internal Audit’s objectives for this audit were to provide an evaluation of, and an opinion on, the adequacy and effectiveness of the system of internal controls 

in place to manage and mitigate financial and non-financial risks to the system.  

This serves as a contribution towards the overall opinion on the system of internal control that the Chief Internal Auditor is required to provide annually. It also 

provides assurance to the Section 112 Officer that financial affairs are being properly administered.   

Scope of work 

The audit activity focussed on the following key risk areas identified in the processes relating to Core Financial Controls: 

 Financial Control Framework 

 Creditors 

 Debtors 

 Payroll 

 General Ledger 

 Grant Income 

 Capital 

 Banking and Reconciliations 

 VAT 

 Treasury Management 
 

The audit considered the controls in place at the time of the audit only.  Where appropriate, testing was undertaken using samples of transactions since the 

beginning of the current financial year. 
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Table 1: Overall Conclusion 
 

Overall conclusion on the system of internal control being maintained  Substantial 

 

RISK AREAS AREA CONCLUSION 

No. of High 

Priority 

Management 

Actions 

No. of Medium 

Priority 

Management 

Actions 

No. of Low 

Priority 

Management 

Actions 

Financial Control Framework Substantial 0 0 0 

Creditors Reasonable 0 0 1 

Debtors Substantial 0 0 0 

Payroll Reasonable 0 2 0 

General Ledger Substantial 0 0 0 

Grant Income Substantial 0 0 0 

Capital Substantial 0 0 0 

Banking and Reconciliations Substantial 0 0 0 

VAT  Substantial 0 0 0 

Treasury Management Substantial 0 0 0 

  0 2 1 

Appendix 1 provides a definition of the grading for each of the conclusions given. 
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Financial Control Framework 

The Financial Regulations were updated in September 2019, reflecting changes to the finance system and current procurement limits.  The Regulations detail 

requirements for all Fire Authority financial systems. These have been published, and the latest approved copies are available to staff on the Intranet. 

The Financial Instructions were updated and approved in January 2018 and are available to staff on the BMKFA Intranet. They contain instructions for the 

effective operation of all financial systems within the Authority and have been reviewed and updated to reflect changes to the Finance system. 

Contract Standing Orders (CSOs) were reviewed by Internal Audit. These were updated in February 2020 and include a hyperlink to OJEU limits, ensuring 

these remain up to date. As the UK has now exited the European Union, the OJEU is replaced by a UK equivalent; Find a Tender Service (FTS).  

Another change to public procurement involves transferring the EU Commissions supervisory function to UK Cabinet Office. The UK Cabinet Office will now 

issue future changes to financial thresholds and public procurement procedures. There is no requirement to update the CSO presently with no change to the 

current financial thresholds and procurement regulations. The Cabinet Office has started reviewing public procurement regulations with a Green Paper 

expected in early 2021. As such, the CSO will be reviewed following the Green Paper.  

For all key financial processes, process notes were reviewed, confirming that they are up to date. A review of system users found that access to Integra (the 

Finance system), iTrent (the Payroll system) and Lloyds Link (the Banking system) is appropriately controlled. There is adequate separation of duties required 

for transactions made within the systems. 

 

Creditors  

The Financial Instructions contain guidance on ordering, authorising, and receiving goods and services. The Financial Instructions reference the Financial 

Regulations and include regulations on the separation of duties, procurement, and expenditure. 

A list of users with access to Integra detailing the amounts they can authorise and tasks they can perform was obtained from Finance. Examination confirmed 

that all users have appropriate access according to their job role. Requests to amend approvers/Budget Holders are sent to Finance to action, with controls in 

place to ensure that adequate separation of duties is maintained.  

 Also, there are controls in place to ensure that user roles are not left vacant on Integra when employees leave or transfer. There have been no requests to 

change approval levels during the 2020/21 financial year. 

Budget Holder and Requisitioner roles can enter and authorise purchase orders (POs) via workflow. System parameters on Integra force for a separation of 

duties, meaning Integra does not allow the same user to raise and authorise a PO. When a PO is created, it workflows to the Budget Holder to approve. 

Depending on the amount, it is authorised by a senior member of the team (i.e. Director of Finance or Head of Service Development) in line with delegated 

approval limits. Integra does not allow staff to approve higher than their assigned limit. 
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However, it was noted that one staff member appearing on the list of approvers had left the Authority in June 2020. Management agrees that although the risk 

of a leaver accessing the system is low due to physical access being restricted, user access should be terminated in a timely manner as all inactive accounts 

pose a security risk and are susceptible to hacking.  

Examination of a sample of 25 supplier invoices received between April and December 2020 found that: 

 In all 25 cases, the invoice was authorised in line with delegations. All demonstrated adequate segregation of duties. 

 In all 25 cases, the authoriser agreed to the Scheme of Delegation.  

 In 21 cases, the PO was raised before the invoice date. For four cases the PO was raised after the invoice date, however from a review of these 

exceptions it was established that the anomalies were due to invoices being issued against incorrect or spent orders, so the invoice was reissued but 

retained the earlier date.  

 In 24 cases, invoices were paid after a Goods Receipt Note had been input in Integra. The Finance Team confirmed that the System does not allow 

payment before goods receipting. The only exception was an item payable to a critical supplier which was processed as an urgent payment via CHAPS 

and authorised by the Director of Finance and Assets.  

 In all 25 cases, the details on the invoice agreed with those on Integra. 

 In all 25 cases, the invoice was paid within 30 days of the invoice date. 

 In all 25 cases, the invoice was posted to the correct cost centre and GL codes.  

 

It was be noted that the usual protocol of only paying suppliers close to the due date was not in place for the period 20 March 2020 to 4 September 2020. A 

decision was taken by Senior Management, in line with Government guidance during the Covid-19 pandemic, to assist suppliers by paying invoices as soon as 

they were received. This is because many of the suppliers are small commercial organisations and early payment would assist with their cash flow. This was 

not found to have impacted on the Fire Authority’s cash flow. 

 

A sample of five credit notes received between April and December 2020 was selected from the Purchase Ledger Transactions Report.  

Examination established that: 

 For all five credit notes reviewed, the refunds were allocated to the correct supplier. 

 In all five cases, the supplier matched that on the original invoice (where received) and PO.  

Process notes for creating and amending suppliers were obtained. They detail roles and responsibilities for making changes and carrying out individual 

checks. The Finance Officer confirmed that changes are made as a result of an email request. If the change involves a change of bank details, the Finance 

Officer calls the supplier to confirm the changes to bank details.  
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An email to confirm that the change has been made is then sent to a second Finance Officer for final independent approval, with emails saved on Integra's 

supplier records.  

Examination of a sample of two new vendors and four changes to existing records for the April to November 2020 period found that: 

 In both cases where a new vendor was set-up, the reason for the new supplier was not recorded. Discussion with the Principal Accountant and 

Procurement Manager established that this is due to the vendor set-up process being completed through an e-form. Once the supplier e-form is 

approved, the supplier is live, and no other information is recorded. However, if the reasoning was not adequate, the Procurement team would reject 

the request. We confirmed that Procurement check credit histories, and whether there is a possible supplier of similar goods already set up.  

 The four changes tested involved deleting unused suppliers, which was carried out late due to Covid-related tasks' prioritisation. Three suppliers were 

deleted from the system 22 months after deactivation. The remaining supplier was deleted 15 months after deactivation. 

Examination of a sample of five weekly BACS runs for the April to December 2020 period confirmed that: 

 The total amount and the number of payments on the BACS submission matched those on the payment projection report in all cases. 

 BACS control sheets were completed and signed off to indicate that the checker reviewed and completed all checks on all five BACS payments.  

 The checker reviewed the payment projection report for duplicate payments and invoices. No duplicate payments were found.  

 Payments over £10,000 were checked for accuracy and signed by Principal Accountant. No BACS processing date errors were noted in any of the five 

cases.  

Examination of control account reconciliations completed from April 2020 to October 2020 confirmed that control accounts are reconciled monthly and were 

subject to review and approval from an independent officer. 

The Financial Instructions include guidelines for the appropriate use of purchasing cards. Also, a Purchasing Card User Guide is in place, outlining the 

Purchasing Card Holder's responsibilities regarding how to use the purchasing card, reconciling the monthly statements and general usage guidelines. 

A list of cardholders, along with their agreed monthly spending limit, was obtained. This list shows that 62 staff hold Purchasing Cards, 45 of whom used them 

between April and December 2020. 

A log of Purchasing Card transactions is maintained on Integra. This includes a description of the purchases made, a record of review and authorisation by the 

card holder’s line manager and attached receipts. Examination of a sample of 20 Purchasing Card transactions posted on Integra between April and 

December 2020 found that, in all cases, spending limits were in place.  

However, instances arose where insufficient documentation was in place to reclaim VAT on valid purchases. However, the Principal Accountant established 

that the Fire Authority accepts that these are infrequent and insignificant amounts. Where limits had been breached, appropriate authorisation was viewed. 

There were no transactions that would indicate purchases for invalid items.  
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Intern Audit found that one purchasing cardholder had left the authority. Although the card had been cancelled within Integra, it had not been cancelled with 

the bank. This is noted in the findings concerning data maintenance. However, it was confirmed that physical access to both the card and the system had been 

denied when the staff member left and that no further spend had taken place.  

 

Debtors 

Financial Instructions include guidance for the Accounts Receivable functions. Documented procedures for Debtors processes, and how these are actioned on 

Integra, were obtained from the Principal Accountant and Finance Officer. They were found to be up to date and available to staff on the shared area. Audit 

confirmed that that access to set up customers is restricted to Finance Officers. 

It was noted that the Authority receives income from a number of sources other than funding. An example of this is from workshops services that include 

MOTs, vehicle repairs, and the sale of used vehicles. The total value of invoices raised under this General Ledger code between April and December 2020 

was £5,363.Finance raises invoices for workshops following receipt of an invoice request and proof of sale receipt from the workshop.  

Another source of income for The Authority’s is from Seconded Officers. A total of £66,390 worth of invoices was raised between April and December 2020. 

Finance raises Seconded Officer’s invoices following receipt of a purchase order from the customer. 

Examination of a sample of 18 debtor invoices raised on Integra between April and December 2020 found: 

 In all 18 cases, the invoice had been booked to an appropriate budget and GL code. 

 Where POs would be expected, these were viewed, and details agreed to the corresponding invoice. 

 In all 18 cases, invoices were confirmed as having been input by Finance staff with adequate separation of duties. 

 In eight cases, the invoice was paid within 14 days. In nine cases the invoice had not been paid within 14 days, although four had evidence of chasing.  

 For the remaining five invoices not paid within 14 days, in one case we found that a payment was made 205 days after the invoice date. We confirmed 

that Finance chased the payment. Evidence was received from the customer to show that they were in severe financial difficulty, prompting an 

agreement that the customer would pay when they could. Two invoices had a discrepancy with the dates and no evidence of chasing. Two invoices 

had payments made 20 and 24 days after the invoice. 

Discussions with the Principal Accountant established that the Authority decided to assist private customers with cash flow by not chasing for payment and 

showing leniency with credit control in line with Government guidance during the Covid-19 pandemic. All debts have now been confirmed as having been paid 

in full. 

A report of Credit Notes was run from Integra listing four credit notes raised between April and December 2020. We selected a sample of two and found that: 

 In both cases, the credit note was raised against the correct customer account and budget code. 
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 One credit note was raised in error, and a matching invoice was raised to cancel it three days later.  

 In the remaining case, the credit note was raised four months after the invoice; as the Finance Team the company had gone into administration and no 

services had been rendered, therefore the credit note cancelled the invoice.  

The Debt Management Control Data file includes a summary of outstanding debts, invoice amounts; and provides measurements against Debtors KPIs. The 

reconciliation and recording of control data are completed monthly. As of October 2020, there was a total of £17,292 outstanding debt owed to the Authority, of 

which £14,822 was over 60 days old. By November this was £75,778 with the total over 60 days at £12,372. The Principal Accountant confirmed that the 

increased debt is mainly down to the invoicing profile. It was confirmed that there were no write-offs for 2020/21.  

Individual debts that were either shown as paid late or outstanding as of 20 November 2020 were investigated. From a sample review of 10 debts, three had 

not been chased following the policy, but this was with Senior Management agreement as the customers were in financial difficulty due to Covid-19. Seven 

were paid more than 30 days late, and of these, three were over 90 days late.  

 

Payroll 

Payroll information is processed through the iTrent system. The Fire Service Rota (FSR) planning and scheduling system was fully implemented in April 2020 

and is used to record all Watch-based inputs formerly recorded on FB22 forms. 

Examination of a sample of 10 starters for the April to November 2020 period confirmed that: 

 In all cases, the payroll details were correctly entered on iTrent with a separation of duties. The appropriate authorisations were obtained.  

 In one case, where a senior management member returned from retirement, a Succession Planning report was reviewed at a full Fire Authority 

meeting. A re-engagement letter was sent from the Chief Fire Officer. While this was outside of the normal process, adequate approvals were obtained, 

which was found to be appropriate for the case. 

A sample of 10 permanent changes made between April and November 2020 found that an authorised Change Control Form or an email trail with the 

appropriate approvals was held on file in nine cases. In one case, authorisation was not held on file for the change. This case involved the addition of CPD 

payments for an employee. The Payroll and Benefits Manager confirmed that CPD is an allowance requested by the employee and immediate line manager at 

the annual appraisal. The request is based on evidence of attention to continuous professional development. As well as via the Change Control Form and 

emails from line managers, a request to pay CPD can also come from HR & OD via email. Discussion established that in these cases, evidence of line 

manager approval is often not held on file. 

Examination of a sample of ten deductions made between April and November 2020 found the following: 

 In eight cases, the employee authorised the deduction either through a signed form, email or within the signed employment contract. In two cases, 

there was no evidence on file that the employee authorised the deduction. Both cases were Prize Draw deductions for which a finding was raised in the 

2019/20 Core Financials audit. The Payroll and Benefits Manager established that a review of Prize Draw deductions was planned for March 2021, to 

re-obtain approval for the Prize Draw deduction. 
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 In six cases the payslip deduction amount matched the agreed deduction amount. In two cases, the payslip and agreed deduction did not match. Both 

cases were Prize Draw deductions for which the amount was uplifted since the employees originally signed the forms. Also consistent with Finding 3 

from the 2019/20 Core Financial Controls audit. 

The Payroll & Benefits Assistant found that whilst up to date Expenses procedures were obtained. They were in the process of being updated at the time of the 

audit. Examination of a sample of 20 expenses and mileage payments made to staff between April and November 2020 found no exceptions. 

All Watch-based overtime is processed into FSR by a Supervisory Manager and noted as a time claim (TOIL) or a pay claim.  All items marked as a pay claim 

are turned out for payment via the running of a monthly pay extract within FSR. The FSR pay process is managed by a series of checks documented on the 

FSR Payroll Process Checklist. The processes are separated for action between the Payroll Team members. All actions are subject to a secondary peer 

review before the data is uploaded into iTrent. 

Examination of a sample of ten On-Call and Overtime payments made to staff between April and November 2020 found: 

 In four cases, an online ESS claim form was completed by the employee on iTrent in line with those employees' process.  

 In four cases, the Supervisory Manager processed an FSR claim on behalf of a Watch-based firefighter.  

 In one case, an on-call event pay sheet was submitted to Payroll by the employee following attendance of a Safe to Ride course.  

 In one case, a request was submitted via email. This was due to a discrepancy with a role, and Terms and Conditions change for the employee. 

Contractual changes were not communicated effectively to all of the relevant managers. This resulted in an overpayment of £127. We confirmed that 

corrective action was taken by the employee’s line manager and Payroll and that the overpayment was recovered over a period of 90 days through 

deductions from the employee’s pay. 

 In all ten cases, the overtime claim was authorised by the employee’s line manager. 

 In seven cases, the overtime amount on the payslip matched the claim approved by the line manager. 

 In all ten cases, the overtime payment was paid in the month of the claim.  

 In eight cases, the overtime claimed for was in line with the employment contract. In one case, it was a temporary input approved by the line manager. 

In one case, the overtime was claimed incorrectly due to a change of role that was incorrectly communicated 

 A walkthrough of FSR data processing as part of the monthly pay run was undertaken with the Payroll and Benefits Manager. The processing files were 

obtained for September and October 2020. FSR processing checklists were also obtained for these two months, confirming that they have been completed 

and that a second officer has checked the inputs. 

Examination of a sample of 10 leavers between April and November 2020 found four instances in which a leaver notification was received after the leave date. 

Three of these were received after the payroll cut off for that month. In one case this led to the creation of an overpayment.   

Discussion with the Payroll and Benefits Manager established that the Leaver process changed during 2019-20. Line managers no longer advised Payroll 

directly of Leavers.  The amended process involves line managers advising HR and HR passing Leaver information on to Payroll. Following iTrent permission 

changes, Payroll can no longer process Leavers if HR does not have the capacity to or in the event of late leavers after the Payroll cut-off.   
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The result of these process changes is that information reaches Payroll last, sometimes after the employee has already left the organisation, reducing Payroll's 

ability to address the risk of overpayments. To mitigate overpayments, Payroll manually adjusts pay within the record whilst it is still live.  This means that 

Payroll is more reliant on manual intervention and affects their timeliness in reporting to HMRC. These process changes were flagged by Payroll as giving rise 

to additional risk. 

 

General Ledger  

Staff are allocated to a ‘role’ on Integra to ensure adequate separation of duties within the financial processes. Staff cannot access transactions that are not 

appropriate for their role, for example, setting up new cost centres or cost codes. 

Examination of a sample of 14 journals raised over the April to December 2020 period found that: 

 In all 14 cases, journals were raised with adequate segregation of duties. 

 All journals were found to agree to back documentation. 

Review of the two Suspense Accounts (one for payroll errors and a general-purpose account) confirmed that they are reviewed monthly as part of the Control 

Account reconciliation process. The difference of £704.13 on the payroll suspense was promptly resolved, prior to be being signed off by the Principal 

Accountant. Requests to amend or add cost centres were confirmed as being carried out in line with a documented process, with a clear audit trail and 

appropriate authorisation.  

 

Grant Income  

We reviewed schedules of expected grant income for 2020/21 provided to the Fire Authority by the authorities and Government departments awarding them. 

We obtained a letter from the Director of Finance of Assets to the Buckinghamshire Council Service Director of Finance agreeing on the total Fire Authority 

precept as £14,901,742.82, including 2019/20 surplus.  

The letter also states that the precept must be paid to the Fire Authority in twelve equal instalments following the schedule agreed. However, review of email 

communication between the two authorities established that the Council provided no schedule. Also, payments were due to be made in line with the MHCLG 

schedule, but these were not. Not having a schedule meant that the Fire Authority had to estimate when they would receive the funding based on the previous 

year’s schedule, reducing the accuracy of cash flow forecasts. 

Expected grants for 2020/21 were Fire Revenue New Dimension, Fire Revenue Fire link, BRRS (Business Rates Relief Reimbursement), RSG (Revenue 

Support Grant), Fire Pensions Grant, Building Risk Review Grant and the agreed 2020/21 Council Tax Precept from both Buckinghamshire Council and Milton 

Keynes Council. 

Examination of a sample of five expected grant payments found the following: 35
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 In four cases, the income expected was received on the expected date. For a BC Council Tax Precept payment, the MHCLG schedule indicated that 

the payment should be received on 17 September 2020. However, the payment was received on 11 September 2020. 

 In four cases, the amount received as shown on the bank statement and Integra agrees with the schedule. In one case, the amount received was 

£204,138 but the grant amount for the quarter (based on a total payment of £816,565.87 for the year) was calculated as being £204,141. Further 

discussion and review of cash flow forecasts for 2020-21, found that this was due to be balanced with a larger payment of £204,142.87 expected in 

Quarter 4. 

 In all five cases, there were no conditions listed in the Grant Determination Letter/agreement that applied to BMKFA. 

 The grant income was allocated to the correct cost centre/GL account on Integra in all five cases. 

Review of Covid Grant Allocations (tranches 1 to 4) confirmed that Fire Authorities' payments were received for the first two tranches. Both payments were 

received in the bank account on the expected date and as per the expected amount. They were also coded correctly in Integra. 

 

Capital  

The Capital Programme for 2019/20 to 2022/23 was approved as part of the MTFP at the Executive Committee meeting on 5 February 2020.  

The Principal Accountant confirmed that there were four capital growth bids submitted for 2021-22 budgets onwards. Three of these bids were submitted for a 

continuation of previous capital bids. Members had provisionally approved these three capital bids as of the audit. However, discussion established that their 

inclusion in the 2021-22 budget depends on the Fire Authority’s funding position in February 2021. 

The remaining bid was a new bid and was presented at second officer challenge on 17 December 2020. It is to be updated and to be presented at the second 

Member challenge in January 2021. 

Assets are valued annually by Bruton Knowles. A copy of the valuation report produced in March 2020 was obtained. Five land and building assets were 

selected from the valuation report and searched for in the asset register. Of these five sites, the up to date valuation was included in the Asset Register in all 

five cases. 

Disposals for 2019/20 totalled £528,063, as per the Asset Register. This included £286,829 of Red Fleet disposals, £134,463 of White Fleet disposals and 

£106,771 of plant and equipment disposals. There was no recorded land or building disposals for 2019/20. Testing of disposals approved for April to 

November 2020 was carried out as part of the Asset Management Systems Audit which was undertaken in quarter three. 

 

 

 

36



 
Buckinghamshire Council – Business Assurance 

BMKFA Core Financial Controls 2020/21 – FINAL Report 
 

- 13 – 

Banking and Reconciliations  

Bank reconciliations are undertaken monthly, and a report is run from Integra which lists any discrepancies. Review of the Control Accounts Reconciliation 

spreadsheet confirmed that the Bank Control Account Reconciliations are reviewed and signed off by the Principal Accountant monthly. 

Access to the bank account via Lloyds Link is restricted to the Director of Finance and Assets, Principal Accountants, and key finance staff members. Levels of 

access differ depending on staff members’ roles, with users requesting a system's role. The Principal Accountant authorises requests. Bank statements are 

produced from Lloyds Link and entries are matched to creditor and debtor transactions on Integra. 

The Finance Officer confirmed that transactions are manually matched as part of the reconciliation process. Bank statements are exported and uploaded into 

Integra and receipts, and payments are lodged weekly. 

We selected a sample of five payments on Lloyds Link bank statements for April, August, June, October, and September 2020. In all five cases, we found that 

the creditor and payment amount matched that listed on Integra. 

Also, we selected a sample of five income transactions recorded on Lloyds Link bank statements. We found that the bank statement was exported and 

uploaded correctly into Integra; receipts were lodged against the appropriate debtor on both the bank statement and Integra; receipts on the bank statement 

match those on Integra; and receipts have posted against the bank control account. 

 

VAT  

The process for completing the VAT return is now fully automated following the implementation of a new process in September 2019, with process notes 

updated to reflect this. Following the start of the 2020/21 tax year, the reconciliation is now completed and authorised within Integra and then fed into the 

HMRC system for submission.  

Three VAT returns were reviewed and were seen to agree to back documentation and authorised, reviewed and submitted by the Principal Accountant. 

 

Treasury Management 

The Treasury Management Strategy for 2020/21 was approved at the Fire Authority meeting on 12 February 2020. The Strategy refers to CIPFA best practice 

and guidance on prudential investments and MHCLG guidance. The minimum acceptable credit quality of counterparties for inclusion on the lending list is 

defined as per CIPFA guidelines for Police and Fire Authorities.  

There are Treasury Management Practices as defined in the CIPFA Treasury Management Code of Practice. These were approved at Overview and Audit 

(O&A) Committee 14 November 2018 and detail the Treasury Management governance within the Fire Authority. Treasury Management reports are produced 
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quarterly and presented to the O&A Committee. For 2020/21 Quarter 2, the report shows that the accrued interest earned for the first half of 2020/21 was 

£111k, which is £36k higher than the budget for the period. 

A report was obtained of deals executed between April and November 2020 from ‘Treasury Live’. It shows all investment deals made, matured investment 

deals and moving in money market funds from 1 April to 20 November 2020. Over this period there were 23 fixed deals, 13 MMF deals and 11 Call deals. A 

sample of five investments was reviewed and found that daily cash flow statements were produced for each day in the sample. We also confirmed that all the 

sample investments had been authorised. They were on the approved counterparty list and within the time limit for investments. 
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Table 2: Detailed Audit Findings and Management Action Plan 

Finding 1: Payroll – Authorisation of CPD payments 
Risk 

Rating 
Agreed Management Actions 

CPD is an allowance requested for payment at the annual appraisal process by the employee and 

immediate Line Manager based on evidence of attention to continuous professional development. 

As with all permanent changes made to payroll, authorisation should be held on file. 

Examination of a sample of 10 permanent changes made to Payroll between April and November 

2020 found that in one case, authorisation from a line manager or Director was not held on file. 

This case involved the addition of CPD payments for an employee following an email from the 

Training, Learning & Development Assistant.  

The Payroll and Benefits Manager established that a review of CPD is ongoing. It was agreed 

through discussion with the Payroll and Benefits Manager that the Line Manager or Budget Holder 

should be copied in on CPD requests received from OD. Any CPD input should be confirmed with 

them at the point of processing. 

If additional recurring payments are actioned on the Payroll system without authorisation from the 

Line Manager or Budget holder, there is a risk that the employee is not entitled to the payment, 

leading to unexpected additional expenditure for the Department in which they work and 

increasing the risk that an overpayment is made to the employee, resulting in a financial loss to 

the Fire Authority. 

 

 

 

 

 

 

 

 

M Action:  

Following the discussion of findings during the 

audit, Station Commanders are now copied in at 

the point of processing for the addition of CPD 

payments. 

Officer responsible:  

Payroll and Benefits Manager 

Date to be implemented by:  

Immediately 
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Finding 2: Payroll – Flow of information from HR to Payroll during Leaver and Change of 

Role processes 

Risk 

Rating 
Agreed Management Actions 

Following a leaver's notification receipt, HR enter leaver data on iTrent, with a Leaver notification 

email then sent to the Payroll mailbox. This process should be completed swiftly and before the 

Payroll cut-off date to ensure that recurring payments to the leaver are promptly removed. 

Examination of a sample of 10 employees who left the Fire Authority’s employment between April 

and November 2020 found that four leaver notifications were received by Payroll after the leave 

date. Three of these were received after the payroll cut off for that month. In one case this led to 

the creation of an overpayment.   

Discussion with the Payroll and Benefits Manager established that the Leaver process changed 

during 2019-20. Line managers no longer advised Payroll directly of Leavers. The amended 

process involves line managers advising HR and HR passing Leaver information on to Payroll. 

Following iTrent permission changes, Payroll can no longer process Leavers if HR does not have 

the capacity to or in the event of late leavers after the Payroll cut-off.  

The result of these process changes is that information reaches Payroll last, sometimes after the 

employee has already left the organisation, reducing Payroll's ability to address the risk of 

overpayments.  To mitigate overpayments, Payroll manually adjusts pay within the record whilst it 

is still live. Payroll is more reliant on manual intervention and affects their timeliness in reporting to 

HMRC.  

Examination of a sample of ten On-Call and Overtime payments made to staff between April and 

November 2020 found one case where a request was submitted via email. This was due to a 

discrepancy with a change in role and a change in Terms and Conditions for the employee.  

Not all of the necessary managers were involved in this process, and contractual changes were 

not communicated effectively. This resulted in an overpayment. Corrective action was taken by 

the employee’s line manager and Payroll. 

If Payroll is not provided with complete and timely information to process Leavers and role 

changes, there is a risk that Leavers and pay implications of role changes are not actioned on 

iTrent before Payroll being run, leading to the creation of an overpayment and financial loss to the 

Fire Authority. 

M Action: 

End to end process mapping will be undertaken 

across HR, Payroll and the Resource 

Management Team in order to identify areas 

where processes can be streamlined, and all 

control weaknesses can be addressed. 

Officer responsible:  

Payroll and Benefits Manager 

Head of Human Resources 

Date to be implemented by:  

December 2021 

Finding 3: Creditors - Timely removal of Finance system access Risk Agreed Management Actions 
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Rating 

When a member of staff leaves the Fire Authority’s employment, or moves to a role that does not 

require access to a purchasing card (P-Card) or access to the Finance system, access to the card 

or system should be removed in a timely manner by Finance as part of the leaver/ transfer 

process.  

A staff member was listed as an active Integra user in November 2020 despite having retired from 

the organisation in June 2020. Although the role was not linked to a cost centre and the former 

employee would have had no physical access to Integra due to the system only being accessible 

via the Fire Authority’s internal servers, it is good practice to update all data sets for staff 

changes, as inactive accounts pose a security risk and are a potential target for hackers. 

From testing we found that one former employee was listed as a P-Card user registered with 

Lloyds bank and was still listed as a user on Integra. It was confirmed that there was no 

continuing access to the card, and it had been deactivated on Integra. Therefore if there was any 

spend on the purchasing card, this would have been flagged as part of the process of uploading 

the purchasing card statement from Lloyds into Integra. 

If P-Card and Integra user access is not removed in a timely manner following the leave date, 

there is a risk that unauthorised spending is incurred and that card fees are paid for unused 

cards, leading to financial loss to the Fire Authority.  

 

 

 

 

 

 

 

L 

 

Action: 

Six monthly finance system maintenance reviews 

will be undertaken, which will include a review of 

system users, their roles and permissions, 

purchasing card users, supplier and customer 

maintenance.  

There were no further purchases using the p-card 

and this has now been deactivated.  

Officer responsible:  

Principal Accountant (Technical) 

Date to be implemented by:  

April 2021 
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Table 3: Detailed Follow-Up of 2019/20 Findings and Management Action Plan 
 

Report Ref No. 1 Title: Creditors – Purchase Orders 

 

Priority of finding: 

L 

Status: 

Partially Implemented 

Original Audit Finding Management Comments & Action Plan 

Purchasing should be carried out in accordance with Financial Instructions and Financial 
Regulations. 

A list of purchase invoices was obtained from a Purchase Ledger Transaction Report. A 
sample of 25 invoices was tested. Audit noted one instance where a retrospective 
Purchase Order for £60,000 had been raised inappropriately. This was for a Professional 
Partner Subscription payment, and as this would have been known about before the 
payment was made, a purchase order should have been raised beforehand. The 
Finance Officer monitors and flags instances of invoices without a purchase order. 
However, there is a small number of recurring retrospective purchase orders which 
should be escalated. 

A reminder will be sent to all suppliers regarding our policy of no 
purchase order, no payment and a training refresh will be carried 
out for all relevant BFRS employees to remind all 
requisitioners/budget holders that a PO needs to be raised prior to 
an order being placed. 

Follow Up Evaluation  Management Comments & Action Plan 

There is a control in place within the Finance system that requires a PO to be in place to 
pay an invoice.  

Examination of a sample of 25 invoices received between April to December 2020 found 
that four POs were raised retrospectively, following receipt of the invoices to which they 
related. 

Reasons include instances where suppliers reference POs that have been fully utilised, 
leading to new POs being raised with the invoice retaining the original date. Also, 
instances where documents need amendment and instances where invoices are sent to 
individuals rather than the dedicated creditors' email.  

If purchase orders are raised retrospectively, there is a risk that inappropriate purchases 
may be made. Financial commitments could be made outside of the Integra system. 

Management will resend an email to all suppliers enforcing the No 
PO No Pay policy, directing suppliers to send all invoices directly to 
creditors@bucksfire.gov.uk. An email update will be provided to all 
Integra users enforcing their responsibilities and the authority’s 
processes. 

Officer responsible:  
Principal Accountant (Technical) 
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Report Ref No. 2 Title: Debtors – Reason for raising Credit Notes 

 

Priority of finding: 

L 

Status: 

Implemented 

Original Audit Finding Management Comments & Action Plan 

Credit notes are raised against the customer account and with the same details included 
on the original invoice. A valid reason should be given for raising the credit note. 

Examination of a sample of five credit notes raised between April 2019 and December 
2019 found that in one case the reason for raising the credit note was not clear. The 
reason was recorded on Integra as ‘credit for invoice’ which did not sufficiently explain 
why a credit note was raised against the invoice payment. Whilst the value of credit 
notes is reviewed by the Principal Accountant as part of the Debt Management Control 
reconciliation, there was no evidence of independent monitoring. 

The Principal Accountant will review the credit note explanations as 
part of the debt management control reconciliations and if these 
are inadequate, the inputter will be notified to update the system 
accordingly. 

Follow Up Evaluation  Management Comments & Action Plan 

A review of a credit notes report found that there were four credit notes raised between 
April and December 2020.  

Examination of a sample of two credit notes found that the reason for raising the credit 
notes was clear and appeared valid in both cases. Discussion established that the 
Principal Accountant would pick up inadequate or unclear reasons for raising a credit 
note as part of the debt management control reconciliations. 

N/A 

Report Ref No. 3 Title: Payroll – Voluntary deductions 

 

Priority of finding: 

L 

Status: 

Partially Implemented 

Original Audit Finding Management Comments & Action Plan 

Employees can opt into voluntary payroll deductions for a range of schemes offered by 
the Fire Authority. The employee should authorise deductions before being actioned on 
the Payroll system. Examination of a sample of 20 employees paid in December 2019 
found the following exceptions: 

 In three cases where a deduction was recorded on the employee’s payslip for the 
Fire Authority’s prize draw, there was no prize draw deduction form held on file. 

 In one case where a charity deduction was recorded on the employee’s payslip, 
there was no charity deduction form held on file. 

Prize Draw Deductions: All employees currently participating in the 
prize drawer will be sent a prize draw deduction form to re-confirm 
their entrance into the prize draw to ensure a record is kept of all 
participants.   

Charity Deductions: From 1st April 2020 we have launched a new 
Tax Free Payroll Giving scheme via an external benefits provider, 
therefore all prior charitable deductions were ceased from 
31.03.2020 with a request to join the new scheme. 43
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Follow Up Evaluation  Management Comments & Action Plan 

Examination of a sample of ten deductions made from Payroll between April 2020 and 
November 2020 found the following exceptions: 

 In two cases, there was no evidence on file that the employee authorised the 
deduction. Both cases were Prize Draw deductions. 

 Of the eight cases where there was a record of the employee’s authorisation held on 
file, the payslip and agreed deduction did not match in two cases. Both cases were 
Prize Draw deductions for which the amount was uplifted since the employees 
originally signed the forms.  

Discussion with the Payroll and Benefits Manager established that a review of Prize 
Draw deductions was planned for March 2021, to re-obtain approval for the Prize Draw 
deduction. 

If authorisation to make a deduction from an employee’s payslip is not retained on file, 
there is a risk that a deduction to pay is made without the employee’s consent. 

A review of Prize Draw deductions is due to be undertaken in 
March 2021 to re-obtain approval for the Prize Draw deduction and 
to relaunch the deduction for the 2021/22 financial year.  

 

Officer responsible:  
Payroll and Benefits Manager 

Date to be implemented by:  

1 April 2021 
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Appendix 1: Definition of Conclusions 

Key for the Overall Conclusion: 

Below are the definitions for the overall conclusion on the system of internal control being maintained.  

Definition Rating Reason 

Substantial 

There is a sound system of internal control designed to 

achieve objectives and minimise risk. 

 

The controls tested are being consistently applied and risks are being 

effectively managed. 

Actions are of an advisory nature in context of the systems, operating controls 

and management of risks. Some medium priority matters may also be 

present. 

Reasonable 

There is a good system of internal control in place 

which should ensure objectives are generally 

achieved, but some issues have been raised which 

may result in a degree of risk exposure beyond that 

which is considered acceptable. 

Generally good systems of internal control are found to be in place but there 

are some areas where controls are not effectively applied and/or not 

sufficiently developed.  

Majority of actions are of medium priority but some high priority actions may 

be present. 

Partial 

The system of internal control designed to achieve 

objectives is inadequate. There are an unacceptable 

number of weaknesses which have been identified and 

the level of non-compliance and / or weaknesses in the 

system of internal control puts the system objectives at 

risk. 

There is an inadequate level of internal control in place and/or controls are 

not being operated effectively and consistently.  

Actions may include high and medium priority matters to be addressed. 

Limited 

Fundamental weaknesses have been identified in the 

system of internal control resulting in the control 

environment being unacceptably weak and this 

exposes the system objectives to an unacceptable 

level of risk. 

The internal control is generally weak/does not exist. Significant non-

compliance with basic controls which leaves the system open to error and/or 

abuse. 

 

Actions will include high priority matters to be actions. Some medium priority 

matters may also be present. 
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Management actions have been agreed to address control weakness identified during the exit meeting and agreement of the draft Internal Audit report.  All 

management actions will be entered onto the Pentana Performance Management System and progress in implementing these actions will be tracked and 

reported to the Strategic Management Board and the Overview & Audit Committee.  

We categorise our management actions according to their level of priority: 

Action Priority Definition 

High (H) Action is considered essential to ensure that the organisation is not exposed to an unacceptable level of risk. 

Medium (M) Action is considered necessary to avoid exposing the organisation to significant risk. 

Low (L) Action is advised to enhance the system of control and avoid any minor risk exposure to the organisation. 
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Appendix 2: Officers Interviewed 
 

The following staff contributed to the outcome of the audit: 

Name: Title: 

Asif Hussain 
Marcus Hussey 
Sharon Elmes 

Deputy Director of Finance and Assets 
Principal Accountant (Technical Accounting) 
Payroll & Benefits Manager 

Raheel Iqbal 
Jessica Bunce 
Laura Taylor 
Ronda Smith 

Finance Officer 
Trainee Accountant 
Principal Accountant (Management Accounting) 
Procurement Manager 

  

 

The Exit Meeting was attended by: 

Name: Title: 

Asif Hussain Deputy Director of Finance and Assets 

Marcus Hussey Principal Accountant 

Sharon Elmes Payroll and Benefits Manager 

 

 

 

The auditors are grateful for the cooperation and assistance provided from all the management and staff who were involved in the audit.  We would like to take 

this opportunity to thank them for their participation. 
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Mark Hemming 
Asif Hussain 
Marcus Hussey  

Director of Finance and Assets 
Deputy Director of Finance and Assets  
Principal Accountant 

  
Final Report as above plus: 

  
Jason Thelwell Chief Fire Officer 
Ernst and Young External Audit 
 

Audit Control: 

Closing Meeting 8 January 2021 

Draft Report 2 February 2021 

Management Responses 11 February 2021 

Final Report XXXX 

Audit File Ref 21-15 
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Disclaimer  

Any matters arising as a result of the audit are only those, which have been identified during the course of the work undertaken and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that could be made. 

It is emphasised that the responsibility for the maintenance of a sound system of management control rests with management and that the work performed by 

Internal Audit Services on the internal control system should not be relied upon to identify all system weaknesses that may exist. However, audit procedures 

are designed so that any material weaknesses in management control have a reasonable chance of discovery.  Effective implementation of management 

actions is important for the maintenance of a reliable management control system. 

 

 

 

 

Contact Persons 

Maggie Gibb, Head of Business Assurance  

Phone: 01296 387327 

Email: maggie.gibb@buckinghamshire.gov.uk 

 

Selina Harlock, Audit Manager 

Phone: 01296 383717 

Email: selina.harlock@buckinghamshire.gov.uk 

 

49

mailto:selina.harlock@buckinghamshire.gov.uk


This page is intentionally left blank



 

 

APPENDIX B      

Business Assurance and Risk Management 

BMKFA GDPR - FINAL (Ref-21/19) 
 

 

Auditors 

Maggie Gibb, Head of Business Assurance (and Chief Internal Auditor) 

Selina Harlock, Audit Manager 

Juan Fosco, Audit Manager 

Nav Sidhu, Senior Auditor 

 

 

51



 
Buckinghamshire Council – Business Assurance 

BMKFA GDPR 2020/21 – FINAL Report 
 

- 2 – 

 

CONTENTS 

Management Summary ...................................................................................................................................................................... 3 

Table 1: Overall Conclusion .............................................................................................................................................................. 4 

Table 2: Detailed Audit Findings ....................................................................................................................................................... 8 

Appendix 1: Definition of Conclusions .......................................................................................................................................... 11 

Appendix 2: Officers Interviewed ................................................................................................................................................... 13 

Appendix 3: Distribution List .......................................................................................................................................................... 14 

 

 

  

52



 
Buckinghamshire Council – Business Assurance 

BMKFA GDPR 2020/21 – FINAL Report 
 

- 3 – 

Management Summary 
 

Introduction 

The audit of the GDPR was undertaken as part of the 2020/21 Internal Audit plan, agreed by the Overview and Audit Committee. The audit was undertaken 

during quarter three of 2020/21. 

The GDPR audit reviewed the Fire Authority’s arrangements for data protection. It is vital to the achievement of the Fire Authority’s strategic objectives to ensure 

that there are robust controls in place to adhere to regulations.  

Audit Objective 

Internal Audit’s objectives for this audit were to provide an evaluation of, and an opinion on, the adequacy and effectiveness of the system of internal controls in 

place to manage and mitigate financial and non-financial risks to the system.  

This serves as a contribution towards the overall opinion on the system of internal control that the Chief Internal Auditor is required to provide annually. It also 

provides assurance to the Section 112 Officer that financial affairs are being properly administered.   

Scope of work 

The audit activity focussed on the following key risk areas identified in the processes relating to GDPR: 

 Compliance  

 Roles and Responsibilities 

 Records of Processing Activities (ROPA) 

 Third-Party Management  

 Retention and Destruction (including Systems and Technology)  

 Management Information and Reporting  
 

The audit considered the controls in place at the time of the audit only.  
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Table 1: Overall Conclusion 
 

Overall conclusion on the system of internal control being maintained  Partial 

 

RISK AREAS AREA CONCLUSION 

No. of High 

Priority 

Management 

Actions 

No. of Medium 

Priority 

Management 

Actions 

No. of Low 

Priority 

Management 

Actions 

Compliance  Reasonable 0 1 1 

Roles and Responsibilities Substantial 0 0 0 

Records of Processing Activities Reasonable 0 1 0 

Third-Party Management Substantial 0 0 0 

Retention and Destruction (including 
Systems and Technology) 

Reasonable 0 1 0 

Management Information and Reporting Partial 1 0 0 

  1 3 1 

Appendix 1 provides a definition of the grading for each of the conclusions given. 
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Compliance 

The Authority has a Data Quality procedure which ‘sets out processes to assure that information risks are being addressed adequately so that all data and 

information that is owned or managed by the Authority is accurate, available to Authority’s people when needed, secured appropriately to prevent unauthorised 

access or alteration, and destroyed when no longer required’. The procedure was approved in January 2018. Discussions with the Information Governance and 

Compliance Manager confirmed the procedure is to be reviewed by the end of the financial year.  

A Record Retention and Disposal/Information Assets Register (IAR) procedure is also in place. Its purpose is to ensure that the Authority holds records following 

legislation and business needs. This procedure was last reviewed and approved by the Head of Service Development in December 2019.  

Other procedures are also in place, such as: 

 Dealing with Requests for Information; and  

 Redacting Sensitive Information.  
 

However, our review identified that the ‘Data Quality’, ‘Dealing with Requests for Information’ and ‘Redacting Sensitive Information’ procedures referred to an 

Integrated Impact Assessment, which is no longer in place. It was also identified that the Redacting Sensitive Information procedure did not refer to when it was 

last reviewed and approved.  

The Authority has a General Data Protection Regulation (GDPR) and a Cyber Security eLearning module implemented in April 2020. It runs at a two-year 

frequency for all staff. The People Systems and Learning Design Manager confirmed that as of December 2020, 103 (24%) staff members had completed both 

modules, and 324 (76%) had not.  

Roles and Responsibilities  

A Senior Information Risk Owner (SIRO) and a Data Protection Officer (DPO) are defined on the Authority’s website. The roles and responsibilities of both are 

clearly defined in the procedures available to staff.  

An Information Management Risk Register is in place which records GDPR risks and the ownership of each risk. Discussions with the DPO (who is the Information 

Governance and Compliance Manager) confirmed that the register is reviewed monthly to update risks identified within.  Review of the Strategic Management 

Board (SMB) and Monitoring Board agendas confirmed that the review of the register is a standing item for both meetings.  

Records of Processing Activities (ROPA) 

Following the ICO’s Accountability Framework guidance, ROPAs must, as a minimum, include: 

 The organisation’s name and contact details, whether it is a controller or a processor (and where applicable, the joint controller, their representative and 
the DPO); 
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 The purposes of the processing; 

 A description of the categories of individuals and personal data; 
 

We confirmed that a central ROPA spreadsheet is in place detailing the various processing activities undertaken. The central ROPA spreadsheet includes 

evidence of purpose, legal basis, and categories of individuals and information, in line with the ICO’s Accountability Framework guidance.  

Departments within the Authority are also responsible for retaining their ROPA spreadsheets. The Safeguarding’s ROPA was reviewed. It was found that it did 

not specify whether it was a controller or a processor or the retention schedules.  

Third-Party Management  

Companies invited to tender are required to complete the Standard Invitation to Tender document, which includes preliminary questions regarding data protection 

and security. Any interested company has to confirm how it complies with GDPR legislation and should list the key actions undertaken to confirm compliance; it 

also has to confirm that data is held within the EU/UK. Additionally, standard wording is included in contract terms and conditions regarding confidentiality, data 

protection and GDPR.  

We selected a sample of four contracts. We confirmed that the Standard Invitation to Tender document was completed in full by the companies. The respective 

contracts in place included the standard confidentiality, data protection and GDPR wording. The contracts reviewed were the following:  

 Corporate Website; 

 Incident Command Training; 

 Fleet Management System; and  

 Learning Management System. 

Also, an e-form is used by the Procurement team to check compliance before approving to proceed with the tender/procurement process. The e-form includes, 

among others, a mandatory field to identify if the supplier/contractor processes personal information. If this is identified, the originator is referred to the DPO to 

seek further advice as to what additional documentation is required before setting up the new supplier/contract, such as a Data Protection Impact Assessment 

(DPIA). From the sample above, we identified that the Fleet Management System and Learning Management System required a DPIA. Testing confirmed that 

a DPIA was completed for both of these contracts.  

Retention and Destruction (Including systems and Technology)  

The Records Retention and Disposal Information Asset Register procedure states that information stewards are responsible for ensuring the timely archiving 

and/or destruction of records. They are also responsible for advising the information owners where it is believed a retention timescale should be amended 

following legislation or business needs.  

The Information Governance and Compliance Manager is responsible for maintaining and reviewing records management processes. The retention schedules 

for departments and stations are defined within the ROPA. For paper documents, which have been archived, an archive master schedule is in place which states 

the retention period. Archive Centre Ltd manages the archived documents.  56
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However, the Authority relies on information stewards to ensure that electronic data is disposed of (according to the retention schedule) and there is no 

mechanism in place to ensure this occurs. 

The Authority’s email system will address each email as it passes inbound or outbound from the servers. The system interrogates the email and attached 

documents looking for personally identifiable information, including but not limited to, EU Nation Identification numbers, Social Security Numbers or bank details. 

Once identified, the system generates an incident report passed to the ICT Service Desk for review and challenge users as to why they are sending the 

information.  

Management Information and Reporting 

The Business Transformation Board (BTB) terms of reference specify that one of the board's terms of reference is to review risks associated with change and 

that meetings are held monthly. We confirmed that meetings were held in June, August and September 2020. Also, quarterly Monitoring Board meetings occur 

where items such as directorate and corporate risks are discussed. Our review of meetings minutes from June to October 2020 confirmed that discussions 

around risks and GDPR took place and are being monitored. 

During the audit fieldwork, the DPO confirmed that there had been no ‘reportable breaches’ at the Authority. The DPO noted that there had been three ‘near 

misses’ at the Authority between April and December 2020. One of which had been reviewed with investigations finalised and the remaining three were ongoing.  

Our review of the investigation finalised found that a staff member had been granted inappropriate access to a certain folder. The access has been flagged 

before any reportable breaches. The report and investigation were documented using email trails.  

After the audit fieldwork, a data breach incident was brought to Internal Audit's attention. The incident was related to an audit report for Staff Members' Equal 

Pay Report published within the Overview and Audit Committee agenda pack for the meeting dated 11 November 2020. Discussions with the Director of Finance 

and Assets confirmed that the report was accessed 20 times before being removed from the public website.  

We confirmed that a documented investigation had been undertaken by the DPO raising 12 recommendations. The investigation raised a recommendation 

requiring HR to identify all employees whose personally identifiable information has been subject to inappropriate access and speak to the relevant Manager, 

who will be responsible for explaining to these employees that information has been released, measures taken, and those being taken to prevent further 

occurrences.  
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Table 2: Detailed Audit Findings and Management Action Plan 

Finding 1:  Data Incidents and Reporting 
Risk 

Rating 
Agreed Management Actions 

Any data breaches/incidents at the Authority should be reported to the DPO and recorded in a data breach 

log along with lessons learned. Awareness should be regularly raised throughout the Authority regarding 

reporting of data breach incidents and lesson learned should be reported on at board meetings.  

During the audit fieldwork, the DPO confirmed that there had been no ‘reportable breaches’ at the 

Authority.  

However, after the audit fieldwork, a data breach incident was brought to Internal Audit's attention. The 

incident was related to an audit report for Staff Members' Equal Pay published within the Overview and 

Audit Committee agenda pack for the meeting dated 11 November 2020. Discussions with the Director of 

Finance and Assets confirmed that the report was accessed 20 times before being removed from the 

public website.  

An investigation was undertaken by the DPO raising 12 recommendations. The investigation required HR 

to identify all employees whose personally identifiable information has been published. Also, relevant 

Managers will be responsible for explaining that information has been released, measures taken, and 

those being taken to prevent further occurrences. 

If there is a lack of awareness of reporting for incidents, there is a risk that incidents are not identified 

and actioned promptly and a risk that reportable breaches are not reported to the ICO which may lead 

to fines. 

H Action: The recommendations of the 

DPO are currently being considered and 

further investigatory work is being 

undertaken.  Actions will be determined 

once this work is complete. 

Officer responsible:  Director of 

Finance and Assets 

Date to be implemented by:  

June 2021 

Finding 2:  E-learning modules 
Risk 

Rating 
Agreed Management Actions 

E-learning modules are on an annual basis with rotation between the e-learning modules of GDPR and 

Cyber Security. 

The Authority has a General Data Protection Regulation (GDPR) and a Cyber Security eLearning module 

implemented in April 2020. It runs at a two-year frequency for all staff. The People Systems and Learning 

Design Manager confirmed that as of December 2020, 103 (24%) staff members had completed both 

modules, and 324 (76%) had not.  

M Action: Follow up with line managers of 

staff who are required to complete the 

training but have not done so within the 

specified time periods to ensure 

outstanding learning is completed. 

Officer responsible:  Information 
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If an excessive period is granted to staff to complete training, there is a risk of an inconsistent approach 

to GDPR within the Authority, leading to breaches in legislation. 

Governance and Compliance Manager 

Date to be implemented by:  

June 2021 

Finding 3:  Records of Processing Activities (ROPAs) 
Risk 

Rating 
Agreed Management Actions 

ROPAs across all departments and stations are held in a digital catalogue accessible to the Information 

Governance and Compliance Manager; the catalogue should be linked to all individual ROPA’s held within 

the Authority. The catalogue is used to complete compliance checks on ROPAs held across the Authority 

to ensure it meets ICO requirements.  

Departments within the Authority are also responsible for retaining their ROPA spreadsheets. However, 

the Safeguarding ROPA does not include all requirements stated by the ICO. This document did not 

specify whether it was a controller or a processor nor the retention schedules.  

If a centralised ROPA is held along with individual departmental ROPAs, the centralised ROPA is not kept 

up to date as the individual departmental ROPA’s. If there is a lack of compliance checks, the risk of 

ROPAs not being kept up to date furthers. 

M Action: Agreed. ROPAs to be reviewed. 

Officer responsible:  Information 

Governance and Compliance Manager 

Date to be implemented by:  

September 2021 

 

Finding 4:  Retention and Destruction 
Risk 

Rating 
Agreed Management Actions 

The Records Retention and Disposal Information Asset Register procedure states that information 

stewards are responsible for ensuring the timely archiving and/or destruction of records and advising the 

Information Owners where it is believed a retention timescale should be amended following legislation or 

business needs.  

The Information Governance and Compliance Manager is responsible for maintaining and reviewing 

records management processes. The retention schedules for departments and stations are defined within 

the ROPA. 

The Authority relies on stewards to ensure that electronic data is disposed of per the retention schedule. 

However, there is no mechanism in place to ensure this takes place.  

If no adequate processes are in place to ensure lawful retention schedules and/or destruction of electronic 

records, there is a risk of accidental and/or unlawful alteration, destruction, or authorised personal data 

disclosure. 

M Action: Agreed.  A mechanism to review 

data disposals inline with the retention 

schedules will be formalised and 

monitored. 

Officer responsible:  Information 

Governance and Compliance Manager 

Date to be implemented by: 

December 2021  
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Finding 5:  Procedures 
Risk 

Rating 
Agreed Management Actions 

Policies and procedure should be reviewed regularly with revisions and approval dates recorded within 

each document.  

Review of procedures identified that the Data Quality procedure, Dealing with Requests for Information 

procedure and Redacting Sensitive Information Procedure referred to an Integrated Impact Assessment, 

which is no longer in place at the Authority.  

It was also identified that the Redacting Sensitive Information Procedure did not refer to when it was last 

reviewed and approved. 

Where policies and procedures are not reviewed regularly, there is a risk that staff guidance is not fit for 

purpose, which may lead to breaches in legislation. 

L Action:  Agreed. Procedures will be 

reviewed and updated where necessary 

and review and approval dates updated.  

Officer responsible:  Information 

Governance and Compliance Manager 

Date to be implemented by:   

March 2022 
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Appendix 1: Definition of Conclusions 

Key for the Overall Conclusion: 

Below are the definitions for the overall conclusion on the system of internal control being maintained.  

Definition Rating Reason 

Substantial 

There is a sound system of internal control designed to 

achieve objectives and minimise risk. 

 

The controls tested are being consistently applied and risks are being 

effectively managed. 

Actions are of an advisory nature in context of the systems, operating controls 

and management of risks. Some medium priority matters may also be present. 

Reasonable 

There is a good system of internal control in place which 

should ensure objectives are generally achieved, but 

some issues have been raised which may result in a 

degree of risk exposure beyond that which is considered 

acceptable. 

Generally good systems of internal control are found to be in place but there 

are some areas where controls are not effectively applied and/or not 

sufficiently developed.  

Majority of actions are of medium priority, but some high priority actions may 

be present. 

Partial 

The system of internal control designed to achieve 

objectives is inadequate. There are an unacceptable 

number of weaknesses which have been identified and 

the level of non-compliance and / or weaknesses in the 

system of internal control puts the system objectives at 

risk. 

There is an inadequate level of internal control in place and/or controls are not 

being operated effectively and consistently.  

Actions may include high and medium priority matters to be addressed. 

Limited 

Fundamental weaknesses have been identified in the 

system of internal control resulting in the control 

environment being unacceptably weak and this exposes 

the system objectives to an unacceptable level of risk. 

The internal control is generally weak/does not exist. Significant non-

compliance with basic controls which leaves the system open to error and/or 

abuse. 

Actions will include high priority matters to be actions. Some medium priority 

matters may also be present. 
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Management actions have been agreed to address control weakness identified during the exit meeting and agreement of the draft Internal Audit report.  All 

management actions will be entered onto the Pentana Performance Management System and progress in implementing these actions will be tracked and 

reported to the Strategic Management Board and the Overview & Audit Committee.  

We categorise our management actions according to their level of priority: 

Action Priority Definition 

High (H) Action is considered essential to ensure that the organisation is not exposed to an unacceptable level of risk. 

Medium (M) Action is considered necessary to avoid exposing the organisation to significant risk. 

Low (L) Action is advised to enhance the system of control and avoid any minor risk exposure to the organisation. 
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Appendix 2: Officers Interviewed 
 

The following staff contributed to the outcome of the audit: 

Name: Title: 

Gerry Berry Information Governance and compliance manager 

Dave Thexton ICT Manager 

Joanne Cook Community Safety and Safeguarding Manager 

Anne Stunnell Head of Human Resources 

Ronda Smith Procurement Manager  

 

The Exit Meeting was attended by: 

Name: Title: 
Gerry Berry  Information Governance and compliance manager  
Dave Thexton ICT Manager  
Joanne Cook Community Safety and Safeguarding Manager 
Anne Stunnell Head of Human Resources  
  

  

  

  

  

The auditors are grateful for the cooperation and assistance provided from all the management and staff who were involved in the audit.  We would like to take 

this opportunity to thank them for their participation. 
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Appendix 3: Distribution List 
 

Draft Report: 

  

Gerry Berry  Information Governance and compliance manager  
Dave Thexton ICT Manager  
Joanne Cook Community Safety and Safeguarding Manager 
Anne Stunnell Head of Human Resources  
Mark Hemming Director of Finance and Assets  

 

Final Report as above plus: 

  
Jason Thelwell Chief Fire Officer 
Ernst and Young External Audit 

 

Audit Control: 

Closing Meeting 16 December 2020 

Draft Report 2 February 2021 

Management Responses 23 February 2021 

Final Report 24 February 2021 

Audit File Ref 21-19 
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Disclaimer  

Any matters arising as a result of the audit are only those, which have been identified during the course of the work undertaken and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that could be made. 

It is emphasised that the responsibility for the maintenance of a sound system of management control rests with management and that the work performed by 

Internal Audit Services on the internal control system should not be relied upon to identify all system weaknesses that may exist. However, audit procedures are 

designed so that any material weaknesses in management control have a reasonable chance of discovery.  Effective implementation of management actions is 

important for the maintenance of a reliable management control system. 

 

 

 

 

Contact Persons 

Maggie Gibb, Head of Business Assurance  

Phone: 01296 387327 

Email: maggie.gibb@buckinghamshire.gov.uk 

 

Selina Harlock, Audit Manager 

Phone: 01296 383717 

Email: selina.harlock@buckinghamshire.gov.uk 

 

65

mailto:selina.harlock@buckinghamshire.gov.uk


This page is intentionally left blank



 

 

APPENDIX C      

Business Assurance and Risk Management 

Asset Management System Audit Report - FINAL (Ref-21/10) 
 

 

Auditors 

Maggie Gibb, Head of Business Assurance (and Chief Internal Auditor) 

Selina Harlock, Audit Manager 

Juan Fosco, Audit Manager 

Alex Prestridge, Senior Auditor 

 

 

67



 
Buckinghamshire Council – Business Assurance 

BMKFA Asset Management System 2020/21 – FINAL Report 
 

- 2 – 

  

CONTENTS 

Management Summary ...................................................................................................................................................................... 3 

Table 1: Overall Conclusion .............................................................................................................................................................. 4 

Table 2: Detailed Audit Findings ..................................................................................................................................................... 12 

Appendix 1: Definition of Conclusions .......................................................................................................................................... 19 

Appendix 2: Officers Interviewed ................................................................................................................................................... 21 

Appendix 3: Distribution List .......................................................................................................................................................... 22 

 

 

  

68



 
Buckinghamshire Council – Business Assurance 

BMKFA Asset Management System 2020/21 – FINAL Report 
 

- 3 – 

Management Summary 
 

Introduction 

The Asset Management System audit was undertaken as part of the 2020/21 Internal Audit plan, agreed by the Overview and Audit Committee. The audit was 

undertaken during quarter three of 2020/21. 

The Asset Management System audit reviewed the Fire Authority's arrangements for the purchase, custody and issue of assets, covering operational 

equipment and property assets. It is vital to the achievement of the Fire Authority's strategic objectives to ensure that there are robust controls in place, 

preventing the loss or misuse of assets. It is also essential to ensure that the necessary stock and equipment is held. 

Audit Objective 

Internal Audit's objectives for this audit were to provide an evaluation of, and an opinion on, the adequacy and effectiveness of the system of internal controls 

in place to manage and mitigate financial and non-financial risks to the system.  

This serves as a contribution towards the overall opinion on the system of internal control that the Chief Internal Auditor is required to provide annually. It also 

provides assurance to the Section 112 Officer that financial affairs are being properly administered.   

Scope of work 

The audit activity focussed on the following key risk areas identified in the processes relating to the Asset Management System: 

 Asset Management Governance 

 System Transactions and Records 

 Asset Management Planning, Policies and Procedures 

 Management Information 

 Recording of Assets 

 Asset Base Verification and Reconciliation to Finance System 

 Additions 

 Disposals 
 

The audit also followed up on the findings of the 2018/19 Stores audit. 

The audit considered the controls in place at the time of the audit only. Where appropriate, testing was undertaken using samples of transactions since the 

beginning of the current financial year. 
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Table 1: Overall Conclusion 
 

Overall conclusion on the system of internal control being maintained  Partial 

 

RISK AREAS AREA CONCLUSION 

No. of High 

Priority 

Management 

Actions 

No. of Medium 

Priority 

Management 

Actions 

No. of Low 

Priority 

Management 

Actions 

Asset Management Governance Substantial 0 0 0 

System Transactions and Records Partial 2 3 0 

Asset Management Planning, Policies 

and Procedures 
Partial 1 0 0 

Management Information Reasonable 0 1 0 

Recording of Assets Limited 3 0 0 

Asset Base Verification and 

Reconciliation to Finance System 
Substantial 0 0 0 

Additions Substantial 0 0 0 

Disposals Substantial 0 0 0 

  6 4 0 

Appendix 1 provides a definition of the grading for each of the conclusions given. 
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Asset Management Governance 

The Financial Regulations were last updated in September 2019 and outline the Executive Committee's role in the Asset Management System's governance. 

The Financial Regulations include the Terms of Reference of the Executive Committee. Its objectives relating to the role in overseeing the Asset Management 

System are: 

 To consider and determine the annual programme for the replacement of vehicles and other major capital schemes 

 Consider and advise the Authority on the financial effects of significant development strategies, plans, major acquisitions, contracts etc. 

 To oversee the use of land and property and other significant resources (e.g. information technology, vehicles and communications equipment) 

 

The Financial Regulations also state that: "Directors and second-tier managers should ensure records and assets are properly maintained and securely held in 

a method approved by the Chief Finance Officer. They should also ensure that contingency plans for the security of assets and continuity of service in the 

event of disaster or system failure are in place."  

The Contract Standing Orders document provides more specific requirements relating to the acquisition and disposal of property and non-property assets. 

The Asset Management System's governance was operating in line with the Financial Regulations, Contract Standing Orders and the Fire Authority's Scheme 

of Delegation. 

There is a contract with Redkite for the provision of the Asset Management System. The contract outlines, among others, Redkite's responsibility for hosting 

the system on secure servers, obligations regarding system security, recovering corrupt files and software upgrades. This contract was signed in April 2019 

and is valid until March 2022. We also confirmed that the contract was signed and dated by appropriate representatives of BMKFA and Redkite Systems. A 

tender process was not carried out as the contract's value is £9,000 per year, under the £10,000 threshold at which a tender process must be completed. 

System Transactions and Records  

Members of the Asset Management Team and Property Team can add or remove assets on the system. Only the Asset Management Systems Officer and two 

other Asset Management Team members can create a new user on the system. When adding a new user, the HR department informs the Stores mailbox that 

user access is required. 

Reports of users can be run from RedKite based on individual access levels. An Access Level Report was obtained for users with access level 'Equipment 

change location access'. Compared to a list of all BMKFA staff, all users on the list were found to have roles that require them to move equipment between 

locations. 

The Asset Management Technician established that Leaver emails are automatically sent by iTrent (the Payroll system) when a Leaver is actioned. Emails are 

sent to the Stores mailbox, including a checklist of actions to be completed before the employee's leave date. However, our review of the email sent out found 

that removing leavers from the Redkite system is not included on the checklist. 
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A report of employees who left the Fire Authority's employment between April and November 2020 was obtained from the Payroll and Benefits Manager. From 

a sample of five leavers, the following was found: 

 All five users were granted appropriate access levels for their job role. 

 In one case, the leaver was no longer listed as a user on Redkite. In the remaining four cases, the leavers were still listed as users in Redkite, with all 

four having Requisition access. 

 In one case, the leaver did not appear on a system report of users with 'Equipment change location access'. In the remaining four cases, the leavers 

were listed on this report, meaning they have access to move an asset's location on Redkite. 

 
Redkite is not anchored to the Fire Authority's IP address. This means it can be accessed from a personal computer and accessed by leavers listed as active 

users who no longer have physical access to the Authority's buildings and computers. 

Review of the Redkite website and contract found that sufficient provisions were made for system back-ups as part of the 'Free Hosting' service, with systems 

and data backed up incrementally every day with a full back-up carried out every Tuesday. The data is retained at two secure sites. Provisions for system 

recovery are made within the RedKite contract. However, the contract does not include an agreed time frame or KPI for the system to be reinstated in the 

event of system failure. 

Through discussion with the Asset Management Technician and a walkthrough of the handheld scanner process with fire crews, it was noted that a security 

alert appears every time the scanner is switched on. The warning states that the security certificate has expired or is not valid. Further discussions noted that 

Microsoft no longer supports the version of the operating system on the scanners. This presents a vulnerability to external attacks wishing to access the 

system's data. 

Discussion with the Asset Management Team established that, at the time of the audit, the Asset and Equipment Manager had been out of the business for 

three months. Therefore, the Asset Management Technician picked up the majority of responsibilities regarding the Asset Management System. Also, 

telephone calls still had to be made to the absent Manager in certain situations. The Technician stated that he was still learning what she used to do. Many of 

the processes, other than the core Redkite processes, were found not to be documented. The Manager appeared to be the only staff member trained in 

carrying out many of these tasks demonstrating a resilience issue in the team. 

A business continuity control was recently implemented which consists of a logbook to manually record breathing apparatus (BA) cylinders and their location. 

This was following an incident in which there was a contaminated cylinder containing oil and moisture due to a faulty air compressor. This issue was picked up 

as the result of a spot check but had it not been detected, it could present a risk to a fire-fighter's life. A lessons-learnt document was produced by BMKFA and 

shared nationally with other Fire Authorities.  
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Asset Management Planning, Policies and Procedures  

The Capital Strategy, Property Strategy and Fleet Strategy were obtained from the Director of Finance & Assets. All three strategies were approved by the 

Executive Committee, with the Capital Strategy being approved during the audit by the Executive Committee on 18 November 2020. The three strategies 

include five-year plans covering all assets of significant value. 

User guides produced by Redkite are available on the Redkite application. This includes separate user guides for Stores, the Equipment Management System 

(dated February 2020) and the handheld scanners used as part of the Equipment Management System (dated May 2015). We established that these guides 

are updated in line with system updates, and all are up to date with regards to current processes.  

The Asset Management User Guidance Note dated March 2019 was obtained from the Asset Management and Equipment Manager. It includes a version 

number and the date approved but does not provide a date for subsequent review, however the guidance was found to be up to date. This addresses the 

finding from the 2018/19 Stores audit regarding the update of policies and procedures. 

Training was also available for Redkite users when it was first rolled out in 2014. Slides for the training are available on the system. However, discussion 

established that no formal training is provided to new users and instead receive 'cascade training' (on the job training). 

While the user guidance obtained was deemed adequate covering user processes with sufficient detail and clarity, there were processes not documented, 

including tasks carried out by the Asset Management and Equipment Manager, Asset Management Technician, and the Stores/Mezzanine that feed into 

RedKite.  

Through discussions with staff, it was apparent that there was little awareness between team members and the Station Commander Research & Development 

of what other team members do. Especially of the processes carried out in the Mezzanine regarding storing, identifying, recording and distributing equipment.  

Management Information  

The Property Manager and Facilities Manager established that KPIs are in place regarding response times for rectifying property defects. Defects are split into 

three categories: Red (the most urgent - critical to operations), Amber, and Green. These performance indicators are measured and recorded in RedKite. 

Discussion with the Property and Facilities Manager established that site visits had been reduced to a minimum as a result of measures to control the spread 

of Covid-19. Contractors had been sent out only in the case of Red defects and for some Amber defects. 

Discussion with the Asset Management Team and review of RedKite found that the annual independent stock check was due to be carried out in March 2020. 

As a result of Covid, this was cancelled, and no new date was set. The most recent independent stock check recorded in RedKite was completed on 1 April 

2019. 

Recording of Assets  

Assets are tested and inspected periodically in line with a pre-determined schedule to identify any faults or defects and to confirm that the asset is present. 

Discussion with the Station Commander established that the frequency of tests is dependent on the asset. Details of the test and frequency are provided by 
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the manufacturer and/or set nationally (usually in the Fire Service Manual). Test schedules and instructions are loaded into Redkite by the Asset Management 

and Equipment Manager. Regular inventory checks are also carried out by Fire Crews and the Asset Management team. These can be either ad-hoc or as per 

a schedule loaded onto Redkite.   

On 12 November 2020, we visited Beaconsfield Fire Station to conduct walkthroughs of the Duty Watch equipment testing processes. During the visit, there 

was a discrepancy between the number of tests due (as seen on the report generated by the Station Commander) and those listed for crew users. For 

example, 87 due tests were listed for the Station Commander for appliance 51P1, but only three listed on the same report as viewed by a crew user account. 

Review of the report run from Redkite found that 286 of the 288 tests listed had passed the due date as of 12 November 2020. One due date recorded as 13 

February 2014 and 118 listed as having due dates 2019 or earlier.  

A similarly high number of overdue tests were noted for Aylesbury Fire Station as of 3 November with all 179 tests outstanding. Through discussion with the 

Station Commander, we were unable to establish whether these tests had been carried out or whether this was a system issue or data quality issue. 

A sample of 20 assets listed on Redkite was examined to confirm whether equipment tests and inventory checks were carried out promptly and accurately 

recorded on Redkite. The period covered was from November 2019 to November 2020. Of the 20 assets tested: 

 In nine cases, assets were tested in line with the frequency required by tests loaded onto Redkite. In 11 cases, they were not. 

 In 16 cases, the most recent test listed on Redkite was promptly carried out considering the previous test date. In four cases, the most recent test was 

not carried out within a timely manner of the last test. 

 In one case, no inventory checks or tests had been carried out since March 2018. In two other cases, an inventory was carried out promptly. However, 

no tests were carried out on the equipment since 2018 or earlier. In one of these cases, the most recent test was listed as being carried out in October 

2014. 

 One asset was not found during an inventory check.  

A sample of 25 items was selected from the report of current assets generated from Redkite to check whether the assets could be found in the Stores and 

Workshops area. Of the 25 assets: 

 Nine assets were found in the location listed on Redkite. In 16 cases, the asset could not be found. In one of these 16 cases, the asset had no barcode 

number or serial number. Therefore, this asset may have been present in the Stores area, but there was no unique identifier in Redkite that could be 

matched to the asset in Stores. 

 In all nine cases where the asset was found, it was marked with a barcode label or sticker or engraved with the barcode number. 

A further sample of 25 items was selected at random from the Stores area to check whether the assets could be identified on the Asset Management System. 

Of the 25 chosen assets: 

 In 18 cases, the asset had a label or tag with the barcode number. Seven did not. Three assets had a serial number of the seven that were not marked 

with a barcode label or tag. However, the serial number was not found recorded in Redkite. 
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 In the 18 cases where the asset had a barcode label or sticker or was engraved with the asset number, nine were found on Redkite. The remaining 

nine assets could not be identified on Redkite. 

 For the nine assets identified on Redkite, eight had their location correctly recorded on Redkite. However, the remaining asset was found in Stores but 

was listed on the system as being in Stokenchurch. 

Further testing was carried out during a site visit to Beaconsfield Fire Station to determine whether the issues raised above were limited to Stores. A sample of 

ten assets was selected from Redkite. Of the ten assets selected: 

 Eight assets were found at the Fire Station, and two were not found. One of the assets not located was a battery for a handheld radio. Discussion with 

the Station Commander and Beaconsfield fire crew established that these are always listed as auxiliary equipment linked to the station and are not 

scanned when moved to an appliance or someone takes it with them. However, during the audit visit, the fire crews searched the station appliances 

(vehicles) for the asset, and it could not be found. 

 Of the eight assets found, seven were marked with a barcode label tag or number. One asset was not marked or labelled. 

A further sample of 10 items was selected from around the Fire Station to check whether the assets could be identified on the Asset Management System. Of 

the 10 assets selected: 

 All ten assets were marked with a barcode label or tag. 

 All ten assets were identified on Redkite as being in the location where they were found. 

Stock checks are periodically carried out by both the Asset Management Team and independently. Results should be recorded on Redkite. However, no stock 

checks were recorded on RedKite for 2020/21 as of November 2020. At the time of the audit, a stock check of radios was being undertaken by the Asset 

Management Team and recorded manually. However, no record of this stock check could be found on Redkite. 

Asset Base Verification and Reconciliation to Finance System  

The 2018/19 Stores audit found no assurance that the values maintained on Redkite were the same as those maintained on the General Ledger. A 

recommendation was raised suggesting that the Asset Management System is interfaced to the General Ledger if possible. 

The Trainee Accountant and Principal Accountant established that Redkite could not be interfaced into Integra. All interaction between the two systems has to 

involve manual processes.  

To address this issue, an 'Operational equipment Redkite' cost element was set up on Integra by Finance, along with a query used to run reports of purchase 

orders raised against this code. A Purchase Order report was also created in Redkite for orders with a PO number. This is run monthly by the Principal 

Accountant (Management Accounting). 

We confirmed that monthly reconciliations are completed by the Trainee Accountant as part of the monthly data upload process and sent to the Principal 

Accountant (Technical Accounting) for him to check and sign off. This process was deemed to be sufficient. 

Additions  
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A walkthrough of the purchasing and goods receipting process confirmed appropriate segregation of duties when purchasing new stock. The Asset 

Management and Equipment Manager usually requisition orders. Testing of the ordering process for the Fire Authority as a whole will be completed in detail in 

the Core Financial Controls audit. 

We established that an Asset Valuation is undertaken by Bruton Knowles annually. The most recent report, dated 31 March 2020, was obtained and we 

confirmed that the previous valuation was completed on 1 April 2019. A full asset register with asset values, including operational equipment, is maintained by 

the Director of Finance and Assets. 

Disposals 

In October 2020, 154 operational assets were approved for disposal, consisting of 54 capital assets and 100 assets listed as stock items. These assets were 

identified by the Station Commander Research & Development and Asset Management Team as being surplus to requirements, with potential buyers for the 

equipment. This request was subject to adequate check and challenge from Finance, including reviewing these items against the asset register. Asset disposal 

forms were completed by the requestor and approved by the Director of Finance and Assets in each case. Our testing covered the entire population submitted 

in the current financial year and found that the appropriate authorisations were received in each case. Land and Buildings considered for disposal are subject 

to additional review by Fire Authority members.  
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Table 2: Detailed Audit Findings and Management Action Plan 

Finding 1: System Transactions and Records – Leaver access not removed 
Risk 

Rating 
Agreed Management Actions 

When an employee leaves the Fire Authority's employment, the Asset Management team is notified by way 

of a Leaver email sent out by HR. The employee's access permissions to all BMKFA systems, including 

Redkite, should be removed as part of this process. 

A sample of five former employees who left between April and November 2020 was examined. Of these five 

leavers: 

 Four were listed as current users in RedKite, with all four having Requisition access. 

 Four leavers were listed on a Redkite system report of users with 'Equipment change location 
access', meaning they have access to move an asset's location on Redkite. 

Redkite is not anchored to the Fire Authority's IP address. This means it can be accessed from a personal 

computer and accessed by leavers listed as active users who no longer have physical access to the Fire 

Authority's buildings and computers. 

Discussion with the Asset Management Team and review of Leaver emails also found that removing leavers 

from the Redkite system is not included on the Leaver checklist listed within the email. 

If a leaver's access permissions are not removed promptly, there is a risk of unauthorised access to the 

system, leading to data breaches, manipulating system data and increasing the risk of theft of assets. 

 

 

 

 

 

 

 

 

H Action: 

Changes will be made to Leaver 

notification information to include 

removal of Red Kite access. 

An exercise will be undertaken to 

assess whether there was any activity 

for users identified as not having been 

removed after they left. 

Officer responsible:  

Station Commander Research & 

Development 

Date to be implemented by:  

Immediately 
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Finding 2: System Transactions and Records – Resilience in the Asset Management Team 
Risk 

Rating 
Agreed Management Actions 

There should be a sufficient provisions and service resilience within the team to ensure business continuity 

should a risk event occur.  

The Asset Management Team established that the Asset and Equipment Manager had been absent for 

three months. As a result, the Asset Management Technician had picked up the majority of her 

responsibilities regarding the Asset Management System. 

Also, telephone calls still had to be made to the absent Manager in certain situations. The Technician stated 

that he was still learning what she used to do. Many of the processes, other than the Redkite user 

processes, were found not to be documented. The Manager appeared to be the only staff member trained in 

carrying out many of these tasks. This demonstrates a resilience issue in the team.  

If adequate measures are not in place to build resilience and mitigate single points of failure within the team, 

there is a risk that in the event of a prolonged team absence or a team member leaving the Fire Authority, 

the Asset Management Team cannot continue business as usual operations. 

H Action: 

There are user guides available on the 

Red Kite software programme and a 

Red Kite Asset Management user guide 

on the intranet. These are accessible to 

all staff. The Asset Management 

Technician has been made aware of 

these documents. Access rights have 

been checked to ensure the suitable 

persons have access and can 

download Red Kite user guides from 

the login screen. 

Documentation to be reviewed for any 

gaps and process notes to be updated 

where required. 

Officer responsible:  

Asset Management and Equipment 

Manager 

Asset Management Technician 

Date to be implemented by:  

July 2021 

 

 

 

 

 

 

 

 78



 
Buckinghamshire Council – Business Assurance 

BMKFA Asset Management System 2020/21 – FINAL Report 
 

- 13 – 

Finding 3:  Asset Management Planning, Policies and Procedures – Processes not documented 
Risk 

Rating 
Agreed Management Actions 

Up to date asset management procedures should be in place. The procedures should be compliant with 

Financial Regulations and Financial Instructions and help deliver the asset management plan.  

Many processes were found not to be documented. This included tasks carried out by the Asset 

Management and Equipment Manager, Asset Management Technician and in the Stores/Mezzanine area 

that feed into RedKite.  

It was apparent that there was little awareness between team members and by the Station Commander 

Research & Development, of what other team members do. Especially of the tasks carried out in the 

Mezzanine, which are mostly manual and completed outside of Redkite.  

The team would benefit from mapping the process end to end to better understand their processes and 

where improvements can be made and help build resilience.  

If processes are not sufficiently documented there is a risk that staff are unaware of their roles and 

responsibilities. This could lead to inefficient and inconsistent use of the Asset Management System and 

reducing the reliability of the data it holds. 

H Action: 

We have ensured that all staff have 

access to the relevant user manuals.  

We will review the roles and 

responsibilities of the Asset Team and 

ensure that Manager, deputy and SC 

R&D are aware of work practices and 

procedures of the whole team.  Create 

a series of flowcharts showing workflow 

that could be picked up by "new" staff in 

the event of staff leaving/prolonged 

sickness or secondment out of current 

position. 

This will be supported by the end-to-

end process mapping within the Internal 

Audit Plan for 2021-22. 

Officer responsible:  

Station Commander Research & 

Development 

Asset Management and Equipment 

Manager 

Date to be implemented by:  

September 2021 
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Finding 4:  Recording of Assets – Inaccurate record of tests due 
Risk 

Rating 
Agreed Management Actions 

Fire crews, workshop staff, and contractors must undertake regular stock checks and tests of equipment at 

fire stations and on appliances (vehicles). Due tests are listed on handheld devices used to scan asset 

barcodes and record test completion and results on Redkite. Users and management can also view a list of 

tests due on a computer. 

During a visit to Beaconsfield Fire Station, it was noted that there was a discrepancy between the number of 

tests due as seen on the report generated by the Station Commander and those listed for crew users. For 

example, 87 due tests were listed for the Station Commander for appliance 51P1, but only three listed on 

the same report viewed by a crew user account.  

Further discussion with the Station Commander and Asset and Equipment Manager established that the 

due tests identified are not carried out by fire crews, but by outside contractors and workshops staff and are 

therefore not visible to operational crews. This indicates that contractor and workshop tests are not always 

recorded on Redkite.  

If an accurate list of tests due to be undertaken cannot be viewed by management on Redkite, there is a 

risk that due tests are not completed, increasing the risk that equipment is obsolete or unsafe. 

H Action: 

Review of the testing frequency of 

equipment listed on Red Kite. 

Ensure workshops staff are testing, 

recording, and accessing the required 

testing information.   

Set a regular review of outstanding 

tests for all equipment and who would 

carry out the test and who would have 

access to view these records. This will 

be supported by the end-to-end 

process mapping within the Internal 

Audit Plan for 2021-22. 

Officer responsible:  

Station Commander Research & 

Development 

Date to be implemented by:  

September 2021 
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Finding 5:  Recording of Assets – Overdue tests 
Risk 

Rating 
Agreed Management Actions 

Fire crews must undertake regular stock checks and tests of equipment at fire stations and on appliances 

(vehicles). The frequency of these tests and inventory checks depends on the individual asset's testing 

schedule, usually dictated by the PIT number assigned to the asset. Results of tests and inventory checks 

should be recorded on Redkite by crews using either a handheld scanner or computer. 

Review of the report of tests due at Beaconsfield Fire Station run from Redkite found that 286 of the 288 

tests listed had passed the due date as of 12 November, with one due date listed as being 13 February 

2014 and 118 listed as having due dates of 2019 or earlier.  

A similarly high number of overdue tests were noted for Aylesbury Fire Station as of 3 November 2020. All 

179 tests were overdue when viewed against the listed due date. Through discussion with the Station 

Commander, we were unable to establish whether these tests had been carried out or whether this was a 

system issue or data quality issue. 

A sample of 20 assets listed on Redkite was examined to confirm whether equipment tests and inventory 

checks were carried out promptly and accurately recorded on Redkite. The period covered was from 

November 2019 to November 2020. Of the 20 assets tested: 

 In 11 cases, assets were not tested in line with the frequency required by tests loaded onto Redkite. 

 In four cases, the most recent test was not carried out within a timely manner of the previous test. 

 In one case, no inventory checks or tests had been carried out since March 2018. In two other 
cases, an inventory was carried out promptly. However, no tests were carried out on the equipment 
since 2018 or earlier. In one of these cases, the most recent test was listed as being carried out in 
October 2014. 

 One asset was not found during an inventory check.  
 

If tests are not carried out periodically and promptly in line with the testing schedule loaded into Redkite for 

the asset, there is a risk that defective or missing equipment is not detected, increasing the risk that 

equipment is obsolete or unsafe or that stock levels are not sufficient. 

 

 

 

H Action: 

Review of testing frequencies and 

recording of all equipment on Red Kite. 

Additional training for the operational 

crew in the recording of tests. 

Officer responsible:  

Station Commander Research & 

Development 

Date to be implemented by:  

July 2021 
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Finding 6:  Recording of Assets – Inaccurate records of stock 
Risk 

Rating 
Agreed Management Actions 

Stock records should enable identification of assets owned and determine those in use or not in use. The 

location of the asset should also be recorded accurately on the asset management system. 

A sample of 25 items was selected from the report of current assets generated from Redkite to check 

whether the assets could be found in the Stores and Workshops area. Of the 25 assets: 

 Sixteen assets could not be found. In one of these 16 cases, the asset had a system-assigned 

equipment number but no barcode number or serial number, which are the numbers used by the 

Authority to identify assets uniquely. If the asset was present in Stores, there would be no unique 

identifier in Redkite to identify the asset. Values were listed for six of the 16 items that were not located. 

The highest of these was £345. The total value of items not found for which the value was listed was 

£687.69. 

A further sample of 25 items was selected at random from the Stores area to check whether the assets 

could be identified on the Asset Management System. Of the 25 assets selected: 

 Seven did not have a label or tag with the barcode number. Of the seven that were not marked or 

labelled, three had a serial number. However, the serial number could not be found in Redkite. 

 In the 18 cases where the asset had a barcode label, nine assets could not be identified on Redkite. 

 In the nine cases where the asset was identified on Redkite, one asset was found in Stores. However, it 

was listed on the system as being in Stokenchurch. 

Further testing was carried at Beaconsfield Fire Station. A sample of ten assets was selected from the 

report of current assets listed on Redkite. Of the ten assets selected: 

 Two assets were not found at the fire station. One of these assets was a battery for a handheld radio. 

Discussion with the Station Commander established that these are always listed as auxiliary 

equipment linked to the station and are not scanned when moved to an appliance or someone takes it 

with them. However, during the audit visit, the fire crews searched the station appliances (vehicles) for 

the asset, and it could not be found. 

 Of the eight assets found, one was not marked with a barcode label, tag or number.  

Testing of a different sample of ten items selected at random from the Fire Station found no exceptions.  All 

assets could be identified in the Asset Management System. 

H Action: 

As part of the stock check of equipment 

within stores and on mezzanine 

equipment will be checked to ensure 

that it has an asset/barcode tag and 

that this is recorded against the serial 

number of the equipment item and 

recorded on Red Kite. 

Officer responsible:   

Asset Management Technician 

Date to be implemented by:  

August 2021 
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If a complete and accurate record of assets and their location is not held on the Asset Management System, 

there is a risk that the value of the assets on the accounts will be misstated and that assets are not readily 

available to meet service requirements. 

Finding 7: System Transactions and Records – Redkite system recovery time 
Risk 

Rating 
Agreed Management Actions 

There should be a provision for timely system recovery to reduce the risk of loss of data or an inability to 

continue business as usual operations should the system be impacted by a risk event occurring. 

Review of the contract with Redkite for the Asset Management System provision found that system recovery 

arrangements were detailed within the contract. However, the contract does not include an agreed time 

frame or KPI for the system to be reinstated in the event of system failure. 

If a system recovery time is not agreed with the Asset Management System provider, there is a risk that in 

the event of a system outage, the system is not recovered promptly, leading to an inability to continue 

business as usual operations.  

M Action: 

A review of the contract will be 

undertaken to look at the feasibility of 

adding data recovery options into the 

contract.  Contact Red Kite and 

determine their Business Continuity 

plan for protecting Data. 

Officer responsible:  

Procurement Manager 

Date to be implemented by:  

September 2021 

 

Finding 8: System Transactions and Records – Assurance of back-ups 
Risk 

Rating 
Agreed Management Actions 

Data held on Redkite should be backed up periodically by the system provider.  

The RedKite website's review found that the 'Free Hosting' service offered as part of the Asset Management 

System includes incremental daily back-ups with a full back-up carried out every Tuesday.  

Whilst reference is not made in the contract to this free hosting service and what it includes, the annual 

hosting, licence, support, and maintenance fee is specified as a deliverable. However, the Authority does 

not receive assurance from Redkite that back-ups are taking place in line with the frequency stated. 

If the Fire Authority is not provided with the assurance that back-ups occur, there is a risk that system data 

is not backed up in line with the terms of the agreement, leading to data loss in the event of a system 

outage.  

M Action: 

Contact Redkite to provide evidence and 

reassurance regarding periodic back-ups 

Officer responsible: 

Asset and Equipment Manager  

Date to be implemented by:  

Immediately 
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Finding 9: System Transactions and Records – Scanners no longer supported 
Risk 

Rating 
Agreed Management Actions 

Fire crews use handheld scanners to record the results of equipment tests and inventory checks on Redkite. 

As with the Asset Management System's computer-based version, these should be subject to the necessary 

system updates.  

Through a walkthrough of the handheld scanner process with fire crews, it was noted that a security alert 

appears every time the scanner is switched on. The alert states that the security certificate has expired or is 

not yet valid.  

Further discussion with the Station Commander and Asset Management Technician noted that Microsoft no 

longer supports the operating system's version on the scanners. This presents a vulnerability to external 

attacks wishing to access the system's data.  

If software is not supported and the security certificate is not valid, there is a risk that control measures to 

mitigate cybersecurity risks are not sufficient, leading to potential data breaches and a loss of data. 

M Action: 

We have started a review of Red Kite 

and the equipment associated with Red 

Kite.  We have now received new 

scanners. The software has been 

tested and is compatible with the 

current existing scanners. We are just 

waiting for some additional protective 

cases then will be starting a trial of the 

scanners. 

Check security of the system with Asset 

Management provider and see if 

additional security measures should be 

implemented immediately before new 

hardware. 

Officer responsible:  

Station Commander Research & 

Development 

Date to be implemented by:  

May 2021 
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Finding 10:  Management Information – Stock checks 
Risk 

Rating 
Agreed Management Actions 

An independent annual stock check, including stock not held centrally, should be carried out by someone 

from outside of the Asset Management Team and recorded on the Asset Management System. This will 

assist in assuring senior management over the accuracy of the information held in the Asset Management 

System and stock levels.  

Additionally, regular stock checks should be carried out by the Asset Management Team and reconciled to 

system records to identify any anomalies and reduce the risk of loss. 

Review of stock checks recorded on Redkite found that the most recent stock check was the Mezzanine 

Stock Take 2018/19 completed on 1 April 2019. No stock checks were recorded on RedKite for 2020/21 as 

of November 2020. 

Discussion with the Asset Management Team and review of Redkite found that the annual independent 

stock check was due to be carried out in March 2020. However, as a result of the Government's measures 

to combat Covid-19, this was cancelled, and no new date was set. The most recent independent stock 

check recorded in RedKite was completed on 1 April 2019.   

If periodic stock checks are not completed and recorded on Redkite, there is a risk that inaccuracies in the 

information recorded on Redkite are not detected, and low stock levels of critical assets are not identified, 

increasing the risk of theft and financial loss.  

Where independent stock checks are not carried out on an annual basis, there is an additional risk that 

senior management does not receive adequate assurance over stock levels and the accuracy of the 

information held in the Asset Management System. 

 

 

 

M Action: 

A stock level report was sent to finance 

when it was identified that a formal 

stock check wouldn't be achievable due 

to Covid-19. 

Arrange for internal audit/stock check to 

be carried out of stores and mezzanine 

area. 

Officer responsible:  

Asset Management and Equipment 

Manager 

Date to be implemented by:  

July 2021 
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Appendix 1: Definition of Conclusions 

Key for the Overall Conclusion: 

Below are the definitions for the overall conclusion on the system of internal control being maintained.  

Definition Rating Reason 

Substantial 

There is a sound system of internal control designed to 

achieve objectives and minimise risk. 

 

The controls tested are being consistently applied and risks are being 

effectively managed. 

Actions are of an advisory nature in context of the systems, operating controls 

and management of risks. Some medium priority matters may also be 

present. 

Reasonable 

There is a good system of internal control in place 

which should ensure objectives are generally 

achieved, but some issues have been raised which 

may result in a degree of risk exposure beyond that 

which is considered acceptable. 

Generally good systems of internal control are found to be in place but there 

are some areas where controls are not effectively applied and/or not 

sufficiently developed.  

Majority of actions are of medium priority but some high priority actions may 

be present. 

Partial 

The system of internal control designed to achieve 

objectives is inadequate. There are an unacceptable 

number of weaknesses which have been identified and 

the level of non-compliance and / or weaknesses in the 

system of internal control puts the system objectives at 

risk. 

There is an inadequate level of internal control in place and/or controls are 

not being operated effectively and consistently.  

Actions may include high and medium priority matters to be addressed. 

Limited 

Fundamental weaknesses have been identified in the 

system of internal control resulting in the control 

environment being unacceptably weak and this 

exposes the system objectives to an unacceptable 

level of risk. 

The internal control is generally weak/does not exist. Significant non-

compliance with basic controls which leaves the system open to error and/or 

abuse. 

 

Actions will include high priority matters to be actions. Some medium priority 

matters may also be present. 

86



 
Buckinghamshire Council – Business Assurance 

BMKFA Asset Management System 2020/21 – FINAL Report 
 

- 21 – 

Management actions have been agreed to address control weakness identified during the exit meeting and agreement of the draft Internal Audit report.  All 

management actions will be entered onto the Pentana Performance Management System and progress in implementing these actions will be tracked and 

reported to the Strategic Management Board and the Overview & Audit Committee.  

We categorise our management actions according to their level of priority: 

Action Priority Definition 

High (H) Action is considered essential to ensure that the organisation is not exposed to an unacceptable level of risk. 

Medium (M) Action is considered necessary to avoid exposing the organisation to significant risk. 

Low (L) Action is advised to enhance the system of control and avoid any minor risk exposure to the organisation. 
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Appendix 2: Officers Interviewed 
 

The following staff contributed to the outcome of the audit: 

Name: Title: 

Mark Hemming 
Marcus Hussey 
Carl Hayward  
Tony Hart 
Chris Cook 
Laura Taylor 
Jess Bunce 
Ronda Smith 
Gordon Wylie 
Rob Spearing 

Director of Finance and Assets 
Principal Accountant 
Station Commander Research & Development 
Asset Management Technician 
Asset Management Technician  
Principal Accountant 
Trainee Accountant 
Procurement Manager 
Property Manager 
Facilities Manager 

  

 

The Exit Meeting was attended by: 

Name: Title: 

Maria Darrell Asset Management and Equipment Manager 

Carl Hayward 
Tony Hart 

Station Commander Research & Development 
Asset Management Technician 

 

 

 

The auditors are grateful for the cooperation and assistance provided from all the management and staff who were involved in the audit.  We would like to take 

this opportunity to thank them for their participation. 
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Appendix 3: Distribution List 
 

Draft Report: 

  

Mark Hemming 
Carl Hayward 
Maria Darrell 
Gordon Wylie 
  

Director of Finance and Assets 
Station Commander Research & Development 
Asset Management and Equipment Manager 
Property Manager 

  
Final Report as above plus: 

  
Jason Thelwell Chief Fire Officer 
Ernst and Young External Audit 
 

Audit Control: 

Closing Meeting 7 January 2020 

Draft Report 11 January 2021 

Management Responses 15 January 2021 

Final Report 23 February 2021 

Audit File Ref 21-10 
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Disclaimer  

Any matters arising as a result of the audit are only those, which have been identified during the course of the work undertaken and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that could be made. 

It is emphasised that the responsibility for the maintenance of a sound system of management control rests with management and that the work performed by 

Internal Audit Services on the internal control system should not be relied upon to identify all system weaknesses that may exist. However, audit procedures 

are designed so that any material weaknesses in management control have a reasonable chance of discovery.  Effective implementation of management 

actions is important for the maintenance of a reliable management control system. 

 

 

 

 

Contact Persons 

Maggie Gibb, Head of Business Assurance 

Phone: 01296 387327 

Email: Maggie.gibb@buckinghamshire.gov.uk 

 

Selina Harlock, Audit Manager 

Phone: 01296 383717 

Email: selina.harlock@buckinghamshire.gov.uk 
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Management Summary 
 

Introduction 

This audit of the Resource Management application at Buckinghamshire and Milton Keynes Fire Authority (hereby the Authority) was undertaken as part of the 

2020/21 Internal Audit plan as approved by the Overview and Audit Committee. The audit was undertaken during the third quarter of 2020/21. 

The purpose of the Authority is to provide Fire & Rescue Services in the South East region of England. The areas covered by the Authority reach the outskirts 

of London to the South Midlands which can be split into five geographical districts: Aylesbury Vale, Chiltern, South Buckinghamshire, Wycombe and Milton 

Keynes. 

The Authority have recently changed their Resource Management application to an application known as Fire Service Rota (hereby FSR) which went live in 

April 2020. FSR was implemented as part of numerous projects to move to flexible and affordable crewing systems. FSR itself was chosen as it aligned with 

the Authority’s new method of resourcing on-call appliances, which will eventually interface directly into the Authority’s mobilising system (Vision).  

FSR is provided by the Vendor (known as FSR itself) on a contract that is a ‘semi-managed service’. This means that several processes/controls are operated 

by the Vendor (such as change and incident management) with other controls operated by the Authority themselves (such as user access management). Such 

controls are operated by a small team within the Authority known as the Resource Management Team (hereby RMT). Vendor operated controls for change 

and incident management are managed through the Vendor’s service desk Zendesk. 

Audit Objective 

Internal Audit’s objectives for this audit are to provide an evaluation of, and an opinion on, the adequacy and effectiveness of the system of internal controls 

that are in place to manage and mitigate financial and non-financial risks of the system.  

This will serve as a contribution towards the overall opinion on the system of internal control that the Chief Internal Auditor is required to provide annually. It 

also provides assurance to the Section 151 officer that financial affairs are being properly administered.   

Scope of work 

The audit activity focussed on the following key risk areas identified in the processes relating to the FSR: 

 Logical Access Controls 

 Change Controls 

 IT Operations 
 
The audit considered the controls in place at the time of the audit only.  Where appropriate testing was undertaken using samples of activities that occurred 

since the start of the 2020-21 financial year. 93
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Table 1: Overall Conclusion 
 

Overall conclusion on the system of internal control being maintained  Partial 

 

RISK AREAS AREA CONCLUSION 

No of High 

Priority 

Management 

Actions 

No of Medium 

Priority 

Management 

Actions 

No of Low 

Priority 

Management 

Actions 

Logical Access Controls Reasonable 0 2 2 

Change Controls Reasonable 0 2 0 

IT Operations Partial 1 1 0 

Total:  1 5 2 

Appendix 1 provides a definition of the grading for each of the conclusions given. 

 

Logical Access Controls 

Logical access controls for the FSR application are mostly operated by the Authority with the exception of password controls. The RMT are the team assigned 

to manage access to this application and are the only team that can create new users or amend access via the ‘Owner’ role, with access to this role verified to 

be only held by members of the RMT.  

There is no formalised user access procedure in place at the Authority detailing the processes involved when a user joins, moves or leaves the organisation. 

Tickets are raised on the Authority’s Service Desk (Vivantio) when a user joins, moves within, or leaves the business and are sent to the RMT inbox to be 

addressed.  

These tickets are either closed soon after an operator has seen and addressed the ticket. The ticket captures information such as the joiner’s name, start date, 

employee number and job title but does not consider to what level of access the users should have, as sometimes users need access to multiple teams or 

rotas with different role types.  

Generic accounts are kept to a minimum and usernames for users are in the main attributable on the application, although some generic accounts exist which 

appear to not be in use. Furthermore, the Authority does not have access to the database or OS.  
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User access reviews are not undertaken performed on a periodic basis except for a review in July 2020, whereby lists of user accounts were sent to 

Supervisory managers (based on the rota or team they supervise) to ensure those users should have access to their rota/team/cluster and the role they have 

at said level. 

Users are required to authenticate their access using a username and password before they are allowed access to the application. The password parameters 

are not currently under the Authority’s control. FSR utilises ‘Rumkin’ password strength checker to ensure passwords are strong. This works by utilising the 

concept of entropy (measure of randomness).  

Currently, password entropy is set to be 40 bits or higher which is considered a moderately strong password. Items such as using commonly used passwords, 

words or phrases, short length, or common combinations of letters will cause password entropy to decrease and not meet the criteria. Although 40 bits is 

considered moderate and appropriate for network and company resources, the Authority has no granular control over password parameters. Password 

controls are hard coded into the application and cannot be changed. 

Change Controls 

The vast majority of change controls are operated by the Vendor. Irrespective, an internal change control process exists at the Authority. Changes are to be 

raised through the Vivantio service desk by a change initiator and must include key information such as: 

 Business case supporting the change; 

 Cost estimates; 

 Any potential risks; 

 Estimation of resources required; 

 Budget associated; and  

 Time schedule.  

 
The change is then assessed by the Change Manager/Change Advisory Board (CAB)/Emergency Change Advisory Board (ECAB) to ensure that the 

previously defined areas are considered in the request for change. Once the change has been assessed by the relevant stakeholders, the change is approved 

to be developed.  

The change is communicated to the Vendor through their Zendesk service desk who will then develop the change based on the agreed timescale and conduct 

all testing. Discussions with the Vendor established that over 1000 automated tests are ran on FSR every time a change is made to the application.  

The Vendor will also perform specific targeted tests as part of user acceptance testing (UAT) to ensure the new change is functioning/operating in the correct 

way. The Authority does not have access to a test environment and hence all testing including user acceptance testing is conducted by the Vendor. It was also 

noted that authorisation is provided to the Vendor to make the change to the live system once the Vendor confirms that the change is ready. Although 

authorisation is given by the Authority, the Authority has ‘no part to play’ in the process thus making the approval irrelevant. 
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IT Operations 

In order to calculate the renumeration payable to employees, a batch-job process runs outbound of FSR for payroll extracts used by HR. This process is semi-

automated in the sense that the system produces the report but is required to be initiated by the Payroll Manager. It was noted that assurance is gained over 

the integrity of output of the reports from the initial project work (i.e. the system implementation).  

Underlying rules for applying working time and pay rules were all considered during the deployment project of FSR. Furthermore, there are various checks and 

reviews completed by the Payroll Manager and other members of the Payroll Team to ensure that the data extracted out of FSR is complete and accurate 

before applying the data to pay records. 

Responsibility for backups of the application and its underlying database is controlled and operated by the Vendor. There are two types of backups ran, with 

one being a snapshot backup performed every 12 hours whereby the entire database is stored as a single file. This file is encrypted, stored to an Amazon S3 

EU datacentre, and stored for 30 days. The second type of backup ran is a streaming backup. This is performed continuously, and data is stored in an Amazon 

S3 EU Datacentre in an encrypted format. In case of a failure, these streaming backups are at most a few minutes behind the live data.  

Disaster recovery (DR) is considered within the vendor’s Business Continuity Plan and states that a full-scale disaster recovery process has been developed 

and tested. Noted from previous tests, the entire DR process can be executed in as little as five hours.  We were unable to obtain evidence that DR tests had 

been conducted on behalf of the Authority by the Vendor. This emphasises the need for the Authority to obtain formal assurance over the controls/processes 

operated by the vendor. 

It was noted that service reviews are held monthly between FSR and the Authority. No formalised meeting minutes or documents are maintained as part of 

these reviews and the meetings held informally held to discuss customer service-based issues. Service reviews can provide a high level of assurance over the 

controls operated by the vendor and should be obtained by the Authority to reduce the risks associated with the controls operated by the Vendor. We noted 

that the Authority gain no formal assurance (such as a Service Organisation Controls (SOC) report or ISO27001 certification) from the Vendor.  
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Table 2: Detailed Audit Findings and Management Action Plan 
 

Finding 1: Service Reviews 
Risk 

Rating 
Agreed Management Actions 

Service reviews are held monthly with the Vendor as part of the managed service contract. It was noted that no 

formal documentation is provided as part of these service reviews and these reviews are held informally with 

discussions over the telephone. No formal minutes or documents are retained by the Authority. 

In addition, the FSR system is cloud based and hosted on behalf of the Authority by the Vendor. Commonly in such 

scenarios, user organisations (i.e. the Authority) would proactively require independent assurances from the service 

provider (i.e. the Vendor) in order to provide comfort that those controls outsourced to the service provider by the 

user organisation operate effectively and continue to maintain effectiveness as IT risks change or emerge. 

The organisation is wholly reliant on the Vendor for the service provided without any assurances that risks and 

controls are being managed effectively.  A risk that materialises in relation to the service provider environment could 

potentially have an impact on the Authority’s reputation (e.g. a cyber breach at FSR could result in the Authority data 

leakage). 

H Action:  Assurance to be sought 

from the vendor regarding 

efficacy of risk controls, 

especially in relation to cyber 

security. 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

June 2021 

Finding 2: Joiners, Movers and Leavers Policy/Procedure 
Risk 

Rating 
Agreed Management Actions 

The Authority does not have a formalised user access management process outlining the processes/controls when a 

user joins, moves or leaves the organisation and the relevant user access requirements.  

We noted that:  

 When a joiner or mover requires new access or a change in access, a ticket is raised in the Vivantio service desk. 
Within this ticket, a ‘child ticket’ is sent to the Resource Management Team (RMT) to create/amend the user’s 
access.  

 This ticket does not capture sufficient information for the RMT operator to provide access.  

 Often users will be provided access and then request further access as this has not been initially provided. 
Therefore, access being granted is an iterative process.  

 The lack of information on the ticket reduces the effectiveness of the audit trail.  

 Previously, when a user left the organisation, residual access could be left on the account, this is due to there 
being no formal procedure when revoking access.  

 The process has slightly changed whereby an operator will look at the user account to check what access they 
have before removing it. 

Unauthorised access to company resources may lead to loss and compromise of data. 

M Action:  A review of the 

processes will be undertaken, 

supported by the end-to-end 

process mapping within the 

Internal Audit Plan for 2021-22. 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

December 2021 
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Finding 3: Generic Accounts 
Risk 

Rating 
Agreed Management Actions 

We inspected the user account list on FSR and noted that seven generic accounts exist on the FSR application as 

follows: 

 Five of these accounts have the username ‘bucks_demoffX’ where X is a number between 1-5. The use and 
rationale of these accounts was not provided by management;  

 One account with the username ‘rmtcrashtestdummy’ which similarly, was not rationalised;  

 One account has the username ‘usardog’. It was noted that this account is created for the canine unit that the 
Urban Search and Rescue (USAR) team utilise.  

 It was further noted that the 5 ‘demoffX’ accounts had never logged into FSR, the ‘crashtestdummy’ account was 
last accessed in May 2020. 

There could be a loss of accountability of user performed actions. Unauthorised access to company resources may 

lead to loss and compromise of data. 

M Action:  A review of user 

accounts to be undertaken and 

redundant generic accounts to be 

removed. 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

June 2021 

 

Finding 4: Change Management - Testing 
Risk 

Rating 
Agreed Management Actions 

The vast majority of change controls are operated by the Vendor. Irrespective, an internal change control process 

exists at the Authority. Changes are to be raised through the Vivantio service desk by a change initiator and must 

include key information  

However, we noted that:  

 The Authority does not have access to a test environment for FSR;  

 Changes are developed and tested by the Vendor;  

 Functional requirements and subsequent tender review for the application highlighted a question over access to a 
test environment to perform user acceptance testing (UAT) when a change is being made to the application;  

 Changes pass through over 1000 automated tests that are ran on the application to ensure that the change does 
not impact anything on the application, the change then has specific testing to ensure it is performing the 
functionality as per the design.  

 The Authority does not obtain any assurance from the vendor surrounding the change management process and 
is thus wholly reliant on the vendor for this. 

There is a risk that implementation of changes which are not aligned with business requirements and/or impact on 

the continued operation of the production application. Implementation of developments containing bugs or not 

matching the business’ requirements. 

 

M Action:  Change management 

process to be reviewed and fully 

documented (see also Finding 5). 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

September 2021 
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Finding 5: Change Management – Internal Tracking and Assessment 
Risk 

Rating 
Agreed Management Actions 

All changes are required to pass through the change management process with a request for change (RfC) 

document completed for each change. The Authority was unable to provide any documentation around the selected 

changes for inspection.  

Therefore, we were unable to determine if the change management process had been followed for the selected 

changes. This included cost benefit analysis and CAB minutes of discussion 

There is a risk of implementation of changes that contain bugs, misaligned with business requirements or impact on 

the continued operation of the production application. Development changes are misclassified, create unforeseen 

cost and/or are not assessed for business need and risk. 

M Action:  Change management 

process to be reviewed and fully 

documented (see also Finding 6). 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

September 2021 

Finding 6: Backups – Disaster Recovery Testing 
Risk 

Rating 
Agreed Management Actions 

Backups and the associated disaster recovery procedures are controlled and operated by the Vendor.  

Although it was determined that backups are being conducted on the FSR application and that the Vendor are 

trained to conduct disaster recovery tests, no evidence was available to inspect to demonstrate a disaster recovery 

test had been performed.  

We recognise that this is often an annual exercise and FSR has only been in effect at the Authority since April 2020. 

There is a risk of partial or complete loss of data. Unavailability of systems and lack of business continuity. 

M Action:  A disaster recovery will 

be undertaken to test business 

continuity in this area. 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

September 2021 

Finding 7: User Access Reviews 
Risk 

Rating 
Agreed Management Actions 

We noted that periodic user access reviews are not undertaken by the Resource Management Team at the authority 

when managing users access. 

Although a review of user access was completed in July 2020, there are no plans for this to continue.  

There is a risk of inappropriate access to the Authority’s resources. 

L Action:  User access to be 

reviewed every six months. 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

September 2021 
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Finding 8: Password Configuration 
Risk 

Rating 

Agreed Management Actions 

Fire service rota does not use traditional password configuration to manage passwords at a group level. FSR uses 

an ‘entropy plugin’ to set password configurations for all users which are set at 40 bits.  

Although 40 bits of entropy is considered ‘reasonable’ in regard to network and company passwords, full control over 

password parameters cannot be implemented as FSR (the application) does not allow for editing of password 

configuration. 

There is a risk of unauthorised access to company resources due to weak password configuration, which increases 

the likelihood of a brute force attack.  

L Action:  Potential updating of the 

password configuration to be 

discussed with the supplier. 

Officer responsible:   

Station Commander RMT 

Date to be implemented by:  

March 2022 
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Appendix 1: Definition of Conclusions 

Key for the Overall Conclusion: 

Below are the definitions for the overall conclusion on the system of internal control being maintained.  

Definition Rating Reason 

Substantial 

There is a sound system of internal control designed to 

achieve objectives and minimise risk. 

 

The controls tested are being consistently applied and risks are being 

effectively managed. 

Actions are of an advisory nature in context of the systems, operating controls 

and management of risks. Some medium priority matters may also be 

present. 

Reasonable 

There is a good system of internal control in place 

which should ensure objectives are generally 

achieved, but some issues have been raised which 

may result in a degree of risk exposure beyond that 

which is considered acceptable. 

Generally good systems of internal control are found to be in place but there 

are some areas where controls are not effectively applied and/or not 

sufficiently developed.  

Majority of actions are of medium priority but some high priority actions may 

be present. 

Partial 

The system of internal control designed to achieve 

objectives is inadequate. There are an unacceptable 

number of weaknesses which have been identified and 

the level of non-compliance and / or weaknesses in the 

system of internal control puts the system objectives at 

risk. 

There is an inadequate level of internal control in place and/or controls are 

not being operated effectively and consistently.  

Actions may include high and medium priority matters to be addressed. 

Limited 

Fundamental weaknesses have been identified in the 

system of internal control resulting in the control 

environment being unacceptably weak and this 

exposes the system objectives to an unacceptable 

level of risk. 

The internal control is generally weak/does not exist. Significant non-

compliance with basic controls which leaves the system open to error and/or 

abuse. 

 

Actions will include high priority matters to be actions. Some medium priority 

matters may also be present. 
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Management actions have been agreed to address control weakness identified during the exit meeting and agreement of the draft Internal Audit report.  All 

management actions will be entered onto the Pentana Performance Management System and progress in implementing these actions will be tracked and 

reported to the Strategic Management Board and the Overview & Audit Committee.  

We categorise our management actions according to their level of priority: 

Action Priority Definition 

High (H) Action is considered essential to ensure that the organisation is not exposed to an unacceptable level of risk. 

Medium (M) Action is considered necessary to avoid exposing the organisation to significant risk. 

Low (L) Action is advised to enhance the system of control and avoid any minor risk exposure to the organisation. 
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Appendix 2: Officers Interviewed 
 

The following staff contributed to the outcome of the audit: 

Name: Title: 

Andrew Holtzhausen  
Adam Burch 
Sharon Elmes 
Colin Partridge 
Rebeca Gutierrez 

Station Commander RMT 
Station Commander Projects 
Payroll and Benefits Manager 
RMT Watch Commander 
Customer Success Leader (FSR) 
 

  

  

The Exit Meeting was attended by: 

Name: Title: 
Andrew Holtzhausen  
 

Station Commander RMT 
 

  
  
  

The auditors are grateful for the cooperation and assistance provided from all the management and staff who were involved in the audit.  We would like to take 

this opportunity to thank them for their participation. 
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Appendix 3: Distribution List 
 

Draft Report: 

Andrew Holtzhausen  
Adam Burch 
Sharon Elmes 
Colin Partridge 
Rebeca Gutierrez  

Station Commander RMT 
Station Commander Projects 
Payroll and Benefits Manager 
RMT Watch Commander 
Customer Success Leader (FSR) 
 
 

  

Final Report as above plus: 

Mark Hemming Director of Finance and Assets 

Jason Thelwell Chief Fire Officer 

Ernst and Young External Audit 

 

Audit Control: 

Closing Meeting 22 February 2021 

Draft Report 2 February 2021 

Management Responses 23 February 2021 

Final Report 24 February 2021 

Audit File Ref 21-20 
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Disclaimer  

Any matters arising as a result of the audit are only those, which have been identified during the course of the work undertaken and are not necessarily a 

comprehensive statement of all the weaknesses that exist or all the improvements that could be made. 

It is emphasised that the responsibility for the maintenance of a sound system of management control rests with management and that the work performed by 

Internal Audit Services on the internal control system should not be relied upon to identify all system weaknesses that may exist. However, audit procedures 

are designed so that any material weaknesses in management control have a reasonable chance of discovery.  Effective implementation of management 

actions is important for the maintenance of a reliable management control system. 

 

 
 

 

Contact Persons 

Maggie Gibb, Head of Business Assurance  

Phone: 01296 387327 

Email: maggie.gibb@buckinghamshire.gov.uk 

 

Selina Harlock, Audit Manager 

Phone: 01296 383717 

Email: selina.harlock@buckinghamshire.gov.uk 
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Internal Audit Report: Update on progress of Audit Recommendations     

Overview and Audit Committee (Item 7b), 17 March 2021   
   

 

Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Mark Hemming – Director of Finance and Assets 

Maggie Gibb – Internal Audit Manager 

LEAD MEMBER Councillor David Carroll 

SUBJECT OF THE 
REPORT 

Internal Audit Report: Update on Progress of 
Audit Recommendations 

EXECUTIVE SUMMARY The purpose of this paper is to update Members on the 
progress of the implementation of audit 
recommendations as at 05 February 2021. 

Any further progress against outstanding 
recommendations will be verbally presented to the 

Overview and Audit Committee on 17 March 2021. 

In total there are 37 recommendations to report on 
the status of which are classified as follows: 

Implemented – 32/37 (86%) 

Past Due date (In-progress) – 5/37 (14%) 

Internal Audit continues to actively monitor 
implementation of all outstanding recommendations 

throughout the year. 

ACTION Noting. 

RECOMMENDATIONS That the progress on implementation of 
recommendations be noted. 

RISK MANAGEMENT  There are no risk implications arising from this report. 

FINANCIAL 

IMPLICATIONS 

The audit work is contained within the 2020/21 

budget. 

LEGAL IMPLICATIONS There are no legal implications arising from this 

report. 

CONSISTENCY WITH 

THE PRINCIPLES OF 
THE DUTY TO 
COLLABORATE  

Not applicable. 

HEALTH AND SAFETY  There are no health and safety implications arising 
from this report. 

EQUALITY AND There are no equality and diversity implications arising 

 

ITEM 7(b) 
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Internal Audit Report: Update on progress of Audit Recommendations     

Overview and Audit Committee (Item 7b), 17 March 2021   
   

DIVERSITY from this report. 

USE OF RESOURCES 

 

Communication and progress monitoring 

All audits, follow-up reports and further updates will 
be submitted to SMB and Overview and Audit 

Committee. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

Internal Audit Plans 2017/18, 2018/19 and 2019/20 

Internal Audit reports taken to Overview and Audit 
Committee 

APPENDICES Appendix A: Status of Internal Audit 
Recommendations – March 2021 

TIME REQUIRED  10 minutes 

REPORT ORIGINATOR 

AND CONTACT 

Maggie Gibb – Internal Audit Manager 

Maggie.Gibb@buckinghamshire.gov.uk  

01296 387327 

 

108

mailto:Maggie.Gibb@buckinghamshire.gov.uk


Appendix A: Status of Audits Recommendations 
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BMKFA Overdue Audit Management Actions 
 

 
Audit Title & 
Management 

Action 
Description 

Due 
Date 

Priority 
Action 
Owner 

Latest Note  

BMKFA 1718 
1802 Fleet 
Management 
(1a & 
b)Tranman 
Review 

Finding 

In discussion with the Fleet Manager it was confirmed that the latest Tranman training was delivered circa. 
December 2015 through a one day training event. This training event covered a large amount of materials 
in a short period of time and meant that a number of key topics were not covered in their entirety or in 
sufficient detail to fully absorbed the information to the required standard. 
Since the training was delivered there have also been a number of staff changes, resulting in three 
members of staff, from a five person team who use the Tranman system, never being taught the full 
system and how to use the software from the software provider. This has led to potential under-utilisation 
of the software and some inconsistencies in the use of the system potentially compromising data integrity 
and alignment of processes. 
In addition it was noted that there are current reporting issues through the Crystal Reporting function, 
which added to the potential inconsistencies in the use of the system means reporting functions cannot be 
fully relied upon to provide up to date and valid information to base decisions upon. Audit acknowledges 
that the reporting issue is currently being investigated by Tranman. 
Risk 

Where training is not provided on a periodic basis, staff may adopted inappropriate, ineffective, and / or 
out dated working practices. 
Action 

1a) Tranman to carry out a review of the current system and its utilisation and offer options for further 
utilisation of the current system, available ‘upgrades’ and system improvements. This information can then 
be analysed to ascertain the most appropriate action. 
1b) Identify training requirements, system improvements and possible upgrades for implementation in 
2018/19 (depending on funding requirements).  

31-
Aug-
2017 

Medium 
Priority 

Jez Finden 

Update from Jez Finden, Fleet Manager: 
 
There have been delays due to COVID, 
leave and the Christmas break, but we 
are now in the final stages of 
implementation – we are working through 
issues identified during UAT and expect 
to ‘go-live’ towards the end of this month 
(Feb). 

BMKFA 1718 
1831 Core 
Financial 
Controls (3) 
Debtors 

Finding  

A sample of 25 invoices raised between April and December 2017 and a sample of five current debts was 
reviewed to confirm that supporting documentation was held for each invoice raised, invoices were paid on 
time and that any outstanding debts are chased seven days after the due date in accordance with 
Financial Instructions. However the following exceptions were noted from the testing undertaken: 

• Four current debts were subject to the standard debt recovery process, for two of these debts the 

chasing letter was sent out to debtors more than seven days after the due date (14 days and 11 days 
respectively). For one of these debts no first reminder was held on Integra. 

• Two of the five debts tested were older than 30 days. These were both being chased by way of email 

reminders from Finance and had not been referred to Legal Services as required by the Financial 
Instructions. 
Risk 

If debts to the Fire Authority are not managed and actively pursued in line with the Financial Instructions, 
there is a risk that money owed to the Fire Authority may not be recovered 
Action  

Financial Instructions and Debt Management Policy to be updated to clarify that the Chief Finance Officer 
may choose to refer debts to legal, rather than implying that they are automatically referred after 30 days. 

31-
Dec-
2020 

Medium 
Priority 

Mark 
Hemming 

Followed up as part of the 2020/21 Core 
Financial Controls audit: 
 
The Financial Instructions were last 
updated January 2018 and the change to 
wording from “may” refer aged debt to 
legal rather than we “will” has not yet 
been implemented.  Finance are 
reluctant to take a paper to O&A for 
approval just to change one word. This 
change will be made as part of the next 
revision to the Financial Instructions. 
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Audit Title & 
Management 

Action 
Description 

Due 
Date 

Priority 
Action 
Owner 

Latest Note  

BMKFA 1819 
1947 Project 
Management 
BLH (2) The 
Hub 
Performance 

Finding  

During the Audit it was confirmed that the HUB have had difficulties with technical support; which has had 
an impact of the timeliness of design work, changes or updates and which in turn has led to delays in 
providing information that is required by Kingerlee – the construction firm. The Quantity Surveyor 
maintains a schedule of delays caused by the HUB and the associated costs. It was confirmed that any 
financial implications that arise as a result of the HUB’s poor performance could potentially be 
recoverable. However Audit found that whilst these potentially recoverable costs are reflected in the 
Budget Monitoring Financial Statements, they are not separately identified as attributable to any party as 
this will be the subject of negotiation between all parties depending on final outcomes at the conclusion of 
construction. The risk of HUB poor performance has been recorded in the risk register. 
It was confirmed that the Director for the HUB Professional Services has been made aware of potentially 
recoverable costs and the issues that were causing poor performance have been addressed. 
Risk 

Where the impact of poor performance is not completely and accurately reflected in the budget and/or risk 
register, this may lead to project overspend as the budget will not be forecasting all expected costs. 
Action  

The necessary actions to deal with potential financial loss arising from delays on the part of HUB have 
already been addressed during 2018 and a significant improvement has been seen. The current delay in 
the construction programme (5-6 weeks) has not altered for some months. 
Both the HUB and Kingerlee have a responsibility to mitigate any delay as much as possible and with 
some 8 months of construction still to take place at the time of writing (Feb 2019) they must both maintain 
the opportunity to do so. 
Only at post construction and during the period when the final account will be negotiated and agreed, will 
any financial loss due to delays or failures be attributed. 
The Director of HUB’s parent company (Integral UK Ltd) has been in discussions with both DFA and 
Property Manager and he is well aware of the potential claim the Authority may have in due course. 
The financial statements produced by the QS do show all costs (i.e. worst case) but do not at this stage 
set out which potentially claimable costs are attributable to which parties. 
The Authority’s officers will continue to maintain dialogue with senior representatives at both the HUB and 
Kingerlee over any potential situation (either worsening or improving) that may lead to a claim. 

31-Oct-
2019 

Medium 
Priority 

Mark 
Hemming 

Update from Mark Hemming, Director of 
Finance and Assets: 
 
Unfortunately, the latest note for the 
action is still as stated in the previous 
update.  The final account still hasn’t 
been settled, and until it is, we are unable 
to proceed further with any potential 
claim. 

BMKFA 1819 
1948 Stores (2) 
Asset Review 

Finding  

Staff are required to undertake regular asset checks. The frequency of these inventory checks are 
dependent on the type of items, with this being determined by the PIT Number each asset is assigned. 
When the staff check the assets, a device would be used to scan the tag label of each asset to show that 
the asset has been located and checked. Once the staff have scanned the item, evidence of this scan is 
registered automatically on Red Kite. During these inventory checks the staff will declare if they have 
found the asset and if it is inadequate or faulty. 
A sample of ten items was selected randomly from the Red Kite system. These were tested to see if the 
items had been checked in accordance with the frequency required. In two cases the location of the items 
was not found and the item had not been checked as a result. 
Risk 

Where assets are not checked on a regular basis, there is a risk that faulty or inadequate items are being 
held and used by staff members. 
Action  

Inventory checks should be reviewed by the Asset Management Systems Officer. Where the inventory 
checks have not been undertaken on a consistent basis, this will be followed up with staff. 

31-
Dec-
2019 

High 
Priority 

Maria 
Darrell 

Follow-up as part of the Asset 
Management System audit found that 
this action was not implemented. Refer to 
the finding raised in the 20/21 audit.  
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Audit Title & 
Management 

Action 
Description 

Due 
Date 

Priority 
Action 
Owner 

Latest Note  

BMKFA 1718 
1830 Property 
Management 
(1) Red Kite 
Functionality 

Finding 

Review of 10 Reactive Works jobs on Red Kite, identified two red rated jobs which were closed within 24 
hours of the job being open, this cannot confirm whether it was made operationally safe within the four 
hour timeframe. There were also two Amber Rated jobs, one of which was closed within 72 Hours and the 
other 144 hours. 
Risk 

Where the Authority are unable to hold record events as they become operationally safe, there is a lack of 
information available to confirm whether these internal targets are being consistently met. 
Action 

As part of the latter phase of the BASI project it is intended to review the current asset management 
systems utilised by the Authority, part of this review will examine the case for improving the functionality of 
existing systems working with the suppliers to develop them accordingly. This work is currently scheduled 
for early 2019. 

31-
Mar-
2020 

Low 
Priority 

Gordon 
Wylie 

Update from Gordon Wylie, Property 
Manager: 
 
Nothing has been started due to 
pandemic and national lockdown. This is 
a very low priority. 
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Internal Audit Report: Internal Audit Strategy and Annual Internal Audit Plan     

Overview and Audit Committee (Item 7c), 17 March 2021   
   

 

Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING 
Overview and Audit Committee 

DATE OF MEETING 
17 March 2021 

OFFICER 
Mark Hemming – Director of Finance and Assets 

Maggie Gibb – Internal Audit Manager 

LEAD MEMBER 
Councillor David Carroll 

SUBJECT OF THE 
REPORT 

Internal Audit Report: Internal Audit Strategy 
and Annual Internal Audit Plan 2021/22 

EXECUTIVE SUMMARY 
This paper sets out the Internal Audit Strategy and the 
proposed Internal Audit Plan for 2021/22 (attached at 
Appendix A) for the approval of the Committee. 

There are no material changes from the strategy of 
previous years, however, there remains some 

flexibility through a small provision of contingency 
days to enable the Director of Finance and Assets to 
work with Internal Audit to direct the work to the most 

appropriate areas. 

ACTION 
Decision. 

RECOMMENDATIONS 
That Members approve the Internal Audit Strategy and 
Annual Internal Audit Plan. 

RISK MANAGEMENT  
There are no risk implications arising from this report. 

FINANCIAL 
IMPLICATIONS 

The audit work is contained within the 2021/22 
budget. 

LEGAL IMPLICATIONS 
There are no legal implications arising from this 
report. 

CONSISTENCY  WITH 
THE PRINCIPLES OF 
THE DUTY TO  

COLLABORATE  

Not applicable. 

HEALTH AND SAFETY  
There are no health and safety implications arising 

from this report. 

EQUALITY AND 

DIVERSITY 
There are no equality and diversity implications arising 

from this report. 

USE OF RESOURCES 

 

Communication and progress monitoring 

All audits, follow-up reports and further updates will 
be submitted to SMB and Overview and Audit 

 

    ITEM 7(c) 
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Internal Audit Report: Internal Audit Strategy and Annual Internal Audit Plan     

Overview and Audit Committee (Item 7c), 17 March 2021   
   

Committee. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

Internal Audit Plan 2021/22 

Internal Audit reports taken to Overview and Audit 
Committee 

APPENDICES 
Appendix A –Internal Audit Strategy and Annual Plan 
for 2021/22 

TIME REQUIRED  
15 minutes 

REPORT ORIGINATOR 
AND CONTACT 

Maggie Gibb – Internal Audit Manager 

Maggie.Gibb@buckinghamshire.gov.uk  

01296 387327 
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1. Introduction 
 

1.1 Buckinghamshire Council’s (BC) Business Assurance Team is responsible for implementing Buckinghamshire and Milton 

Keynes Fire Authority’s (BMKFA) Internal Audit Strategy through delivery of work programmes in accordance with the agreed 

Service Level Agreement. This paper details the Internal Audit Strategy for 2021/22 and the proposed Internal Audit Plan for 

the year. The Plan will be subject to regular review and presented to the Overview and Audit Committee on a quarterly basis, 

together with a progress report, for approval.  

1.2 The responsibility, status and authority of Internal Audit at the Fire Authority is outlined within the Constitution and Financial 

Regulations. 

2. Internal Audit Strategy 

2 Internal Audit Strategy  

2.1 The Accounts and Audit Regulations 2015 (R5) state that the Fire Authority must undertake an effective internal audit to 

evaluate the effectiveness of its risk management, control and governance processes, taking into account public sector 

internal auditing standards or guidance. Proper internal audit practices are defined in the Public Sector Internal Audit 

Standards 2017. 

2.2 The Public Sector Internal Audit Standards defines Internal Audit as an independent, objective assurance and consulting 

activity designed to add value and improve an organisation’s operations. It helps an organisation accomplish its objectives by 

bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control and 

governance processes.  
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2.3 The Chief Internal Auditor provides this opinion in an annual report on the System of Internal Control, which is used to inform 

the Fire Authority's Annual Governance Statement. In providing this opinion we are required to review annually the financial 

management, risk management and governance processes operating within the Authority. This includes reviewing internal 

control systems for key processes on a risk basis.  

2.4 The Internal Audit Service is provided as part of a service level agreement with Buckinghamshire Council. The Council's 

Internal Audit Service is delivered in partnership with the APEX Audit Framework, hosted by the London Borough of Croydon. 

This partnership arrangement includes an element of a “call off contract” should it be necessary to outsource specific technical 

audits such as ICT or complex contracts.  

2.5 A key part of the strategy is ensuring the right skills mix and resources exist to deliver an effective service. For the 2021/22 

Internal Audit Plan, we aim to provide continuity in the resources we allocate for the audit assignments; an Audit Manager will 

oversee the programme of work, ensuring work is delivered on time and to the correct quality, and will present the quarterly 

plans and progress reports to the Overview and Audit Committee; suitably qualified and experienced auditors will be allocated 

to undertake the audit assignments. 

2.6 The Annual Internal Audit Plan is drafted for the approval of the Overview and Audit Committee, in consultation with the Senior 

Management Board, with consideration of the Fire Authority's Corporate Plan, Strategic Risks and previous audit activity. 

There will remain a significant emphasis for internal audit activity in reviewing financial systems and compliance with the 

governance framework; however, the Plan also reflects other strategic reviews that will be progressed during 2021/22.  

Appendix B is the Fire Authority’s Audit Universe, which is a list audits performed in previous years and the awarded 

assurance opinions.   

2.7 The plan and allocation of audit days will be regularly reviewed by the Audit Manager and the Director of Finance and Assets 

to ensure the focus of the audit activity is directed to the key risk areas where independent assurance is required. 
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Our Approach to an Internal Audit Assignment 

 

 

2.8 In order to underpin the Annual Audit Opinion, a risk based methodology will be applied to all audit assignments, providing 

assurance that key controls are well designed and operating effectively to mitigate principal risk exposures. Terms of reference 

will be prepared for each audit assignment, in consultation with the relevant Manager, to ensure that key risks within the 

audited area are identified. 

Understand 
Objectives & Risks

Planning & Scoping 
Review

Agree Scope with 
Audit Sponsor

Undertake the Audit. 
Evaluate Controls. 
Directed Testing

Debrief Meeting. 
Report

Action Plan
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2.9 The quality of work is assured through the close supervision of staff and the subsequent review of reports, audit files and 

working papers by an Audit Manager. Exit meetings are held with the relevant officers to ensure factual accuracy of findings 

and subsequent reporting, and to agree appropriate action where additional risk mitigation is required.    

3 The Internal Audit Plan  

3.  The Internal Audit Plan 
 

3.1 The Internal Audit Plan for 2021/22 is outlined within Appendix A. 

 

3.2 Each audit assignment will result in a specific audit report although the audit methodology will vary depending on the 

requirements of the scope of work. The audit techniques to be used will be selected from the following, depending on which 

is considered to be the most effective for delivering the audit objectives: 

 Risk Based Audit (Risk):  A full audit which focuses on key risks in relation to system objectives.  Audit work will be 

structured to direct audit resource in proportion to risk exposures. 

 Systems Based Audit (Systems): A full audit in which every aspect and stage of the audited subject is fully 

considered.  It includes review of both the design and operation of controls.  Undertaken from a systems perspective 

with a ‘cradle to grave approach’.  

 Key Controls Testing (Key): Clearly focused on a small number of material or key controls. 

 Systems Development Audit (SDA): Ongoing review of developing plans and designs for new systems and processes 

aimed at identifying potential weaknesses in control if the plans and designs go ahead as they are. 

 Verification Audit (Verification): Where there is pre-existing confidence that controls are well designed, but 

compliance is a material issue, audits which test only for compliance with controls can be appropriate. Audit undertaken 

to verify key outcomes.  This work normally takes the form of checking data and management actions to confirm 

accuracy and appropriateness and does not consider controls or risks in the wider sense.   
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 Follow-Up: Work undertaken to assess the extent to which management action plans have been implemented.  This 

may be following up our own recommendations from previous years or through follow up of other assurance provider 

outcomes (e.g. External Audit). 

 
3.3 In accordance with the Audit Strategy, we will audit the processes in place for governance, financial management and risk 

management on an annual basis. We will continue to work with the External Auditors to ensure the scope of our work is 

sufficient that they can seek to place reliance on it for their audit of the Statement of Accounts and value for money opinion.  

3.4 Implementation of the Internal Audit Plan will be monitored by use of Key Performance Indicators as outlined in Appendix C.  

These will be discussed at service level agreement meetings with the Director of Finance and Assets. 

 

 

4. Responsible Officers 

 

Audit Service  

Maggie Gibb (Chief Auditor)     01296 387327 maggie.gibb@buckinghamshire.gov.uk 

 

Selina Harlock (Audit Manager)     01296 383717 selina.harlock@buckinghamshire.gov.uk 
 

Alex Prestridge (Senior Auditor)     01296 387089 alex.prestridge@buckinghamshire.gov.uk 

 

Fire Authority 

Mark Hemming (Director of Finance & Assets)    01296 744671 mhemming@bucksfire.gov.uk 

  

121

mailto:maggie.gibb@buckinghamshire.gov.uk
mailto:selina.harlock@buckinghamshire.gov.uk
mailto:alex.prestridge@buckinghamshire.gov.uk
mailto:mhemming@bucksfire.gov.uk


 

 

 Appendix A – Internal Audit Plan 2020/21 

Auditable Area Key Audit Objectives 
Days 

Budget 
(Timing) 

Risk 
Assessed 

Core Financial 
Controls 

To fulfil our statutory responsibilities, we will undertake work to provide assurance over key controls within the financial governance framework, which consists 

of the following key systems; Financial Control/ Monitoring, Procure to Pay, Payroll, Debtors, Capital, Financial Regulations, General Ledger, Reconciliations 

and Treasury Management.  The assurance opinion for the Core Financials Controls audit has been Substantial for more than five years. Therefore, to ensure 

that our work continues to add value and focus on key risk areas, we will be taking the following approach in our evaluation of the key systems: 

 An assessment of the controls in place for each key system will be undertaken through walkthroughs. These walkthroughs will give assurance that controls 

are still operating as expected and, where exceptions are identified from the walkthrough, substantive testing will be undertaken.  

 Using IDEA (data analytics software) we will perform tests of all data in the high-volume activities (i.e. journals, invoice payments, payroll) to identify duplicates 

or anomalies that may need further investigation. 

 All audit findings from the 20/21 review will be followed up to ensure that actions have been fully implemented. 

10 days High 

HR/Payroll – Process 
Mapping 

Due to the process weaknesses in HR/Payroll identified in the 20/21 Core Financial Controls audit, end-to-end process mapping will be undertaken in this area, 
followed by substantive testing of the key payroll controls to ensure that control weaknesses have been addressed. 

20 days High 

HR People 
Management  

The objective of this audit is to ensure that there is an adequate control framework for HR administration, supported by policies and procedures that enable the 
effective maintenance of accurate employee records and continued compliance with legislation.  

10 days High 

Asset Management 
System – Process 
Mapping 

An end-to-end process map of the system will be developed that will clarify key controls and the interdependencies of the process with other teams. This exercise 

is being undertaken to help address some of the key issues that were identified in the 20/21 Asset Management System audit. 

10 days High 

Procurement The objective of this audit is to provide assurance that there are adequate and effective controls in place for the procurement of goods of services. This review 

will include ensuring compliance with standing orders and legislative requirements 

10 days High 

Programme 

Management 

The objective of this audit is to provide assurance that there are adequate arrangements in place that ensure achievement of the programme goals, effective 

management and reporting of the progress and risks for all programmes being delivered across the Authority.    

10 days High 

Blue Light Hub – Post 

Project Evaluation  

The audit will assess the completed project against the project specification. This will include an identification of ‘lessons learnt’ for the Authority to be aware of 

for future major projects.  

10 days High 

Contingency A contingency has been included within the audit plan to provide flexibility and in recognition of an expected but as yet unspecified need. If the days remain as 

at the beginning of Q4 then they will be used to review some key Governance areas such as Project Management and Contract Management, with the agreement 

of the Director of Finance and Assets. 

10 days N/A 

Follow-Up 

General 

To ensure all outstanding medium and high recommendations raised in previous audits are implemented.  10 days Various 

Corporate Work A proportion of the total audit resource is made available for ‘corporate work’.  Corporate work is non-audit specific activity which still ‘adds value’ or fulfils our 

statutory duties.  Examples of this type of work include attendance and reporting to Management and Committee, and audit strategy and planning work.  This 

also includes developing the Audit Plan, writing the Annual Report and undertaking the annual Review of Effectiveness of Internal Audit. 

10 days N/A 

Total  110 days  

 
 

Below is a list of auditable areas identified during the development of the plan and will be noted as contingency audits or will be considered for the next year.   
 

Auditable Area 
Days 

Budget 
(Timing) 

Housing Accommodation and Allowances 10 

Inspection Improvement Plan – assurance review 10 

System Access Review 10 122



 

 

Appendix B – Audit Universe (Previous Audit Activity and Assurance Level) 
 

Audit 2012/13 2013/14 2014/15 2015/16 2016/17 2017/18 2018/19 2019/20 2020/21 

Core Financial Controls   
(Reasonable) 

  
(Substantial) 

  
(Substantial) 

  
(Substantial) 

  
(Substantial) 

  
(Substantial) 

  
(Substantial) 

  
(Substantial) 

  
(Substantial) 

Asset Management System (Project)   
(Reasonable) 

        

HR Workforce Planning, Training and 
Appraisal / Performance Management 

  
(Reasonable) 

        

Property Management   
(Reasonable) 

      
(Substantial) 

   

Treasury Management    
(Substantial) 

 
(Incl. in Core 

Financial Controls) 

 
(Incl. in Core 

Financial Controls) 

 
(Incl. in Core 

Financial Controls) 

 
(Incl. in Core 

Financial Controls) 

   

Fleet Management    
(Reasonable) 

     
(Substantial) 

   

ICT Strategy    
(Reasonable) 

   
(Reasonable) 

     

Asset Management System   
(Limited) 

   
(Reasonable) 

      
(Partial) 

Corporate Governance 
 

    
(Reasonable) 

    
(Substantial) 

   

Risk Management     
(Substantial) 

      

Housing Accommodation and 
Allowances 

    
(Reasonable) 

      

HR People Management     
(Substantial) 

      

Pensions Administration      
(Reasonable) 

     

Control Centre      
(Reasonable) 

     

Financial Planning       
(Substantial) 

    

Business Continuity       
(Reasonable) 

    

Project Management       
(Reasonable) 

    

Information Security         
(Reasonable) 

  

Project Management BLH         
(Reasonable) 

  

Stores 
 

       
(Limited) 

  

Cyber Security          
(Reasonable) 

 

Performance Management          
(Reasonable) 

 

Budget Monitoring and Forecasting          
(Substantial) 

 

GDPR           
(Partial) 

Resource Management System  
(IT Application Audit) 

          
(Partial) 

  
* Please note that the assurance opinions were changed in 2020/21 where we introduced ‘Partial’ as a new conclusion on the system of internal control.   
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Appendix C – 2020/21 Internal Audit Key Performance Indicators 

 

 Performance Measure Target Method 

1 
Elapsed time between start of the audit (opening 
meeting) and Exit Meeting. 

Target date agreed for each assignment by the 
Audit manager, stated on Terms of Reference, 
but should be no more than 3 X the total audit 
assignment days (excepting annual leave etc.) 

Internal Audit Performance 
Monitoring System 

2 
Elapsed Time for completion of audit work (exit 
meeting) to issue of draft report. 

15 Days 
Internal Audit Performance 
Monitoring System 

3 
Elapsed Time between issue of Draft report and 
issue of Final Report 

15 Days  
Internal Audit Performance 
Monitoring System 

4 
% of Internal Audit Planned Activity delivered by 
30 April 2021 

100% of Plan by End of April 2021 
Internal Audit Performance 
Monitoring System 

5 
% of High and Medium priority 
recommendations followed up after 
implementation date 

All High and Medium recommendations followed 
up within three months of the date of expected 
implementation 

Internal Audit Performance 
Monitoring System 

6 
Customer satisfaction questionnaire (Audit 
Assignments) 

Overall customer satisfaction 95% Questionnaire 

7 
Extent of reliance External Audit can place on 
Internal Audit 

Reliance placed on IA work External Audit Annual Report  

 
We will also continue to monitor performance standards outlined in the service level agreement.  This includes ensuring requests for assistance with suspected cases of fraud (% of responses made within 

24 working hours) as appropriate and also monitors relationship management issues in the areas of: 

 Timeliness 

 Willingness to cooperate/helpfulness 

 Responsiveness 

 Methodical approach to dealing with requests 

 Quality of work/service provided 
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Internal Audit Report: Adopting CIPFA Recommended Assurance Opinions     

Overview and Audit Committee (Item 7d), 17 March 2021   
   

 

Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Mark Hemming – Director of Finance and Assets 

Maggie Gibb – Internal Audit Manager 

LEAD MEMBER Councillor David Carroll 

SUBJECT OF THE 
REPORT 

Internal Audit Report: Adopting CIPFA 
Recommended Assurance Opinions and 
Definitions 

EXECUTIVE SUMMARY CIPFA has recently released a paper which examined 
the case for standardising the terminology and 

definitions used in internal audit engagements across 
the whole of the public sector and has subsequently 

recommended a standard set of opinions and 
supporting definitions for internal audit service 
providers to use. To ensure we continue to conform to 

the best practice principles, Internal Audit 
recommends that we adopt the standard definitions 

for our 2021/22 work and moving forwards. 

ACTION Decision. 

RECOMMENDATIONS That Members approve the adoption of the CIPFA 
standardised assurance opinions and definitions. 

RISK MANAGEMENT  There are no risk implications arising from this report. 

FINANCIAL 

IMPLICATIONS 

The audit work is contained within the 2020/21 

budget. 

LEGAL IMPLICATIONS There are no legal implications arising from this 

report. 

CONSISTENCY WITH 

THE PRINCIPLES OF 
THE DUTY TO 

COLLABORATE  

Not applicable. 

HEALTH AND SAFETY  There are no health and safety implications arising 

from this report. 

EQUALITY AND 

DIVERSITY 

There are no equality and diversity implications arising 

from this report. 

USE OF RESOURCES Communication and progress monitoring 

 

ITEM 7(d) 
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 All audits, follow-up reports and further updates will 
be submitted to SMB and Overview and Audit 

Committee. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

Internal Audit Plan 2020/21 

Internal Audit reports taken to Overview and Audit 
Committee 

APPENDICES Appendix A – Adopting CIPFA Recommended 
Assurance Opinions and Definitions 

TIME REQUIRED  15 minutes 

REPORT ORIGINATOR 

AND CONTACT 

Maggie Gibb – Internal Audit Manager 

Maggie.Gibb@buckinghamshire.gov.uk  

01296 387327 

 

126

mailto:Maggie.Gibb@buckinghamshire.gov.uk


Appendix A – Adopting CIPFA Recommended Assurance Opinion 
 
 

 

 
 

 

 

 

 

 

Internal Audit Report - Adopting CIPFA Recommended Assurance Opinions 

and Definitions 

February 2021 
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1. Introduction 

The Public Sector Internal Audit Standards (PSIAS), which took effect from the 1 April 2013 and 

updated 1 April 2017, provide a consolidated approach across the whole of the public sector providing 

continuity, sound corporate governance and transparency. Whilst these standards have been largely 

adopted and are consistently applied across the public sector, there is no common practice regarding 

how best to report the overall result of the internal audit work at the end of the audit assignment, i.e. 

the “engagement opinion”. 

The “Engagement Opinion” is “the rating, conclusion and/or other description of results of an 

individual internal audit engagement, relating to those aspects within the objectives and scope of the 

engagement.” 

2. Review by the CIPFA Special Interest Group (SIG) 

In April 2020 the CIPFA Special Interest Group for Internal Audit published a paper following a review 

of assurance opinions used across the public sector; and outlined the range of reporting practices and 

opinions in use. The review found that the most common practice was the four levels of assurance 

opinion on the engagement.  

The review noted a number of advantages to introducing a common practice for reporting opinions on 

Internal Audit engagements. These include:  

 a standard opinion and underlying definition would increase confidence that the engagement 

opinion issued is consistently applied;  

 In particular, it would aid those who sit on more than one public sector audit committee; and 

  It would support the training of internal audit staff, helping to drive up the quality and 

consistency of audit opinions. 

The primary arguments against adopting standard opinion levels are that this might constrain 

innovation in the profession, or it may not suit the particular needs of an organisation or its audit team. 

Appendix A is a comparison of the current Buckinghamshire Council assurance opinions, compared to 

the CIPFA recommendations. 

128



  Page 3 of 4 

3. Recommendations for Approval 

Internal Audit have considered the recommendations by SIG and have concluded that it would be 

appropriate to adopt the CIPFA recommended assurance opinions. However, it should be noted the 

use of the standardised definitions is ‘recommended’, not mandated. 

Further to the engagement assurance opinions, our annual audit report aims to provide a statement 

for senior management and the Overview and Audit Committee on the authority’s overall control 

environment. There is no prescribed way in which Internal Audit should provide this; however, at 

present the Fire Authority uses the four assurance categories in line with those applied for the 

individual audit assignments. It is our view that we continue with this approach as it is logical to closely 

mirror the individual audit assignment opinions when providing an overall opinion. Therefore, we are 

proposing that the annual audit opinions be updated in line with the CIPFA recommended assurance 

opinions.  

 

  

129



  Page 4 of 4 

 

Definition Rating Reason 

Substantial 

Assurance 

There is a sound system of internal 

control designed to achieve 

objectives and minimise risk.  

 

The controls tested are being 

consistently applied and risks are being 

effectively managed. 

Actions are of an advisory nature in 

context of the systems, operating 

controls and management of risks. Some 

medium priority matters may also be 

present. 

Reasonable 

Assurance 

There is a good system of internal 

control in place which should ensure 

objectives are generally achieved, but 

some issues have been raised which 

may result in a degree of risk 

exposure beyond that which is 

considered acceptable. 

Generally good systems of internal 

control are found to be in place but 

there are some areas where controls are 

not effectively applied and/or not 

sufficiently developed.  

Majority of actions are of medium 

priority, but some high priority actions 

may be present. 

Partial 

Assurance 

The system of internal control 

designed to achieve objectives is 

inadequate. There are an 

unacceptable number of weaknesses 

which have been identified and the 

level of non-compliance and / or 

weaknesses in the system of internal 

control puts the system objectives at 

risk. 

 

There is an inadequate level of internal 

control in place and/or controls are not 

being operated effectively and 

consistently.  

Actions may include high and medium 

priority matters to be addressed. 

Limited 

Assurance 

Fundamental weaknesses have been 

identified in the system of internal 

control resulting in the control 

environment being unacceptably 

weak and this exposes the system 

objectives to an unacceptable level of 

risk. 

The internal control is generally 

weak/does not exist. Significant non-

compliance with basic controls which 

leaves the system open to error and/or 

abuse. 

Actions will include high priority matters 

to be actions. Some medium priority 

matters may also be present. 

Definition 

Substantial 

Assurance 

“A sound system of governance, risk management and 

control exist, with internal controls operating 

effectively and being consistently applied to support 

the achievement of objectives in the area audited.”  

Reasonable 

Assurance 

“There is a generally sound system of governance, risk 

management and control in place. Some issues, non-

compliance or scope for improvement were identified 

which may put at risk the achievement of objectives in 

the area audited.” 

Limited 

Assurance 

“Significant gaps, weaknesses or non-compliance were 

identified. Improvement is required to the system of 

governance, risk management and control to effectively 

manage risks to the achievement of objectives in the 

area audited.”  

No Assurance 

“Immediate action is required to address fundamental 

gaps, weaknesses or non-compliance identified. The 

system of governance, risk management and control is 

inadequate to effectively manage risks to the 

achievement of objectives in the area audited.” 

 

BMKFA  already use four assignment assurance opinions levels which are set out below: CIPFA recommended approach is based on their analysis of existing practice, the SIG have recommended 

that the following standard internal audit assurance opinions are provided for engagements: 

Appendix A 
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Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Graham Britten, Director of Legal & Governance 

LEAD MEMBER Councillor Keith McLean 

SUBJECT OF THE 
REPORT 

Corporate Risk Management Policy 

EXECUTIVE SUMMARY 

 

 

 

 

 

 

 

 

 

 

 

 

 

The purpose of this paper is to present members with 
an updated policy and guidance note for Corporate 

Risk Management. 

The policy and guidance have been reviewed and 

updated to reflect: 

 latest (2018) ISO 31000 Risk Management 
Guidelines to ensure that our approach is aligned 

with international good practice; 

 changes to Service internal governance structures 

(revisions to Management Boards’ terms of 
reference and the introduction of the Portfolio 
Management Office); and, 

  current Service Document publication protocols. 

No changes to the existing corporate risk management 

reporting arrangements to the Overview and Audit 
Committee are proposed at this time. 

ACTION Decision 

RECOMMENDATIONS That the Committee recommend the Corporate Risk 
Management Policy set out at Annex A and Guidance 

at Annex B, to the Executive Committee for approval. 

RISK MANAGEMENT  The development, implementation and operation of 

effective corporate risk management structures, 
processes and procedures are considered critical to 
assure continuity of service to the public, compliance 

with relevant statutory and regulatory requirements 
and the successful delivery of the Authority’s strategic 

objectives and plans. 

FINANCIAL 

IMPLICATIONS 

No direct financial implications arising from the 

presentation of this report. It is envisaged that the 
further development of the Authority’s corporate risk 
management framework will be undertaken from 

within agreed budgets. 

 

     ITEM 8 
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LEGAL IMPLICATIONS The Overview & Audit Committee Terms of Reference 
require it “to monitor the effective development and 

operation of risk management and corporate 
governance within the Authority”. The Financial 
Regulations, at Section C, state that the Executive 

Committee is responsible for approving the Corporate 
Risk Management Policy after considering 

recommendations from the Overview & Audit 
Committee. 

CONSISTENCY WITH 
THE PRINCIPLES OF 
THE DUTY TO 

COLLABORATE 

Corporate risk management falls outside the scope of 
current Thames Valley collaboration agreements and 
priorities. However, officers have had regard to the 

approaches used by neighbouring authorities in 
preparing this policy update and associated guidance. 

In particular, Royal Berkshire Fire Authority whose 
Organisational Risk Management Policy is already 
based on the ISO 31000 standard. 

HEALTH AND SAFETY  Day to day management of occupational health and 
safety risks falls outside the scope of this policy and 

guidance. The Service has established processes and 
procedures for managing health and safety based on 

standards set by the Institute of Occupational Safety 
and Health (IOSH).  

EQUALITY AND 
DIVERSITY 

No direct implications from the presentation of this 
report. However, risks to achieving the Authority’s 
equality, diversity and inclusion objectives and / or 

compliance with relevant statutes or regulations are 
identified, assessed and managed via the corporate 

risk management processes and, where identified, 
included and monitored within the Human Resources 
Risk Register. 

USE OF RESOURCES 

 

Communication with Stakeholders 

The updated Corporate Risk Management Policy has 

been subject to internal consultation with stakeholders 
and also to gateway reviews by the following: 

• Performance Monitoring Board at its 4 February 
2021 Meeting; 

• Strategic Management Board at its 16 February 
2021 Meeting; and, 

 • The Authority Lead Member for Health and Safety 

and Corporate Risk. 

Following approval of this policy it will be published to 

the Organisation as a whole and will be available to all 
Authority Members and Service staff. More detailed 
guidance and, where necessary, training will be 

provided to all Service managers and staff to enable 
them to identify, evaluate, record and report potential 

corporate risks. 
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System of internal control 

The development of the Corporate Risk Management 

Policy and framework complements the governance 
framework and business processes as a critical cog in 
the system of internal control and makes better use of 

our people resources by giving them clearly defined 
areas of responsibility. Risk registers are maintained 

at Project, Directorate and Corporate levels. 
Directorate risks are regularly reviewed within 
Directorates and formally at their management team 

meetings. An escalation process is in place to enable 
risks to be elevated to Corporate level. Corporate risks 

are monitored by the Performance Management Board 
and the Strategic Management Board with CFA 

Member scrutiny exercised at the Overview and Audit 
Committee meetings and by the Lead Member for 
Health and Safety and Corporate Risk. 

The Medium-Term Financial Strategy 

Financial risks are captured at Directorate and 

Corporate levels. Any implications for medium term 
financial planning are included in the individual risk 
assessments. 

The balance between spending and resources 

The corporate risk management process is funded 

from within agreed budgetary resources. Any 
budgetary impacts associated with risk recorded in the 
risk registers are identified in the individual risk 

assessments and dealt with via the budget 
management and planning processes. 

The management of the asset base 

The asset management implications of recorded 
corporate and directorate risks are captured in the 

individual risk assessments together with details of the 
controls and mitigating actions. 

Environmental 

Any environmental impacts associated with risks 
captured in the corporate and directorate risk registers 

are identified in the individual risk assessments 
together with details of the controls and mitigating 

actions. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

The preceding Corporate Risk Management Policy was 

approved at the 18 March 2015 Executive Committee: 

https://bucksfire.gov.uk/documents/2020/03/180315
_exec_committee_papers.pdf/ 

APPENDICES Annex A:     2021 Corporate Risk Management Policy 
Statement 

Annex B:     Corporate Risk Management Guidance 
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TIME REQUIRED  15 Minutes 

REPORT ORIGINATOR 

AND CONTACT 
Stuart Gowanlock, Corporate Planning Manager 

sgowanlock@bucksfire.gov.uk   
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Annex A 

Policy statement  
 

Buckinghamshire and Milton Keynes Fire Authority (the ‘Authority’) recognises that risk 

management is a vital activity that underpins and forms part of our vision, values and 

strategic objectives. This activity includes operating effectively, efficiently and providing 

confidence to the communities we serve. Risk is present in everything we do and it is 

therefore our policy to pro-actively identify, assess and manage key areas of risk. We seek to 

embed risk management into the culture of the Authority and Buckinghamshire Fire and 

Rescue Service (the ‘Service’) and the behaviour of all people involved in the governance, 

management, operation and development of the Authority and Service. Risk management 

needs to be embedded throughout all processes, projects and strategic decisions, including 

procurement and contracting which will ensure that the management of partnerships and 

third-party relationships are included within the scope of our risk management policy. 

 

In order for risk management to be effective and enabling, we must ensure that we have a 

robust, consistent, communicated and formalised process across the Service. In turn, this 

approach enables the Authority to consider what levels of risk are acceptable, its ‘risk 

appetite’, and for this to be defined. 

 

This risk management policy and associated guidance forms an integrated framework that 

supports the Authority and Service in the effective management of risk. We will involve all of 

our staff in the identification and management of risk, and empower them to take necessary 

action. Management of risk activity will be regularly supported through discussion and 

appropriate action by the Senior Management Team. The Senior Management Team will 

review all significant risks, evaluating their mitigation strategies and establishing supporting 

actions to be taken to reduce them to an acceptable level. Managing risks will be an integral 

part of both strategic and operational planning and the day-to-day running, monitoring, 

development and maintaining of the Authority and the services it provides to the public. 
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Consider privacy statement and protective marking- include here when complete 

Version 1.1 Page 1 of 10  29 January 2021 

1.0 Changes since the last version            Annex B 
 
Guidance reviewed and updated to reflect: 
 

 latest (2018) ISO 31000 Risk Management Guidelines; 
 current Service Document publication protocols; 

 changes to Service internal governance structures (revisions to management 
Boards terms of reference and introduction of Portfolio Management Office); 

 new risk impact and scoring matrices. 

 
Additions and changes relative to the 2015 Corporate Risk Management Policy 

are shaded grey. 

 
2.0  Index 
 
3.0  Purpose and Scope        

 
4.0 Risk Management Definitions       

 
5.0 Risk Appetite         

 
6.0 Governance Structures        
 

7.0 Roles and Responsibilities        
 

8.0 Risk Management Processes and Methods     
 
 Appendices 

 
1 Risk Evaluation Framework  

            
2 Risk Scoring Matrix                 
        

 

3.0 Purpose and scope 
 
The purpose of this document is to provide guidance to facilitate the effective 

identification, analysis, evaluation, treatment, monitoring and reporting on risks 
that could affect the Authority’s ability to deliver services to the public and / or 
meet its strategic objectives. 
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Day to day management of occupational health and safety risks and the 
management of risk in the community fall outside the scope of this guidance. 

The Service has established processes and procedures for managing health and 
safety based on standards set by the Institute of Occupational Safety and Health 

(IOSH). The identification, evaluation and treatment of risks to the public / 
communities is addressed via the Service’s Integrated Risk Management 
Planning (IRMP) processes. 

 

4.0  Risk Management Definitions 
 
4.1 ISO 31000:2018 defines ‘risk’ as the “effect of uncertainty on objectives” 

and ‘risk management’ as “coordinated activities to direct and control an 
organization with regard to risk”. However, in addition, the Authority also 

recognises the earlier definitions specified by the Office of Government 
Commerce (OGC) and published in “Management of Risk: Guidance for 
Practitioners (2011)”: 

   

Definition of Risk  Definition of Risk Management 

An uncertain event or set of 

events that will have an effect 

on the achievement of 

objectives. A risk is measured 

by a combination of the 

probability of a perceived 

threat or opportunity occurring 

and the magnitude of its 

impact. 

 Systematic application of 

principles, approach and process to 

the tasks of identifying and 

assessing risks, and then planning 

and implementing risk responses. 

 

5.0 Risk Appetite  
 

5.1 Risk appetite is the amount of risk that the Authority is willing to tolerate 
relative to the size, nature and degree of uncertainty associated with 

identified threats and opportunities. Managing risk effectively does not 
mean that the Authority / Service is risk averse but rather that it is aware 
of the risks associated with any decisions that it takes and is willing and 

able to accept the consequences in the event of a risk crystallising. 
 

As a general principle, risks attracting a combined score of 20 or more on 
the Risk Scoring Matrix (shown at Appendix 2) will be considered 
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intolerable by the Authority and prioritised for treatment in order to 
eliminate or reduce the risk to acceptable levels. However, the Authority, 

at its discretion, may elect to tolerate risks at this level or deem lower 
levels of risk to be intolerable on a case by case basis depending on their 

source and nature. 
 

6.0 Governance Structures 
 
6.1 Governance of Corporate Risks, and the policies and processes by which 

they are managed, is carried out via the Authority Committee and Service 
Management Structures: 

 

 
 

6.2 Monitoring and management of corporate risks is carried out at a level 
commensurate with the nature and magnitude of the risk.  

 
6.3 Risk management is embedded in the Service’s core operational, support 

and project management processes. Risks with the potential to become 
Corporate Risks are captured and evaluated in Risk Registers maintained 
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by all significant business units within the Service (typically at Directorate 
level). These risks are regularly reviewed in Directorate Management 

Meetings and may be escalated to the Performance Monitoring Board 
(PMB) at the discretion of the relevant Director / Head of Service if they 

meet the escalation criteria set out at pages 10 of this document. 
 
6.4 All projects are required to maintain risk registers in a prescribed format. 

Project risk registers are monitored by the Portfolio Management Office 
(PMO) who refer significant risks to the Business Transformation Board 

(BTB) for review and, if necessary, further escalation to the Strategic 
Management Board (SMB). BTB meets on a regular basis aligned to the 
dates of Strategic Management Board (SMB) meetings. 

  
6.5 PMB meets on a regular basis at a frequency agreed by SMB. It reviews 

the content of the Corporate Risk Register and evaluates risks escalated 
from Directorate level and, subject to that evaluation, may recommend 
them to SMB for inclusion in the Corporate Risk Register.  

 
6.6 SMB normally meets on a monthly basis. At every meeting, it reviews the 

current set of risks designated as ‘corporate’ to ensure that their status, 
evaluations and controls remain valid and any project risks escalated by 

BTB. It also reviews recommendations from PMB for risks to be included 
in the Corporate Risk Register escalated from Directorate / Department 
risk registers. If new, urgent, potential corporate risks are identified 

outside of the normal review cycle these may be escalated directly to 
SMB by Directors or Heads of Service via the Corporate Planning 

Manager. SMB is also responsible for reviewing the corporate risk 
management reports that are submitted to every meeting of the 
Authority’s Overview and Audit Committee (O & A). 

 
6.7 The O & A Committee’s Terms of Reference require it: 

 
1. To monitor the effective development and operation of risk 

management and corporate governance within the Authority. 

 
2. To consider reports dealing with the management of risk across the 

organisation, identifying the key risks facing the Authority and 
seeking assurance of appropriate management action. 

 

6.8 The Financial Regulations, at Section C, state that the Executive 
Committee is responsible for approving the Corporate Risk Management 

Policy after considering recommendations from the Overview and Audit 
Committee. 
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7.0 Roles & Responsibilities 
 
7.1 Authority Members  

 
Hold the Chief Fire Officer / Chief Executive accountable for the effective 

management of risk throughout the Service via the Overview and Audit 
Committee. 

 
Approve, via the Executive Committee, the Authority’s Corporate Risk 
Management Policy. 

 
Review, via the Overview and Audit Committee, the Corporate Risk 

Register and associated reporting. 
 
Challenge Service Senior Management to satisfy themselves that risks 

have been correctly identified, evaluated and addressed. 
 

Raise any potential risks that they may identify to the Director of Legal 
and Governance, or other designated officer, via the Chairman of the 
Overview and Audit Committee. 

 
7.2 Chief Fire Officer / Chief Executive 

 
Accountable for the effective management of risk throughout the Service 
and ensuring that appropriate processes and systems are in place to 

ensure this. 
 

7.3 Directors and Heads of Service 
Responsible and accountable for the identification, evaluation, recording 
and effective management of all risks within their Directorate / 

Department using the approved Authority policy and this guidance, 
appointing suitable persons to manage their risk registers and reporting 

arrangements as appropriate. 
 
Responsible and accountable for ensuring that all risks meeting the 

escalation criteria at page 10 are escalated to the PMB, BTB and / or SMB 
for scrutiny as appropriate. 
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7.4 Corporate Planning Manager  
 

Responsible for developing, maintaining, and implementing the 
Authority’s Corporate Risk Management Policy. 

 
Maintains the Corporate Risk Register and risk identification, recording, 
evaluation and reporting processes for use across the Authority / Service. 

 
Liaises with the Authority Lead Member to ensure that they are regularly 

updated on any changes to risks recorded in the corporate risk register 
and consulted on any proposals for changes to the Authority’s Corporate 
Risk Management Policy and / or guidance. 

 
 

8.0 Risk Management Processes and Methods 
 

 ISO 31000:2018 specifies the following risk management process model 
which has informed the development of this guidance: 
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8.1 Identification of risks  

 
UK Government provides a comprehensive framework for the 

identification of organisational risk: 
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Service Managers will use structured methods to assist with the 
identification of risks emanating from such sources including: 

 
 The analysis of external risk registers such as the National Risk 

Register and Thames Valley Local Resilience Forum Community Risk 
Register. 

 

 Application of the PESTEL framework and / or other horizon scanning 
tools 

 
 The outputs of self-assessments, project risk evaluations, formal 

audits (internal and external), peer reviews and formal inspections 

such as those conducted by Her Majesty’s Inspectorate of 
Constabulary and Fire and Rescue Services (HMICFRS). 

 
 
8.2 Analysis of risks 

 
 In line with ISO 31000:2018 guidance, analysis of risks will consider: 

  
 the likelihood of events and consequences; 
 the nature and magnitude of consequences; 

 complexity and connectivity; 
 time-related factors and volatility; 

 the effectiveness of existing controls; 
 sensitivity and confidence levels. 
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8.3 Evaluation of Risks 
 

All risks will be evaluated against the criteria shown at Appendix 1 to 
determine the nature and scale of their potential impact. 

 
Risks will then be prioritised for treatment using the ‘Risk Scoring Matrix’ 
shown at Appendix 2. 

 
8.4 Recording & Reporting of Risks 

 
Formal review and reporting of Corporate Risks are undertaken to every 
PMB and SMB meeting, and also to the Authority’s Overview and Audit 

Committee as set out in Section 6 of this document. SMB may also 
consider new risks requiring urgent consideration outside of the normal 

reporting cycles at its weekly informal meetings if the situation demands 
it. 
 

Corporate Planning will provide appropriate templates and systems for 
analysing, evaluating, recording and reporting risks identified at 

directorate and corporate levels. The PMO will do the same for project 
risks. 

 
8.5 Treating Risks 
 

Methods appropriate to the nature and scale of the risks should be 
employed to control and manage them. Typically, these will include one 

or a combination of the following methods: 
 

Avoid By not starting an activity or investment that gives rise to 
the risk. 
 

Terminate This involves methods such as stopping the activity or 
process or divesting of the asset giving rise to the risk. 

 

Treat Implement control measures that reduce the likelihood and 

/ or the impact of the risk to acceptable levels. 
 

Transfer Transfer the risk to / share with a third party e.g. 
insurance, contract, outsourcing, partnering. 
 

Tolerate Accept the risk, by informed decision, as it is and do 
nothing to further mitigate it.  
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8.5 Risk Escalation Criteria 
 

It is expected that the majority of risks will be managed at Directorate / 
Department / Project level. However, all risks scored at 12 or above (dark 
Amber / Red risks), using the Risk Scoring Matrix shown at Appendix 2, 

must be escalated to PMB for review. PMB will escalate these risks to 
SMB if they meet at least one of the following criteria: 

 
1. The means of avoiding, reducing, mitigating, controlling or 

eliminating the risk are considered inadequate and additional 

interventions or resources beyond those available within the 
individual Directorate / Department are required; 

 
2. The nature and scale of the risk is such that it cannot be effectively 

monitored and managed at Directorate level. 

 
Also, other risks falling within the amber zone (8-10) on the Risk Scoring 

Matrix may, at the discretion of the line Director or Head of Service, be 
elevated to PMB for review and potential escalation to SMB if they 

consider that they are of a pan-organisational nature and / or there is 
insufficient capacity, resources and / or means of treating it at Directorate 
level with the consequent potential for it to become ‘intolerable’ (red 

zone). 
 

SMB will act as the final point of review for potential corporate risks for 
inclusion in the Corporate Risk Register which will then be subject to 
scrutiny by the Authority’s Overview and Audit Committee. 
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 Low:1 Minor:2 Moderate:3 High:4 Major:5 

Health and 

Safety  

Minor incident 

with no physical 

effect on 

workforce  

Injury to 

workforce with 

only short-term 

issues  

Injury to 

workforce leading 

to long term 

issues  

Serious 

injury/disablement 

to fire fighter/staff 

member  

Death of a fire 

fighter/staff member  

Political  Bought to the 

attention of the 

Fire Authority  

Fire Authority 

formally 

comments  

Internal Fire 

Authority enquiry  

Ombudsman  Central Government 

inquiry  

Strategic  Strategic 

commitment fully 

achieved  

Strategic 

commitment 

partly achieved  

Not clear as to 

how activity 

addresses 

strategic 

commitments  

A Major element 

of the strategic 

commitment is 

not met.  

Total failure to 

achieve strategic 

commitments  

Operational  Only slight risk to 

task with no real 

effect on activity  

Risk to task which 

may lead to the 

activity being re-

evaluated  

Risk to task which 

may lead to the 

activity being 

suspended  

Failure of task 

leading to 

financial loss and 

assess  

Complete failure of 

task with loss of life 

or massive financial 

loss  

Financial  Minor uncertainty 

of the budgets  

Budgetary 

changes may be 

required to 

achieve outcome  

Multiple budget 

lines affected  

Financial position 

compromised  

Unable to project 

financial position of 

the service  

Economic  Low cost that can 

be easily absorbed  

Cost can be easily 

absorbed with 

minor impact  

Costs that will 

required re 

budgeting and a 

compromise  

Costs that will 

impact quite hard 

on budgets  

Costs that threaten 

the life of any 

project or task  

Environmental  No environmental 

impact  

Minor 

environmental 

impact, easily 

rectified by 

existing controls  

Environmental 

impact that ca not 

be avoided 

without direct 

intervention  

Repairable 

environmental 

damage following 

significant 

investment  

Irreparable damage 

caused to the 

environment leading 

to prosecution  
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 Low:1 Minor:2 Moderate:3 High:4 Major:5 

Regulatory  Fully meets all 

regulatory 

requirements  

Regulatory 

requirements met 

with justifiable 

deviations  

Regulatory 

requirements met 

with non-

justifiable 

deviations  

Regulations not 

followed leading 

to failure to obtain 

successful 

prosecutions  

Statutory duties not 

met putting the 

organisation at risk 

of repercussion  

Reputational  No negative 

outcome to the 

reputation of the 

organisation  

Minor damage to 

the organisations 

reputation which 

can be dealt with 

through internal 

controls and 

procedures  

Reputational 

damage resulting 

in negative 

publicity locally  

Reputational 

damage resulting 

in negative 

publicity nationally  

Serious damage to 

the reputation of the 

organisation on a 

national/international 

basis leading to long 

term loss of 

confidence in the 

service 

Information 

risks   

Information not 

available when 

required causing 

delays. 

Information not 

adequate on which 

to base decisions. 

Information overly 

accessible to too 

wide a group 

threatens the 

integrity of the 

data. 

Information not 

properly secured 

enabling 

unauthorised 

access causing 

reputational 

damage or, if 

personal data, 

also causing 

damage and 

distress to 

individuals leading 

to fines and legal 

action. 

 

Information breach 

of a magnitude 

requiring it to be 

reported to the 

Information 

Commissioner within 

72 hours. Causing 

disruption to service, 

damage and distress 

to individuals, 

reputational damage 

and financial damage 

through fines and 

court costs.  
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Appendix 2: Corporate Risk Management Guidance – Risk Scoring Matrix 

Li
ke

lih
o

o
d

 S
co

re
 

 

 Impact Score 

1 2 3 4 5 

 Definition Low Minor Moderate High Major 

5 Almost certain to 
happen within 1 Year 

 
1 10 15 20 25 

4 Likely to happen within 
1 – 3 years 

 
4 8 12 16 20 

3 Could happen within 
3 – 10 years 

 
3 6 9 12 15 

2 Unlikely to happen. 
10 -15 years away. 

 
2 4 6 8 10 

1 Rarely occurs. 
15 years plus away. 

 
1 2 3 4 5 

 

R 
 

 Outside of risk appetite 

 Requires escalation to SMB and inclusion in Corporate Risk Register for monitoring. 

 Requires action at SMB and / or Authority level to mitigate risk. 

 Any additional resources to mitigate risk requires approval by SMB and / or the 
Authority in accordance with the Scheme of Delegation to Officers and the Financial 
Regulations. 

 

A 
 

 Potentially outside of risk appetite. 

 Requires escalation to PMB for review and consideration for inclusion in Corporate 
Risk Register if cannot be mitigated at Directorate / Departmental level. 

 If not escalated to Corporate Risk Register requires active mitigation with measures 
approved by relevant Area Commander / Director / Head of Service 
 

A 
 

 Inside risk appetite. 

 Can be escalated to PMB for review at discretion of Area Commander / Director / Head 
of Service 

 Requires mitigation and can be achieved within the current level of resources with 
measures approved by relevant Area Commander / Director / Head of Service 
 

G 
 

 Inside risk appetite. 

 Monitor and manage at Directorate / Departmental level. 

 Mitigate further only if cost-effective to do so and can be achieved within the current 
level of resources”. 
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Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Graham Britten, Director of Legal & Governance 

LEAD MEMBER Councillor Keith McLean 

SUBJECT OF THE 
REPORT 

Corporate Risk Management 

EXECUTIVE SUMMARY 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

This report provides an update on the current status of 
identified corporate risks. Risk registers are 

maintained at project, departmental and directorate 
levels. Corporate risks are those that have been 
escalated from these levels for scrutiny by the 

Strategic Management Board (SMB) because of their 
magnitude, proximity or because the treatments and 

controls require significant development. 

Officers draw on a range of sources to assist with the 

identification and evaluation of corporate risks. For 
example, membership of the Thames Valley Local 
Resilience Forum (TVLRF)’s Strategic Coordinating 

Group (SCG) facilitates active monitoring of a range of 
risks with the potential for impacts on local 

communities and services including, at the present 
time, Coronavirus (COVID-19) and UK - EU post 
transition period risks. 

Our involvement with the Local Resilience Forum 
directly links us into national Government agencies 

and departments such as Public Health England and 
the Ministry of Housing, Communities and Local 
Government. This allows us to share intelligence and 

information with those who are making decisions at 
the very highest levels. 

The TVLRF SCG enables its partners to jointly develop 
combined responses to civil emergencies, and 
strategic consequence management. Matters under 

regular review include Covid-19 outbreak, winter 
pressures and EU transition. This multi-agency 

partnership approach helps target our activity directly 
to the needs of the public. 

The Corporate Risk Register was last reviewed by the 

Overview and Audit Committee on 11 November 2020. 
Since then it has been regularly reviewed by SMB and 

also by the Performance Management Board (PMB) 
which scrutinises Directorate and Department risk 
registers to determine whether risks recorded in these 
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require escalation to SMB for potential inclusion in the 
Corporate Risk Register. 

Since the Overview and Audit Committee last reviewed 

the Corporate Risk Register at its 11 November 2020 
meeting, SMB noted and agreed the following updates, 

changes and additions: 

 the ending of the UK – EU transitional 

arrangements and their replacement by a trade 
and cooperation agreement. The nature of this 
has materially reduced the likelihood of any 

significant physical disruption to our operations 
and services (see update at page 8 of Appendix 

C). It was therefore agreed that the risk revert 
to Green RAG status; 

 the emergence of Covid-19 variants, which 

appear to be more infectious than the original 
strain, resulting in the implementation of a new 

national lockdown. Rising infection rates, 
hospitalisations and mortalities were being 
experienced in local communities as well as 

nationally and increased levels of staff absence 
for Covid related reasons. Staff absence has 

recently declined from a peak of c. 10% of the 
workforce, therefore no change to the risk score 
was agreed but has been kept under close 

scrutiny in light of subsequent developments. 
Also, effective partnership working with NHS 

and CCG colleagues, identified opportunities to 
offer vaccinations to our staff, primarily those 
whose role could potentially involve contact with 

the public, by utilising unused capacity within 
vaccine batches. This enabled 263 staff, to be 

offered the COVID vaccine earlier than would 
otherwise have been expected equating to 54% 
of our establishment / workforce (see update at 

page 10 of the Corporate Risk Register at 
Appendix C). 

 following review of directorate / department risk 
registers in relation to the current set of 
corporate risks at its 4 February meeting, PMB 

recommended that the pensions related aspects 
of the staff availability risk be identified and 

monitored as a separate risk in its own right 
given the complexity and imminence of the 

potential impacts arising from this. This 
recommendation was approved by SMB at its 16 
February meeting and a new risk included in the 

Corporate Risk register at page 11 of Appendix 
C. 

The current distribution of corporate risks relative to 
probability and potential impact is shown at Annex A. 

Changes to the corporate risk ratings over the last 
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year are shown at Appendix B. 

Detailed assessments of identified corporate risks are 
shown in the Corporate Risk Register at Appendix C. 

The date for the next Overview and Audit Committee 
review will be confirmed at the 16 June Fire Authority 

AGM. 

ACTION Decision 

RECOMMENDATIONS It is recommended that: 

1. the status report on identified corporate risks at 
Annex C be reviewed and approved; and, 

2. comments be provided to officers for consideration 
and attention in future updates/reports. 

RISK MANAGEMENT  The development, implementation and operation of 
effective corporate risk management structures, 
processes and procedures are considered critical to 

assure continuity of service to the public, compliance 
with relevant statutory and regulatory requirements 

and the successful delivery of the Authority’s strategic 
aims, priorities and plans. 

FINANCIAL 
IMPLICATIONS 

No direct financial implications arising from the 
presentation of this report. It is envisaged that the 
further development of the Authority’s corporate risk 

management framework will be undertaken from 
within agreed budgets. 

LEGAL IMPLICATIONS None directly arising from this report. Any legal 
consequences associated with the crystallisation of 

individual risks are detailed in the Risk Register report 
at Appendix C. 

CONSISTENCY WITH 
THE PRINCIPLES OF 
THE DUTY TO 

COLLABORATE 

The potential to share corporate risk intelligence with 
neighbouring FRS and other relevant agencies will be 
considered. BMKFA already participates in the multi-

agency Thames Valley Local Resilience Forum which 
produces a Community Risk Register which is among 

the sources used to identify potential risks to the 
Authority. 

HEALTH AND SAFETY  Development of the framework does not impact 

directly on the legal compliance to health and safety, 

however if risks are not appropriately identified then 

this may present Health and Safety risks. 

EQUALITY AND 
DIVERSITY 

No direct implications from the presentation of this 
report. However, risks to achieving the Authority’s 

equality, diversity and inclusion objectives or 
compliance with relevant statutes or regulations are 
identified assessed and managed via this process and 

are currently monitored within the People and 
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Organisational Development Risk Register. 

USE OF RESOURCES 

 

The development of the risk management framework 

complements the governance framework and business 
processes as a critical cog in the system of internal 
control and makes better use of our people resources 

by giving them clearly defined areas of responsibility.  

Senior managers and principal officers are key 

stakeholders in the development of the framework and 
have an active role in its development at every stage.  
The lead Member will also be involved in the 

development of the framework with particular 
responsibility for determining the reporting 

arrangements for the Authority.   

As with all policy frameworks, all employees will be 

informed of the changes in the process and will 
receive any training necessary to support their role in 
the process.  

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

The current Corporate Risk Management Policy was 
approved at the 18 March 2015 Executive Committee: 

https://bucksfire.gov.uk/documents/2020/03/180315
_exec_committee_papers.pdf/ 
 

CFA Members were last updated on the status of the 
Authority’s Corporate Risks at the 11 November 2020 

Overview & Audit Committee. 
 

APPENDICES 1. Appendix A: Distribution of Corporate Risks at 
16 February 2021 SMB meeting. 

2. Appendix B: 12 Month View of Changes to 
Corporate Risks 

3. Appendix C: Corporate Risk Register Report 

TIME REQUIRED  10 Minutes 

REPORT ORIGINATOR 
AND CONTACT 

Stuart Gowanlock, Corporate Planning Manager 

sgowanlock@bucksfire.gov.uk   
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Appendix A: Corporate Risk Map – As at 16 February 2021 SMB 
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Appendix B – Risk Register Changes (12 Month View) 
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Appendix C - Corporate Risk Register – as at 16 February 2021 SMB 

Page 1 of 11 

  

Corporate Risks 
 

Risk 
Description 

Resp. Consequences if 
Untreated Risk Occurs 

Risk Score 
(Former) / New 

Risk 
Level 

Current Treatment R 
A 
G 

Comments / Further Treatment Proposed 

 P I ∑ HML   

CRR 014.4 Staff 
Availability 
Emerging risks 
of 1/ Court of 
Appeal ruling 
on the 
McCloud / 
Sargeant cases. 
Potential for all 
affected staff 
retiring from 
the Service on 
or before 
March 2022    
 
2/ Staff 
inability to get 
to work due to 
external 
factors e.g. 
Pandemic Flu, 
disruption to 
fuel supplies 
etc. 
 
3/Impact of 
transformation 
at pace on 
attraction of 
new staff, 
retention and 
overall 
workforce 
stability. 

Chief 
Operati
ng 
Officer  

Potential detrimental 
effects on service delivery 
to the community and our 
reputation. 
 
Failure to discharge 
statutory duties. 
 
Loss of critical knowledge / 
skills / capacity 
/competency levels. 
 

(2) 
(5) 
(3) 
(4) 
(3) 
(5) 
(4) 
(5) 
(4) 
(5) 
(3) 
(4) 
4 

(5) 
(5) 
(5) 
(5) 
(5) 
(4) 
(3) 
(3) 
(3) 
(3) 
(3) 
(3) 
4 

(10) 
(25) 
(15) 
(20) 
(15) 

  (20) 
(12) 
(15) 
(12) 
(15) 
(9) 

(12) 
16 

(M) 
(H) 
(H) 
(H) 
(H) 
(H) 
(M) 
(H) 
(M) 
(H) 
(M) 
(M) 
H 

 Full business continuity plans in 
place & uploaded to Resilience 
Direct. 

 Peer review of the business 
continuity arrangements 

 Bank System 

 Flexi-Duty System Pilot 

 Staff Transfer Procedure 

 Employee assistance and welfare 
support 

 Training Needs Assessment process 

 Monitoring of staff ‘stability ratio’ 
relative to best practice and sector 
norms 

 Review of Resourcing and Retention 
strategies 

 Wider range of contracts offering 
more flexible ways of working 

 A variety of approaches are being 
adopted to replenish the workforce. 
These include more operational 
apprentices, transferees, and re-
engagement options 

  Workforce planning data is 
regularly reviewed with Prevention, 
Response & Resilience, HR and 
Finance. 

 Growth bids to be considered to 
support future resourcing demands. 

 HR are reviewing the future 
promotion and career development 
options 

 Resourcing levels are constantly 
monitored to ensure coverage. 

R 
 

12 May 2020 SMB 
Resourcing levels are constantly monitored to 
ensure coverage. Resourcing has not been 
impacted by the pandemic outbreak, if anything 
they are better than previously. 
20 Apprentices (cohort 5) joined the service on 6 
April, and cohorts 3 and 4 joined on the 22 March. 
Development centres and recruitment are 
continuing to ensure roles are resourced. 
Plans are in place to ensure that the On-call 
recruitment continues in the near future. 
23 June 2020 SMB 
No change to risk score or evaluation. 
25 August 2020 SMB 
8 On-call employees joined on 3 August. Flexi-
Firefighter shortlisting is underway, interviews due 
to take place in September. HR presence at 
Pandemic Recovery meetings and government 
guidance is reviewed regularly. HR are working 
closely with Occupational Health, Welfare Officer 
and Employee Assistance providers to ensure 
welfare is in place to support employees. 
22 September 2020 SMB 
Detailed workforce planning has been undertaken 
to understand the impact of the Sargeant pensions 
ruling and any necessary action that needs to be 
taken to mitigate the risk on workforce number. 
The annual succession planning and business 
continuity report was presented to the Executive 
Committee on 16 September. 
 

A Development centre has taken place to replenish 
development pools at Crew, Watch and Station 
level. 
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This is a 
composite risk 
more detailed 
evaluations of 
individual risk 
components 
are contained 
in the P & OD 
Directorate 
Risk Register. 

 The Recruitment Oversight Board 
meets regularly to review resourcing 
and ensure a joined-up approach. 

 Pensions remedy consultation 
received, response to be drafted. 
Workforce planning to be reviewed 
for implications and plans put in 
place 

 GC/AC development centre held. 

 CC/WC/SC development centre 
being held in September 2020. 

 On-call virtual awareness evenings 
held and recruitment continues 
ensuring compliance with 
government guidance. 

 

The Recruitment Oversight Board is due to meet 
shortly, to ensure that joined up approach. 
 

A meeting took place week commencing 14 
September to evaluate the Cohort Five 
recruitment and selection process and identify any 
learning to inform future processes. 
 

As the number of covid-19 cases increase 
nationally, this will be continually monitored to 
ensure the necessary guidance and support is in 
place and communicated to staff. 
19 January 2021 SMB 
HR attend Pandemic planning meetings. 
Government guidance is reviewed regularly and 
communicated to employees. 
HR are working closely with Managers, 
Occupational Health, Welfare Officer and 
Employee Assistance providers to ensure welfare is 
in place to support employees. 
As cases of COVID19 continue to rise HR and RMT 
review absence on a daily basis to ensure it is 
correct for the absence reporting and resourcing 
requirements. 
Recruitment continues in a socially distanced way 
and virtually where possible.  It is reviewed 
regularly to ensure compliance. 
The Pensions ruling is expected shortly, Finance 
and HR liaise on a regular basis on Pensions 
matters. 
16 February 2021 SMB 
In light of the recommendation from the 4 
February PMB, SMB approved the extraction of the 
pensions related aspects of this risk and their 
inclusion as a separate risk in the corporate risk 
register (see page 11 below). 
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Risk 
Description 

Resp. Consequences if 
Untreated Risk Occurs 

Risk Score 
(Former) / New 

Risk 
Level 

Current Treatment R 
A 
G 

Comments / Further Treatment Proposed 

 P I ∑ HML    

Fin 14 – 

Funding and 

Savings 

Requirement 

Director 

Finance 

& Assets  

The funding settlement 
now assumes that a 
council tax increase is 
required each year in 
line with the prevailing 
capping limit, currently 
2% for the Fire 
Authority, and that 
local growth meets 
expectations. 
 
If either, or both, did 
not come to fruition 
then there is a risk the 
Authority will not meet 
its commitment to the 
PSP 2020 - 25 and that 
a fundamental re-think 
of service provision 
would be required.  

(4) 

(3) 

(3) 

4 

(4) 

(4) 

(4) 

4 

(16) 

(12) 

(12) 

16 

H 

M 

M 

H 

Proactive management of the MTFP 

is in force and is very closely aligned 

to workforce planning.    

For the present, USAR (S31) grant 

funding is assumed to continue, 

though notification now seems to be 

year on year and often after budget 

setting. If removed, the Authority will 

need to cope with a circa £800k cut 

in funding.   

The Authority has responded to 

consultations and lobbied MPs to 

increase the referendum threshold 

for fire authorities to £5. 

As part of the budget setting process, 

we will seek to identify savings 

opportunities to address the deficit in 

the overall revenue budget for 

potential implementation in 2022-23. 

R 11 February 2020 SMB 

On 6 February 2020, the Government published the Final 

local government finance settlement: England, 2020 to 2021 

via a written statement to Parliament (the debate on this is 

due to take place on 12 February 2020).  The statement 

confirmed the referendum principles for fire and rescue 

services would be 2%. 

On 6 February 2020, the Home Office also formally 

confirmed that the same amounts of pension grant funding 

will be paid for 2020-21 as were paid in 2019-20. 

12 May 2020 SMB 

The immediate costs relating to COVID-19 have been covered 

by the additional grant funding provided by Government. 

However, there is a significant risk to future funding levels, as 

Council Tax and business rates revenues are likely to fall and 

Government funding may also be decrease.  It is also unlikely 

that a Comprehensive Spending Review will be completed in 

time for 2021-22, adding further uncertainty to the current 

financial outlook. 

23 June 2020 SMB 

No change to risk score or evaluation 
25 August 2020 SMB. 
On 21 July 2020 The Chancellor launched the 2020 

Comprehensive Spending Review (CSR).  The review will set 

UK Government departments’ resource budgets for the years 

2021/22 to 2023/24.  It is expected the Provisional 

Settlement, which will detail the budgets for the Service for 

those years, will be announced in late December 2020. 

22 September 2020 SMB 

No change to position reported at last meeting. No changes 

to risk score / RAG status recommended at this time. 
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20 October2020 SMB 

The Draft Financial Strategy was approved by SMB for 

recommendation to the Executive Committee and Fire 

Authority.  The Strategy presents multiple financial scenarios 

with potential actions that the Service could take in relation 

to each.  

21 October 2020 Update 

The Government announced that the Chancellor has decided 

to conduct a one-year Spending Review.  The Review will 

conclude in “late November” and we therefore expect the 

Local Government Finance Settlement will be announced in 

late December. 

19 January 2021 SMB 
On 17 December 2020, the Government published the 
provisional local government finance settlement for 2021-22.  
The proposed referendum principles for fire and rescue 
services is that any increases in Council Tax are limited to less 
than 2% (same as for 2020-21). 
In a letter dated 24 December 2020, the Minister confirmed 
that the pensions grant will continue to be paid next year, at 
the same allocations as last year, and will be baselined into 
the local government finance settlement from 2022-23. 
16 February 2021 SMB 
Final figures received from the billing authorities on council 
tax and business rates result in an overall budget deficit of 
circa £1.1m for 2021-22.  However, there is still a great deal 
of uncertainty over the level of support available from the 
Government, which will in-part depend on the outturn 
position of the collection funds for 2020-21.  The level of 
business rates funding could be especially volatile and will 
require close attention over the coming years due to the 
substantial level of provisions for bad debts and appeals 
contained within the figures that have been provided. 
 

 

162



Appendix C - Corporate Risk Register – as at 16 February 2021 SMB 

Page 5 of 11 

  

Risk 
Description 

Resp. Consequences if 
Untreated Risk 

Occurs 

Risk Score 
(Former) / New 

Risk 
Level 

Current Treatment R 
A 
G 

Comments / Further Treatment Proposed 

 P I ∑ HML    

Information 

Management* 

/ Security 

failure to -  

a) comply with 

statutory or 

regulatory 

requirements 

b) manage 

technology  

c) manage 

organisational 

resources 

Deliberate: 

unauthorised 

access and 

theft or 

encryption of 

data. 

Accidental: 

loss, damage 

or destruction 

of data 

 

 

Senior 
Information 
Risk Owner 
(SIRO) 
Director 
Legal & 
Governance 

 Inability to 
access/use our e-
information 
systems.  

 Severe financial 
penalties from the 
Information 
Commissioner 

 Lawsuits from the 
public whose 
sensitive personal 
information is 
accessed causing 
damage and 
distress. 
 

*Information 
management is 
concerned with the 
acquisition, 
custodianship and the 
distribution of 
information to those 
who need it, and its 
ultimate disposition 
through archiving or 
deletion. Information 
security is the 
practice of protecting 
information by 
mitigating risks such 
as unauthorised 
access and its 
unlawful use, 
disclosure, disruption, 

(4) 
3 
 

(4) 
4 

(16 
12 

(H) 
M 

1. Appropriate roles: 
- SIRO has overall responsibility for the management 

of risk  
- Information and information systems assigned to 

relevant Information Asset Owners (IAO’s)  
- Department Security Officer (DSO) the Information 

Governance & Compliance Manager has day-to-day 
responsibility for the identification of information 
risks and their treatments 

- ‘Stewards’ assigned by IAO’s with day-to-day 
responsibility for relevant information.     

2. Virus detection/avoidance: 
Anti-Malware report – no significant adverse trends 
identified which indicates that improved security 
measures such as new email and web filters are being 
successful in intercepting infected emails and links; 
3. Policies / procedure: 
Comprehensive review and amendment of the 
retention and disposal schedules / Information Asset 
Registers,  
- current and tested business continuity plans / disaster 
recovery  plans 
- employee training/education 
- tested data/systems protection clauses in contracts 
and data-sharing agreements  
- Integrated Impact Assessments (IIA)  
- disincentives to unauthorised access e.g. disciplinary 

action  
4. Premises security: 
- Preventative maintenance schedule  
- Frequent audits at Stations and inventory aligned to 
asset management system. 
- Reduction in the number of CCTV requests following 
improved education and guidance in relation to the use 
of the same; 

A 25 August 2020 SMB 
UK partners at the National Security Agency 
(NSA) and Cybersecurity Infrastructure 
Security Agency (CISA) have recently warned 
that cyber actors are targeting critical assets 
by exploiting internet-enabled operation 
technology. 
Tactics, techniques, and procedures include 
spear phishing, deployment of commodity 
ransomware and connecting to internet-
accessible systems. BFRS will monitor 
suggested mitigation treatments to identify 
anything that can be done to strengthen 
resilience.   
22 September 2020 SMB 

Following the discovery of a new technique 

for introducing malicious documents that has 

a low detection rate and an increased chance 

of avoiding security systems, organisations 

that are still using macros in excel are being 

advised to develop a strategy to replace 

them. NCSC has updated their guidance to 

assist.  

We believe that our mitigation actions are 

still effective for the 2020 issues detected. 

Forcepoint, our email scanning system, 

checks all incoming (and outgoing emails) and 

does not allow emails containing macro 

enabled excel spreadsheets.  Any of these 

received are quarantined and an email to the 

ICT Service Desk is automatically created. 
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deletion and 
corruption. As more 
and more information 
is held electronically 
risks have become 
systems, as well as 
process and people 
based and are 
therefore vulnerable 
to cyber-attacks. 
Cyber-crime is 
unrelenting and 
issues arise at a 
greater frequency 
than existing 
intrusion attempts 
can be resolved. As 
such, this is a 
constant on the CRR.    

- Premises Security Group re-established to meet on a 3 
monthly basis aligned to the PMB meeting schedule 
has been suspended during the internal governance 
review. The associated risks are being monitored.  
 

5. Training: 
The biennial “Responsible for Information” training will 
be supplemented by the National Cyber Security 
Centre’s new e-learning package 'Top Tips for Staff' 
which has been built into the Heat training platform as 
a mandatory biennial package.  
Cyber-security training, delivered by Thames Valley 
Police’s cyber security advisor, rolled out to members 
of the Leadership Group during September 2020. 
Further training planned for early 21/22. 

20 October 2020 SMB 

Risk description updated to include wider 

information management as well as security 

risks.  

19 January 2021 SMB 
Impact of the end of the BREXIT transition 
period: 
The Trade and Cooperation Agreement 

between the EU and the UK allows for the 

continuing free flow of data from the EU to 

the UK after 1st January 2021 via a "bridging 

mechanism". The Agreement anticipates an 

EU adequacy decisions for the UK in the next 

six months.  
Major cyber-attack: 

The Home Office have asked us to review the 

impact of the SolarWinds cyber-attack on 

/authority systems. ICT have written to advise 

that Capita/Updata use it to monitor their 

systems that support our network but have 

temporarily suspended these platforms. 

19 February 2021 SMB 

Protections in place with our suppliers 

regarding SolarWinds. Following the attack 

on Microsoft by WannaCry ICT are working 

through application of patches. 
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Risk 
Description 

Resp. Consequences if 
Untreated  

Risk Score 
(Former) / New 

Risk 
Level 

Current Treatment R 
A 
G 

Comments / Further Treatment Proposed 

 P I ∑ HML   

Risk of physical 
disruption to 
Service 
operations due 
to no, or 
insufficiently 
comprehensive 
agreement 
covering future 
UK relations 
with the EU. 

Heads of 
Prevention, 
Response & 
Resilience 
and 
Protection & 
Assurance. 

Disruption to 
procurement 
processes leading to 
potential shortages 
of equipment or 
consumables. 
 
Disruption to 
transportation 
delaying personnel 
and or vehicle 
movements. 
 

(4) 
(3) 
(4) 
3 

(2) 
(2) 
(2) 
2 

(8) 
(6) 
(8) 
6 

(M) 
(L) 

(M) 
L 

The likely impact of short-term disruption to supplies of 
equipment to the Service is considered to be low given 
that: most Authority procurement contracts are with 
UK based suppliers; and, the relatively long timescales 
for procurement within the sector. Advice and guidance 
from the NFCC and Fire Industries Association in 
relation to this risk is monitored and acted on as 
required. 
 
The risk of transport disruption is considered relatively 
low due to absence of ports and international airports 
within the area served by the Authority. Authority 
officers are actively involved in in TVLRF risk evaluation 
and mitigation planning for the wider Thames Valley 
area. 

G 22 September 2020 SMB 

In the reasonable worst-case scenario (RWCS) 

no-deal scenario following the leave date, the 

UK will revert fully to 'third country' status 

with no privileged relationship with the EU and 

minimal goodwill among EU Member States. 

Regional traffic disruption caused by border 

delays could affect fuel distribution within the 

local area, particularly if traffic queues in Kent 

block the Dartford crossing, which would 

disrupt fuel supply in London and the South 

East. In addition, customer behaviour could 

lead to local shortages in parts of the country.   

The European Commission may not have made 
a GDPR adequacy decision with regard to the 
UK before exit. Alternative legal bases for data 
transfer are available but where organisations 
do not ensure these are in place there could be 
instances of disruption, across a wide range of 
UK sectors, to the flow of personal data from 
the organisations in the EU. These may not 
materialise immediately but could multiply 
quickly if they did, potentially disrupting 
critical services, public and private, until 
mitigations are put in place. 
8 October 2020 PMB 
The potential for direct effects on the Service 

have been considered by our Information 

Governance & Compliance Manager who 

advises that even if there are significant delays 

in getting an adequacy decision, it is unlikely to 

affect our current /planned management of 

personal data as we do not operate within the 
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EEA. Also, even if it were to do so, we would 

manage data transfers through contractual 

arrangements. 

17 November 2020 SMB 

UK – EU trade deal negotiations resumed 9 

November in an effort to reach agreement 

over the remaining issues related to 

competition policies and EU access to UK 

fishing grounds. 

19 January 2021 SMB 
The UK - EU transition period ended on 31 
December 2020. It was replaced by a Trade 
and Cooperation Agreement comprising: 

 A free trade agreement covering the 
economic and social partnership, 
including transport, energy and mobility; 

 A framework for cooperation between 
law enforcement and judicial authorities 
across civil and criminal matters; 

 An overarching governance arrangement 
which will enable either side to impose 
tariffs if they consider that the provisions 
relating to the ‘level playing field’ / state 
aid have been breached. 

The scope of the deal and experience to date 
indicates that the likelihood of there being 
significant physical disruption to the Service’s 
operations arising from the new arrangements 
is low. Officers continue to monitor 
developments via the TVLRF EU Transition Cell. 
In light of this it is recommended that the 
probability risk score be reduced to 3 resulting 
in a Green RAG status. 
16 February 2021 SMB 
No change to risk score – retain for now 
pending further review following consideration 
at 17 March O & A meeting. 
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Risk 
Description 

Resp. Consequences if 
Untreated  

Risk Score 
(Former) / New 

Risk 
Level 

Current Treatment R 
A 
G 

Comments / Further Treatment Proposed 

 P I ∑ HML   

Risk of 
resurgence of 
Covid-19 and 
/ or seasonal 
influenza in 
Autumn / 
Winter 2020 
and into 2021. 
 

Chief 
Operating 
Officer 

Increased levels of 
sickness absence 
amongst staff. 
 
Potential 
degradation of 
capacity or 
capability to 
deliver key 
services to the 
public and / or 
sustain supporting 
functions. 
 

(4) 
 

(3) 
 

(12) 
 

M 
 

In addition to controls identified for existing staff 
availability risk (see page 1-2 above): 
 

 Maintenance of current social distancing and 
sanitisation regimes in all Authority workplaces. 

 Remote working for functions that do not 
require physical presences in Authority 
workspaces. 

 Risk assess and prioritise non-emergency 
services requiring physical contact with the 
public, suppliers, partner agencies etc. 

 Provision of appropriate PPE for staff required 
to work in close proximity with the public. 

 Appliance / service availability degradation 
planning. 

 Free seasonal flu jabs available to all staff. 

 Covid-19 app being rolled out to all sites, and 
pushed to all Authority phones 
 

 
A 

22 September 2020 SMB 
Concurrent risks associated with autumn and 
winter, such as adverse weather, flooding and 
seasonal flu as well as a potential 2nd wave of 
Covid 19 could exacerbate a number of impacts 
and stretch resources of partners and 
responders. 
20 October 2020 SMB 
Potential to mitigate the staff availability risk by 
securing priority access to national Covid-19 
testing is being limited due to diverted 
laboratory capacity to higher risk areas. 
Capacity within the Thames Valley area is 
therefore significantly reduced. National testing 
capacity is steadily improving, however, 
working in partnership with colleagues within 
Bucks Health Trust as part of a local testing task 
and finish group, we have been able to secure 
up to 17 daily local tests for symptomatic BFRS 
staff; prioritised to the operational frontline 
and control room, but also available to 
Protection and support staff. Access to these 
tests is expected by the end of October 2020. 
Other mitigating measures include a refreshed 
approach to staff working effectively from 
home wherever possible, a collective drive to 
achieve and maintain COVID-19 Secure 
premises across all Authority sites, and a risk 
assessed approach to delivering our range of 
services in a COVID-19 secure way. 
17 November 2020 SMB 
All BFRS Premises are now COVID-19 Secure. 
RMT has been established as SPOC for local PHE 
outbreak management. HMICFRS COVID 
inspection complete – initial feedback to CFO 
expected 13 November. 
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19 January 2021 SMB 
There has been a significant increase in Covid 
cases being reported within the Service with 
absence rates peaking at 10% of workforce 
earlier in the month but trending down since 
then. Still awaiting confirmation of FRS 
inclusion in vaccination programme, if 
confirmed then would expect FRS vaccinations 
to start in phase 2.  
Through our involvement with Bucks CCG in 
supporting the setting up of a number of 
primary care network sites for the GP led local 
vaccination centres, the Service has been asked 
to provide a priority list of staff, both 
operational and support, who could be 
contacted at relatively short notice and be 
vaccinated, in the event that there are unused 
vaccines at the Stoke Mandeville Stadium site.   
Continuing to support the TVLRF and partners 
where possible. No change to risk score at this 
point but continue to closely monitor Covid 
related absence rates. 
16 February 2021 SMB 
We continue to deploy safeguarding measures 
for our staff to protect them from the effects of 
COVID-19 due to the virus being unknowingly 
spread.  Lateral Flow Testing has now been 
made available to all staff and will help to 
identify anyone in the workplace who may not 
be displaying any symptoms (asymptomatic).  
Furthermore, effective working with colleagues 
within the NHS and CCGs, has enabled 263 
staff, to be offered the COVID vaccine earlier 
than would otherwise have been expected by 
drawing on unused capacity within vaccine 
batches. This equates to 54% of our 
establishment\workforce. 
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Risk 
Description 

Resp. Consequences if 
Untreated Risk Occurs 

Risk Score 
(Former) / New 

Risk 
Level 

Current Treatment R 
A 
G 

Comments / Further Treatment Proposed 

 P I ∑ HML   

Court of 
Appeal ruling 
on the 
McCloud / 
Sargeant cases: 
potential 
impact on staff 
retirement 
profile, 
resourcing to 
implement 
required 
changes and 
financial 
impacts 
thereof. 
 

Director 
Finance & 
Assets 

Potential detrimental 
effects on service 
delivery to the 
community and our 
reputation. 
 
Failure to discharge 
statutory duties. 
 
Loss of critical 
knowledge / skills / 
capacity /competency 
levels, 
 
Failure to comply with 
legal requirements. 
 
Unknown / unquantified 
budgetary impacts. 
 

5 3 15 H  Review of Resourcing and Retention 
strategies 

 Workforce planning data is regularly 
reviewed with Prevention, Response 
& Resilience, HR and Finance. 

 Resourcing levels are constantly 
monitored to ensure coverage. 

 Potential impacts on costs to be 
factored into future Medium-Term 
Financial Planning process. 

 Recruitment of dedicated specialist 
resource to evaluate requirements 
arising from the Court of Appeal 
ruling and implement necessary 
administrative changes. 

R 
 

16 February 2021 SMB 
In light of the recommendation from the 4 
February PMB, SMB approved the extraction of the 
pensions related aspects of this risk and their 
inclusion as a separate risk in the corporate risk 
register. 
 
On 12 February 2021 the judgment of the 
Employment Appeal Tribunal was handed down.  
This found that authorities had acted unlawfully in 
implementing the legislated changes to the 
Firefighters Pension Scheme.  We are awaiting 
further advice on the implications of this 
judgment, especially in relation to payments due 
to those who have recently retired or are due to 
do so imminently. 
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Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Graham Britten, Director of Legal and Governance 

LEAD MEMBER Councillor David Carroll (Chairman, Overview and 
Audit Committee) 
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The Fire and Rescue National Framework, published by 
the Department of Communities and Local 
Government in July 2012, introduced the requirement 

for fire and rescue authorities in England to produce a 
‘Statement of Assurance’ on an annual basis. An 

updated National Framework was published in May 
2018. This maintained the requirement that every 
authority must publish an annual statement of 

assurance of compliance with the Framework. The 
statements are intended to provide assurance to the 

public on financial, governance and operational 
matters and demonstrate that National Framework 

requirements, including those relating to integrated 
risk management planning, are being met. 

The precise form, content and methodology used to 

prepare the statements are left to local discretion. 
Where authorities “have already set out relevant 

information that is clear, accessible, and user-friendly 
within existing documents” they may draw on these in 
preparing their statements of assurance. 

Buckinghamshire and Milton Keynes Fire Authority 
already produces and publishes a variety of separate 

statements relating to financial, governance and 
operational performance such as the Annual 
Governance Statement and Annual Financial 

Statements. The draft 2019/20 Statement of 
Assurance, shown at Annex A, draws on, summarises 

and includes relevant extracts from these more 
detailed assessments. Changes from the 2018/19 
Statement of Assurance are shown as shaded text.  

Officers are of the view that collectively the assurance 
processes underpinning the range of existing 

statements covers the scope and nature of what is 
required for the statement of assurance. 

The statement of assurance should be signed off by an 

elected member of the Authority who is able to take 
responsibility for its contents. It is for authorities to 

 

   ITEM 10 
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decide who the most appropriate person is. 

In respect of Buckinghamshire and Milton Keynes Fire 

Authority, officers are of the view that the most 
appropriate person is the Chairman of the Overview 

and Audit Committee. 

ACTION Decision. 

RECOMMENDATIONS That the 2019/20 Statement of Assurance be 
approved for signature by the Chairman of the 

Overview and Audit Committee and the Chief Fire 
Officer. 

RISK MANAGEMENT  Financial, governance and operational assurance 
processes form part of the Authority’s risk 
management framework. The effectiveness of these 

contributes to the identification, reduction and 
mitigation of corporate and operational risks. 

Following consultation with the Data Protection Officer, 
no privacy issues have been identified or associated 
with the Statement of Assurance. 

FINANCIAL 
IMPLICATIONS 

There are no direct financial implications arising from 
the production of the annual Statement of Assurance. 

LEGAL IMPLICATIONS Section 21 of the Fire and Rescue Services Act 2004 

(FRSA 2004) provides the statutory authority for the 

National Framework and requires Fire and Rescue 
Authorities to ‘have regard’ to it in carrying out their 

functions. However, Section 22 of the Act gives the 
Secretary of State the power to intervene if he 
considers that “…a fire and rescue authority is failing, 

or is likely to fail, to act in accordance with the 
Framework prepared under section 21”. 

Also “The Secretary of State must report to Parliament 
on— 

(a) the extent to which fire and rescue authorities are 

acting in accordance with the Framework prepared 

under section 21; 

(b) any steps taken by him for the purpose of securing 
that fire and rescue authorities act in accordance with 

the Framework”. 

The Statement of Assurance will be used as a source 
of information by the Secretary of State when 

preparing biennial reports required by section 25 of 
the Fire & Rescue Services Act 2004. 

CONSISTENCY WITH 
THE PRINCIPLES OF 

THE DUTY TO 
COLLABORATE  

The statement is designed to provide assurance in 
relation to the operations of the Authority and details 

any relevant collaborative work with the other Thames 
Valley Fire Authorities and other agencies. 
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HEALTH AND SAFETY  There are no direct health and safety implications 
arising from this report. 

EQUALITY AND 
DIVERSITY 

There are no direct equality and diversity implications 
arising from this report. 

USE OF RESOURCES 

 

Communication and consultation 

The officers with responsibility for the areas reported 

on in the Statement of Assurance have been 
responsible for supplying the information and 

responses necessary for its preparation. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

The requirement for Statements of Assurance arose 

from the revisions to the National Framework 
published by the Department for Communities and 
Local Government in July 2012. An evaluation of the 

implications of the new Framework was reported to 
the Fire Authority at its 27 September 2012 meeting: 

http://www.bucksfire.gov.uk/NR/rdonlyres/E6EE2A89-
79F6-45B3-B02E-
CE3675D252A3/0/270912Agendaandreports.pdf 

The 2018/19 Statement of Assurance was approved 
on 11 March 2020: 

https://bucksfire.gov.uk/documents/2020/03/item_9_
_statement_of_assurance__annexes-min.pdf/ 

APPENDICES Annex A: Draft 2019/20 Statement of Assurance 

Annex B: CLG Guidance on Statements of Assurance 

TIME REQUIRED  15 Minutes. 

REPORT ORIGINATOR 

AND CONTACT 

Stuart Gowanlock 

sgowanlock@bucksfire.gov.uk  

01296 744435 
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1. INTRODUCTION 
 

1.1 Although fire and rescue services in England are run by local government 

bodies, the Fire and Rescue Services Act 2004 requires that local fire 

and rescue authorities must have regard to direction from central 

government. This direction, issued in the form of a ‘National Framework’, 

sets out the Government’s strategic aims and requirements for Fire and 

Rescue Services in England. An updated National Framework was 

published in May 2018. This maintained the requirement, introduced by 

Government in 2012, that every authority must publish an annual 

statement of assurance of compliance with the Framework that: 

“should outline the way in which the authority and its fire and rescue 

service has had regard – in the period covered by the document – to this 

National Framework, the Integrated Risk Management Plan and to any 

strategic plan… prepared by the authority for that period. The authority 

must also provide assurance to their community and to government on 

financial, governance and operational matters”. 

1.2 The purpose of this document is to provide the public and Government 

with assurance that Buckinghamshire and Milton Keynes Fire Authority 

(‘The Authority’) met the requirements set out in the National 

Framework and accompanying Government guidance1 during the 

2019/20 financial year. 

 

1.3 Where relevant the document draws on, consolidates and summarises 

the findings of existing assurance processes relating to financial, 

governance and operational matters that were set up to meet other 

statutory and regulatory requirements of fire and rescue authorities. 

 

1.4 During the year, fire and rescue services provided by the Authority were 

subject to formal inspection by Her Majesty’s Inspectorate of 

Constabulary and Fire & Rescue Services (HMICFRS). An overview of the 

findings from this first inspection by HMICFRS are set out at section 6 of 

this document. 

 

2. FINANCIAL ASSURANCE 

 

2.1 It is a statutory requirement under the Accounts and Audit Regulations 

2015 for authorities to publish the financial results of their activities for 

the year.  This ‘Statement of Accounts’, shows the annual costs of 

providing the Service and is determined by a Code of Practice which aims 

to give a “true and fair” view of the financial position and transactions 

of the authority. 

                                                           
1 ‘Guidance on Statements of assurance for fire and rescue authorities in England, 

Department for Communities and Local Government, May 2013. 
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2.2 The audited annual financial statements for the Year Ending 31 March 

2020 can be accessed via this hyperlink: 

https://bucksfire.gov.uk/documents/2020/11/statement-of-accounts-

2019-20-audited-signed.pdf/ 

 

2.3 The financial statements are required to be audited under the Local Audit 

and Accountability Act 2014.  The auditors are responsible for: 

 forming an opinion on the financial statements; 

 reviewing the Annual Governance Statement; 

 forming a conclusion on the arrangements that the Authority has 

in place to secure economy, efficiency and effectiveness in its 

use of resources. 

 

2.4 In the auditor’s opinion the financial statements: 

 Gave a true and fair view of the financial position of Buckinghamshire 

and Milton Keynes Fire Authority as at 31 March 2020 and of its 

expenditure and income for the year then ended; and, 

 have been prepared properly in accordance with the CIPFA/LASAAC 

Code of Practice on Local Authority Accounting in the United Kingdom 

2019/20. 

https://bucksfire.gov.uk/documents/2020/11/final-audit-results-

report-2019-20.pdf/ (see page 20). 

2.5 Regarding the requirement to consider whether the Authority has put in 

place ‘proper arrangements’ to secure economy, efficiency and 

effectiveness in its use of resources – known as the ‘value for money 

conclusion’ - the auditors, in their Audit Planning Report, identified a 

significant risk in respect of the decision-making arrangements 

associated with the Blue Light Hub project in Milton Keynes. However, 

following a review of this risk, the auditors concluded that “the actions 

that had been taken supported the view that the Authority has put in 

place ‘proper arrangements’ to secure economy, efficiency and 

effectiveness on its use of resources”.  

The detailed results and conclusions from the appointed external auditors 

audit process can be found in the Audit Results Report for the year 

ended 31 March 2020: 

https://bucksfire.gov.uk/documents/2020/11/final-audit-results-report-

2019-20.pdf/ 

 

 

2.6 The Authority is also required to report annually on progress against 

the Efficiency Plan.  The Plan required the Authority to make savings of 
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£4.5million between 2015/16 and 2019/20. The Authority achieved 

these savings during this period as per the Efficiency Plan. 

https://bucksfire.gov.uk/documents/2020/03/bmkfa_efficiency_plan.pdf/ 

 

2.7 The Authority’s internal auditors also produce an annual report on the 

internal control environment.  In this report, the Chief Internal Auditor 

stated that: 

“…Based on the audit work undertaken, our experience and knowledge of 

previous year’s performance and the current climate in which the 

Authority is operating, in my opinion the system of internal control 

provides reasonable assurance regarding the effective, efficient and 

economic exercise of the Authority’s functions. Findings raised from the 

internal audit reviews undertaken in 2019/20 have not identified any 

material weaknesses to the internal control framework. Overall, the Fire 

Authority has continued to demonstrate a continued robust and effective 

internal control and risk management environment”. 

The full internal audit report containing the Internal Auditors opinion can 

be viewed via the following hyperlink: 

https://bucksfire.gov.uk/documents/2020/07/item-8b-internal-audit-

reports-annual-audit-report2019-20.pdf/ 

 

2.8 In addition to the statutory requirement to publish annual financial 

results, the government is committed to increasing transparency across 

local authorities. One of the steps in this process is for the publication 

online of information relating to spend items in excess of £500. In 

accordance with that requirement, the Authority is publishing monthly 

schedules of payments, which can be found on our website: 

http://bucksfire.gov.uk/fire-authority/financial-information/spend-over-

500/ 

3. GOVERNANCE 

 

3.1 The Authority is responsible for maintaining a sound system of internal 

control that supports the achievement of its policies, aims and objectives 

whilst safeguarding public money and organisational assets. There is 

also a requirement to ensure that the Authority is administered 

prudently and economically and that resources are used efficiently and 

effectively and that sound arrangements are in place for the 

identification and management of risks. 

 

3.2 The Authority’s approach to governance is based on the seven core 

principles of good governance set out in the CIPFA / SOLACE Framework 

for Delivering Good Governance in Local Government (2016): 
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Principle A Behaving with integrity, demonstrating strong commitment 

to ethical values, and respecting the rule of law. 

 

Principle B Ensuring openness and comprehensive stakeholder 

engagement. 

 

Principle C Defining outcomes in terms of sustainable economic, social, 

and environmental benefits. 

 

Principle D Determining the interventions necessary to optimise the 

achievement of the intended outcomes. 

 

Principle E Developing the entity’s capacity, including the capability of 

its leadership and the individuals within it. 

 

Principle F Managing risks and performance through robust internal 

control and strong public financial management. 

 

Principle G Implementing good practices in transparency, reporting, 

and audit to deliver effective accountability. 

 

3.3 There is already a statutory requirement for the Authority to produce an 

annual governance statement to demonstrate and evidence that it 

operates an effective system of internal control. The internal control 

systems underlying the annual governance statement are assessed by 

Internal Audit to ensure that they are adequate and effective so that: 

 

 The Authority can establish the extent to which they can rely on the 

whole system; and, 

 Individual managers can establish the reliability of the systems and 

controls for which they are responsible. 

 

3.4 Details of the Authority’s governance arrangements and the internal 

auditor’s findings in relation to these (summarised at paragraph 2.7 

above) can be found in the Annual Governance Statement 2019/20: 

https://bucksfire.gov.uk/documents/2020/09/annual-governance-

statement-2019-20.pdf/ 

 

3.5 The Annual Governance Statement also confirms that the Authority met 

its statutory obligation to review its Pay Policy Statement annually. This 

sets out its policies on the remuneration of its chief officers, the 

remuneration of its lowest paid employees and the relationship between 

the remuneration of its chief officers and the remuneration of its 

employees who are not chief officers. This was approved and adopted 
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by the Authority at its February 2020 meeting, and can be viewed via 

the following link to the Authority’s website: 

https://bucksfire.gov.uk/documents/2020/03/120220_item11_pay_polic

y_principles.pdf/ 

 

4. OPERATIONAL ASSURANCE 

 

4.1 The Government requires Fire Authorities to provide assurance that they 

meet the requirements arising out of the legislative and policy 

framework for fire and rescue services. In particular: 

 

 Details of specific events that raise issues of operational competence 

or delivery such as advice received under health and safety or other 

legislation together with assurance that these matters have been 

considered and, where appropriate, acted on; 

 

 That integrated risk management plans are consulted on and that 

during the consultations appropriate information was provided to 

enable active and informed participation; 

 

 Details of any agreements and / or mutual aid arrangements with 

other relevant bodies such as neighbouring fire and rescue services. 

Statutory Duties and Operational Effectiveness 

Fire and rescue authorities operate within in a clearly defined legislative 

and policy framework comprising of: 

 

 The Fire and Rescue Services Act 2004; 

 The Civil Contingencies Act 2004; 

 The Regulatory Reform (Fire Safety) Order 2005; 

 The Fire and Rescue Services (Emergencies) (England) Order 

2007; 

 The Localism Act 2011; 

 The Fire and Rescue National Framework for England; 

 Policing and Crime Act 2017. 

 

4.2 In 2016 the Authority reviewed its approach to assuring operational 

effectiveness and developed a new operational assurance model to help 

identify and meet known ‘best practice’ requirements. A fundamental 

part of the assurance process was the Authority’s three-year contractual 

agreement with Operational Assurance Limited (OAL), a specialist, 

external provider. This agreement ensures the Service’s risk critical 

operations are subject to regular independent scrutiny, thereby 

strengthening the Authority’s ability to deliver the best possible public 

service and improve the safety of Firefighters by: improving our 
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performance at incidents; coping with future changes in the operational 

environment; and, driving development and innovation. The first of two 

planned OAL reviews took place during November 2018, focusing on the 

following key topic areas: 

 management of site-specific risk information; 

 operational discretion; and, 

 the refined Operational Assurance model 

 

4.3 In their report on the findings of the review, OAL identified 26 

improvement recommendations. These were scheduled for follow up 

action in the Service’s Operational Assurance Improvement Plan which, 

together with the full report of OAL’s findings can be seen via the 

following hyperlink:  

https://bucksfire.gov.uk/files/8615/6231/9337/ITEM_18_Operational_As

surance_Improvement_Plan_-_OA_-_17_July_2019__Appendices-

min.pdf 

 

A report on progress against the initial recommendations was presented 

to the November 2019 Overview and Audit Committee meeting (see pages 

81 – 84 of the linked document): 

https://bucksfire.gov.uk/documents/2020/03/overview_and_audit_com

mittee_agenda_and_reports_201119-min.pdf/ 

 

4.4 The second OAL operational review, took place in November 2019, 

focusing on High Rise Procedures and Command Support. As a 

consequence of the visit, specific areas of improvement were identified 

that culminated in 14 recommendations being made. The 

recommendations were either marked as being ‘Advisory’, where OAL 

felt that positive management action in this area may be required, or 

‘Suggested’, where OAL recommend that management undertake a 

review of the issue identified. The 14 recommendations were made up 

as follows: (x9) Advisory, (x5) Suggested: 

https://bucksfire.gov.uk/documents/2020/07/item-19-operational-

assurance-improvement-plan.pdf/ 

 

4.5 The outcomes of the review of the recommendations and progress in 

relation to items included in the Operational Improvement Plan will be 

reported on in the 2020-21 Statement of Assurance. 

 

5.   INTEGRATED RISK MANAGEMENT PLANNING 

 

5.1 The National Framework requires that Fire Authorities must produce an 

Integrated Risk Management Plan (IRMP) that identifies and assesses all 

foreseeable fire and rescue related risks that could affect its community, 
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including those of a cross-border, multi-authority and / or national 

nature. The plan must have regard to the community risk registers 

produced by Local Resilience Forums and any other local risk analyses 

as appropriate. Each fire and rescue authority integrated IRMP must: 

 

 be easily accessible and publicly available; and, 

 

 reflect effective consultation throughout its development and at 

all review stages with the community, its workforce and 

representative bodies, and partners. 

 

5.2 The Government guidance relating to statements of assurance requires 

that they should include details of IRMP consultations and, in particular, 

that appropriate information was provided to enable active and informed 

participation. 

 

5.3 Buckinghamshire and Milton Keynes Fire Authority regularly reviews the 

fire and rescue related risks to the community it serves and updates its 

IRMP in response to any material changes to the nature and level of the 

risks identified and assessed. 

 

5.4 The Authority’s current IRMP, known as the ‘2020-25 Public Safety Plan’, 

is published on its website. This sets out the Authority’s strategy for 

achieving its vision of making ‘Buckinghamshire and Milton Keynes the 

safest areas in England in which to live, work and travel’: 

https://bucksfire.gov.uk/documents/2020/03/public_safety_plan_2020

_to_2025.pdf/ 

 

5.5 The plan was approved by Buckinghamshire & Milton Keynes Fire 

Authority on 12 February 2020 following the outcomes of a public 

consultation which took place between 23 September and 18 November 

2019. The consultation process embraced key stakeholder groups 

including the general public, Authority staff, neighbouring fire and 

rescue services and a range of other organisations with a potential 

interest in the development of the plan. It also included the use of 

qualitative consultation methods via focus groups which encourage 

participants to reflect in depth about their priorities for the Authority 

while both receiving and questioning background information and 

discussing service delivery issues in detail. Full details of the consultation 

process and its outcomes are available on the Authority’s website: 

https://bucksfire.gov.uk/documents/2020/03/item_7d_2020-

25_psp_5_feb_20_executive_cmte_cover_paper__annexes-min-2.pdf/ 
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The Authority has also established a framework of key performance 

indicators and measures to help it assess progress towards the 

achievement of its vision. Performance in relation to these is reported to 

the Authority’s Overview and Audit Committee on a regular basis whose 

role is to scrutinise any areas of under-performance together with 

proposals for corrective action. A report on performance outcomes for 

2019-20 against the framework of indicators and measures can be 

viewed on the Authority’s website by following this link: 

[Link to be added] 

 

6. HMICFRS INSPECTION 

The ‘HMICFRS’ published the findings from its inspection of the Service on 17 

December 2019: 

https://bucksfire.gov.uk/documents/2020/03/230120_item_7_hmicfrs_cover

_report_23012020__appendix-min.pdf/ 

The report identified 11 areas for improvement and one cause for concern 

accompanied by two recommendations. The Fire and Rescue Service National 

Framework requires fire and rescue services to give due regard to HMICFRS 

reports and recommendations. Where recommendations are made, the 

receiving Service is required to prepare, update and regularly publish an 

action plan detailing how such recommendations are actioned (Fire and 

Rescue National Framework, section 7.5). The Service’s Action Plan was 

published and approved by the Authority at its 12 February 2020 meeting 

where it was also agreed that progress against the Action Plan be reported 

regularly to the Overview and Audit Committee, and onwards to the 

Authority: 

https://bucksfire.gov.uk/documents/2020/03/120220_item12_hmicfrs_inspe

ction_findings.pdf/ 

 

7. MUTUAL AID, REGIONAL AND NATIONAL RESILIENCE 

 

7.1 The National Framework requires fire authorities to consider risks of a cross-

border, multi-authority and / or national nature and to make appropriate 

provision for dealing with these. The Authority does this via: 

 

 Its active participation in the Thames Valley Local Resilience 

Forum which comprises other Category 1 and 2 responders. The 

forum maintains a community risk register which the Authority 

considers as part of its integrated risk management planning 

process; 

 Review of the National Risk Register, National Risk Assessment 

and National Resilience Planning Assumptions which are 

maintained by the UK Government Cabinet Office to inform 

planning in relation to major civil emergencies of a national or 

regional nature; 
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 Mutual aid agreements with neighbouring fire and rescue 

authorities which enable authorities to provide each other with 

additional resources to deal with emergencies that cannot be dealt 

with by an authority acting alone. Buckinghamshire and Milton 

Keynes Fire Authority maintains formal mutual aid agreements 

with all six of its neighbours – Bedfordshire, Hertfordshire, 

London, Royal Berkshire, Oxfordshire and Northamptonshire.  

 Working with South Central Ambulance Service (SCAS) to provide 

co-responding services to medical emergencies and in allowing 

SCAS crews to use Authority premises. 

 

7.2 The Authority maintains specialist assets to enable it to deal with major civil 

emergencies such as major transport incidents, natural disasters and 

terrorist incidents. The capabilities, which include Urban Search and Rescue 

(USAR), Detection, Identification & Monitoring Officers (DIM) and water 

rescue are available on a local, regional and national scale, and have been 

deployed in support of other Authorities during major emergencies. The 

Authority’s USAR and water rescue assets are included on the National 

Asset Register. The National Asset DIM capability is overseen by 

Oxfordshire FRS, with support from specially trained officers from across 

the three Thames Valley FRS’s. 

 

7.3 The Authority also has an established cadre of National Inter-Agency Liaison 

Officers (NILO) who are trained and qualified officers who can advise and 

support FRS Incident Commanders, police, medical, military and other 

government agencies on the FRS’s operational capacity and capability to 

reduce risk and safety resolve incidents at which a FRS attendance may be 

required.  

 

7.4 The Authority collaborates with all the other South East Fire and Rescue 

Services to jointly fund the post of a NILO who is seconded to the Counter 

Terrorism Policing South East (CTPSE). This post acts as a focal point for 

advice to and from the unit. 

 

7.5 As a Category 1 responder as defined in the Civil Contingencies Act 2004, 

business continuity is a high priority for Buckinghamshire and Milton Keynes 

Fire Authority. The Authority has secured a number of employees who work 

on flexible resilience contracts. These contracts ensure the Authority 

maintains availability of local, regional and national assets during the full 

range of foreseeable business continuity events.  

 

7.6 At all times we also maintain sufficient numbers of trained USAR staff on 

duty to provide an initial response to incidents in line with the USAR Concept 

of Operations.  Additionally, we have staff who maintain cover through a 

recall to duty contract, who deliver our second set of staff as detailed under 
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the USAR Concept of Operations and enable us to maintain operational 

cover locally if USAR is deployed for an extended period, this includes 

national exercising. Under their contractual arrangements these staff are 

required to maintain this cover during periods of industrial action, meaning 

Buckinghamshire FRS were one of only two USAR hosting Services that 

guaranteed this capability during the most recent industrial action. 

 

7.7 The Service remains committed to continued improvement in relation to 

joint-working between the emergency services and other responders 

thorough the adoption of the ‘Joint Emergency Services Interoperability 

Principles (JESIP). This is supported and delivered by a local structure that 

includes nominated Strategic, Training and Joint Organisational Learning 

(JOL) leads.  

 

7.8 Operational multi-agency exercises are routinely undertaken, utilising the 

fire-ground facilities at the Fire Service College with identified learning 

captured during a facilitated debrief.  Any captured learning, along with 

notable practices originating from exercises or incidents have been inputted 

to JOL Online, so as to ensure that the lessons identified are available to 

other responder agencies. Furthermore, all operational commanders, along 

with colleagues from the other Thames Valley fire & rescue services, 

Thames Valley Police and South Central Ambulance, undergo a day’s 

training. This training has been designed to allow delegates the opportunity 

to demonstrate and apply knowledge of JESIP to any given situation, 

making decisions based on the joint emergency service interoperability 

principles in collaboration with our blue light partners. 

 

7.9 All activities relating to JESIP are included within the embedding self-

assessment questionnaire, submitted every quarter to the JESIP team, 

which is intended to provide assurance that JESIP is being embedded with 

the Service. 

 

7.10 Since 3 April 2017 section 2 of the Policing and Crime Act 2017 has placed 

a duty on the Authority to keep opportunities for collaboration with the 

police and ambulance services under review. Where two or more of the 

emergency services consider it would be in the interests of their efficiency 

or effectiveness to collaborate, there then arises a duty to enter into a 

collaboration agreement. 

 

7.11 A Thames Valley Emergency Services Collaboration Executive Board was 

established in 2017, comprised of the Chief Fire Officers from the Thames 

Valley Fire and Rescue Authorities, the Thames Valley Police Deputy Chief 

Constable and the Chief Executive from South Central Ambulance service, 

as the forum to determine collaboration opportunities and enter 

collaboration agreements. 
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7.12 Following the move to a jointly funded Thames Valley Fire Control Centre in 

2015, the Authority has continued its commitment to collaboration through 

a Thames Valley Operational Alignment Programme. Amongst other things, 

the programme sets out to align: 

 

7.12.1 Operational Alignment - Equipment, procedures, training and 

practice across the region. The key benefits are improved 

interoperability, enhanced resilience, a reduction in cross border 

mobilisations and maximised Best Value through collaborative 

contract negotiation and joint procurement. A recent example is the 

jointly procured red fleet replacement, which has standardised the 

frontline fire appliances and equipment across the Thames Valley, 

and has generated significant savings for the public purse; 

  

7.12.2  Protection Policy - work between Thames Valley fire services, to 

develop a common framework and approach to policies, 

procedures, including Risk Based Inspection Programmes, CPD and 

Training, which will build a foundation that will facilitate a move to 

a single Fire Protection function in the future.   

 7.12.3  Workforce Reform – Looking to develop a common framework and 

approach to develop a single attraction, engagement and 

recruitment process for Whole time and On Call fire fighters across 

the Thames Valley.  

7.13 In February 2020, the Service invoked its Pandemic Response Plan 

following the entry of Covid-19 into the UK. Assurance in relation to 

activities undertaken to support both the public and partner agencies via 

local resilience forum mechanisms will be reported on in the 2020-21 

Statement of Assurance. 
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 DECLARATION 

Buckinghamshire and Milton Keynes Fire Authority are satisfied that the 

financial, governance and operational assurance arrangements in place across 

the organisation meet the requirements set out in the National Framework. 

 

 

 

 

 

 

Jason Thelwell 

Chief Fire Officer and Chief Executive 

 

 

 

 

 

 

 

Councillor David Carroll 

Chairman, Overview and Audit Committee 
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Introduction 

1. The Government is committed to unburdening local government; eliminating top-
down bureaucracy and increasing local flexibility. For fire and rescue authorities, 
this ethos is demonstrated by the revised Fire and Rescue National Framework for 
England (the Framework), and in the provisions of the Localism Act 2011, which 
helps to let them run their services as they see fit.  

 
2. This freedom and flexibility is accompanied by the need for accountability and 

transparency. Providing an excellent service is only the starting point - 
communities expect to know how their services are being provided.  

 
3. It is against this background that the Framework sets out a requirement for fire and 

rescue authorities to publish Statements of Assurance.   It says:  
 

‘Fire and rescue authorities must provide annual assurance on financial, 
governance and operational matters and show how they have had due 
regard to the expectations set out in their integrated risk management 
plan and the requirements included in the Framework. To provide 
assurance, fire and rescue authorities must publish an annual statement 
of assurance’. 

 
4. This document provides guidance on the content of statements of assurance, and 

indicates how existing assessment processes might feed into the statements in 
order to avoid duplication.  

 
5. Guidance should not be taken to constitute legal advice. We have indicated what 

should be included in the statements of assurance, while allowing the flexibility to 
tailor the format and presentation. It is for fire and rescue authorities to decide how 
to best present the information with their communities in mind. 

Context 
 
6. Fire and rescue authorities are accountable for their performance and should be 

open to evaluation by the communities they serve. Information on their 
performance should be accessible, robust, fit-for-purpose and accurately report on 
effectiveness and value for money. 

 
7. One of the principal aims of the statement of assurance is to provide an accessible 

way in which communities, Government, local authorities and other partners may 
make a valid assessment of their local fire and rescue authority’s performance.  

 
8. Where fire and rescue authorities have already set out relevant information that is 

clear, accessible, and user-friendly within existing documents, they may wish to 
include extracts, or links to these documents within their statement of assurance.  
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9. The statement of assurance will be used as a source of information on which to 
base the Secretary of State’s biennial report under section 25 of the Fire and 
Rescue Act 2004.1 

Assessment and ownership 

10. Authorities should assess their performance across a number of key areas. The 
areas to be included for assessment, and the methodology used, are a matter for 
local determination, although authorities will need to satisfy themselves that the 
measures and methods used are appropriate and fit for purpose.  

11. The statement of assurance should be signed off by an elected member of the 
relevant authority who is able to take responsibility for its contents. It is up to the 
individual authority to ensure that this is done by an appropriate person (or 
persons) who can approve it on behalf of the authority.  

12. Statements of assurance should be published annually by fire and rescue 
authorities. It is for fire and rescue authorities to decide when they should publish 
depending on individual reporting arrangements. The first statements are due for 
publication in the financial year 2013-14, and annually thereafter. 

Content of the annual statement of assurance 

Financial 

13. Fire and rescue authorities are responsible for ensuring that their business is 
conducted in accordance with the law and proper standards, and that public money 
is properly accounted for and used economically, efficiently and effectively.2  

14. It is a statutory requirement under the Accounts and Audit (England) Regulations 
20113 for authorities to publish the financial results of their activities for the year. 
This ‘Statement of Accounts’, shows the annual costs of providing the service and 
is determined by a Code of Practice4 which aims to give a “true and fair” view of 
the financial position and transactions of the authority. The authority is responsible 
for approval of the statement of accounts prior to publication.  

15. The statement of assurance may briefly set out what assessment procedures are 
in place with regard to the authorities’ statements of account.  

Governance  

16. The Accounts and Audit (England) Regulations 2011 also requires authorities to 
prepare an annual governance statement in support of this statement of accounts. 
This governance statement is an expression of the measures taken by the 
authority to ensure appropriate business practice, high standards of conduct and 
sound governance. The statement of assurance may set out what work authorities 

                                                 
1
 http://www.legislation.gov.uk/ukpga/2004/21/section/25 

2
 Section 3 of the Local Government Act 1999 

3 http://www.legislation.gov.uk/uksi/2011/817/contents/made 
4
 Code of Practice on Local Authority Accounting  - Chartered Institute of Public Finance and Accountancy  
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have undertaken to review the effectiveness of their governance framework, 
including the system of internal control.  

17. Greater transparency is a key element of the Framework and is at the heart of the 
Government’s commitment to enable the public to hold their authorities to account 
for the way they spend public money.  In preparing the statement of assurance, fire 
and rescue authorities may consider the principles of transparency set out in the 
Code of Recommended Practice for Local Authorities on Data Transparency.5  

Operational 

18. Fire and rescue authorities function within a clearly defined statutory and policy 
framework. The key documents setting this out are:  

• the Fire and Rescue Services Act 20046 

• the Civil Contingencies Act 20047 

• the Regulatory Reform (Fire Safety) Order 20058 

• the Fire and Rescue Services (Emergencies) (England) Order 20079 

• the Localism Act 201110  

• the Fire and Rescue National Framework for England11 

19. Fire and rescue authorities already consult on, and publish, their integrated risk 
management plans, which set out local strategies including cross-border, multi-
authority and national arrangements where appropriate. The statement of 
assurance should include details of consultation on these plans, and confirm that 
appropriate information was provided to enable active and informed participation.  

20. The statement of assurance may also indicate where fire and rescue authorities 
have entered into agreements and/or mutual aid arrangements with other relevant 
bodies. The level of detail included will be a matter for each individual fire and 
rescue authority and may be linked to their integrated risk management plan.  

21. It is not the aim of statements of assurance to set out the operational procedures 
for fire and rescue authorities. However, statements of assurance are the 
appropriate vehicle with regard to specific events which raise issues of operational 
competence or delivery. For example, when advice is received under health and 
safety or other legislation, it is appropriate for the fire and rescue authority to use 
the statement of assurance as a means to inform their communities that these 
matters have been considered and, where appropriate, acted on.  

Framework requirements 

                                                 
5
 https://www.gov.uk/government/publications/local-authority-data-transparency-code 

6
 http://www.legislation.gov.uk/ukpga/2004/21/contents 

7
 http://www.legislation.gov.uk/ukpga/2004/36/contents 

8
 http://www.legislation.gov.uk/uksi/2005/1541/contents/made 

9
 http://www.legislation.gov.uk/uksi/2007/735/contents/made 

10
 http://www.legislation.gov.uk/ukpga/2011/20/contents/enacted 

11
 https://www.gov.uk/government/publications/fire-and-rescue-national-framework-for-england 
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22. Where fire and rescue authorities are satisfied that the systems they have in place, 
and any specific measures they have undertaken, fulfil their Framework 
requirements, this should be clearly stated in the statement of assurance. 
Accordingly, where appropriate, authorities may consider making a simple 
declaration that the Framework requirements have been met.  

Future improvements 

 
23.  Fire and rescue authorities may wish to include a section in their statements of 
assurance on any potential improvements they have identified across their accounting, 
governance or operational responsibilities to communities, particularly where plans are 
underway.  
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Treasury Management Performance 2020/21- Quarter 3  
 

Overview and Audit Committee (Item 11), 17 March 2021   

 

Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Mark Hemming, Director of Finance & Assets 

LEAD MEMBER Councillor David Hopkins 

SUBJECT OF THE 

REPORT 

Treasury Management Performance 2020/21 – 

Quarter 3 

EXECUTIVE SUMMARY This report is being presented to provide the treasury 

investment position as at the end of 2020/21.  It is 
best practice to review on a regular basis how 
Treasury Management activity is performing.   

The accrued interest earned up to 31 December 
2020/21 is £94k, which is £18.5k lower than the 

budget for the period. 

ACTION Noting. 

RECOMMENDATIONS That the Treasury Management Performance 2020/21 
report be noted. 

RISK MANAGEMENT  Making investments in the Authority’s own name 
means that the Authority bears the risk of any 

counterparty failure.  This risk is managed in 
accordance with the strategy and with advice from 
external treasury management advisors. 

The Director of Finance and Assets will act in 
accordance with the Authority’s policy statement; 

Treasury Management Practices and CIPFA’s Standard 
of Professional Practice on Treasury Management. 

The risk of counterparty failure is monitored on the 

directorate level risk register within Finance and 
Assets. 

There are no direct staffing implications. 

FINANCIAL 

IMPLICATIONS 

The budget for 2020/21 relating to interest earned on 

balances invested is £150k. Performance against the 
budget is included within Appendix A. 

LEGAL IMPLICATIONS 

 

 

 

 

 

The Authority is required by section 15(1) of the Local 
Government Act 2003 to have regard to the 
Department for Communities and Local Government 

Guidance on Local Government Investments; and by 
regulation 24 of the Local Authorities (Finance and 

Accounting) (England) Regulations 2003 [SI 3146] to 
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Treasury Management Performance 2020/21- Quarter 3  
 

Overview and Audit Committee (Item 11), 17 March 2021   

have regard to any prevailing CIPFA Treasury 
Management Code of Practice 

CONSISTENCY WITH 
THE PRINCIPLES OF 

THE DUTY TO 
COLLABORATE 

No direct impact. 

HEALTH AND SAFETY  No direct impact. 

EQUALITY AND 

DIVERSITY 

No direct impact. 

USE OF RESOURCES 

 

See Financial Implications. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

Treasury Management Policy Statement, Treasury 

Management Strategy Statement and the Annual 
Investment Strategy  
https://bucksfire.gov.uk/documents/2020/03/130219

_fire_authority_agenda.pdf/ 
 

APPENDICES Appendix A – Treasury Management Performance 

2020/21 – Quarter 3 

TIME REQUIRED  5 minutes 

REPORT ORIGINATOR 
AND CONTACT 

Marcus Hussey 

mhussey@bucksfire.gov.uk 

(01296) 744680 
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Appendix A – Treasury Management Performance 2020/21 – Quarter 3 

Background 

Up until 31 March 2013, the Authority’s cash balances were managed by 

Buckinghamshire County Council (BCC) under a Service Level Agreement (SLA).  

From 2013/14 the Authority began investing in its own name. Since the treasury 

management function has been managed in-house, the Authority has achieved 

investment returns of £1.156m between 2013/14 and 2019/20. This is in comparison 

to the returns of £0.550m the Authority would have earned through BCC and the SLA 

for the same period. 

This report highlights the performance to date of the in-house treasury management 

function for 2020/21 quarter 3. 

Security of Investments 

The primary investment priority as set out in the Treasury Management Policy 

Statement is the security of capital.  The Authority applies the creditworthiness 

service provided by Link.  This determines whether or not a counterparty is suitable to 

invest with and if so, the maximum duration an investment could be placed with 

them.  In the Annual Investment Strategy (AIS), the Authority resolved that the 

balances invested with any single counterparty at any point in time would be 30% of 

the total investment portfolio to a maximum of £5m (with the exception of Lloyds 

Bank, who as our banking provider that have a limit of £7.5m, of which at least 

£2.5m must be instant access).  The amount invested with each counterparty on the 

approved lending list as at 31 December 2020 is detailed below: 

Counterparty Amount (£000) 

Close Brothers 5,000 

Lloyds Bank 3,500 

Newcastle Building Society 2,000 

Santander 2,000 

Nottingham Building Society 1,000 

CCLA Money Market Fund 251 

Aberdeen Money Market Fund 151 

Lloyds Bank (Current Accounts) 1,855 

Total 15,757 

 

During this period, no counterparty limits were breached. 

In its AIS the Authority also resolved that all credit ratings will be monitored weekly, 

by means of the Link creditworthiness service. During quarter 3 Link made no 

relevant changes to the counterparty listing.  
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Liquidity 

Investments 

The second objective set out within the Treasury Management Policy Statement is the 

liquidity of investments (i.e. keeping the money readily available for expenditure 

when needed). Investments have been placed at a range of maturities, including 

having money on-call in order to maintain adequate liquidity.  The current investment 

allocation by remaining duration can be seen on the chart below: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In order to cover expenditure such as salaries, pensions, creditor payments, and 

potential liabilities for which the Authority have made provisions within the Statement 

of Accounts, the balances are invested as short fixed-term deposits.  

There are five investments currently falling in the 1-3 and 3–6 month periods. These 

mature one each month for the next five months and were all originally invested for 

different terms and will be re-invested for varying terms upon maturity in order to 

maintain liquidity and meet future commitments. The Authority continues to hold 

Money Market Funds to help improve the liquidity of the Authority’s balances.  By 

investing collectively, the Authority benefits from liquidity contributed by others and 

from the knowledge they are all unlikely to need to call on that money at the same 

time. 
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Borrowing 

As part of managing the liquidity of investments, it is important to have regard to the 

maturity structure of outstanding borrowing.  This can be seen in the following chart: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The total borrowing outstanding as at 31 December 2020 is £6.797m.  No further 

debt repayment is due until May 2022. These repayments do not directly affect the 

revenue budget, as they simply reflect the use of cash accumulated by setting aside 

the appropriate minimum revenue provision (MRP) to settle the outstanding liability. 

At the Fire Authority meeting in February 2020, the Authority approved an increase in 

the Authorised Limit by £2m with immediate effect in-case short-term borrowing is 

required to effectively manage cashflow. This additional borrowing headroom was not 

utilised, primarily due to the receipt of £2m from South Central Ambulance Service for 

their contribution towards the Blue Light Hub. 

 
Investment Yield 
 

Having determined proper levels of security and liquidity, it is reasonable to consider 

the level of yield that could be obtained that is consistent with those priorities. 

Performance Against Budget 

The budget for future years was reviewed as part of the Medium-Term Financial Plan 

process and the income target for 2020/21 is £150k. This has not increased for 

2020/21 due to the continuing spend on the Blue Light Hub at West Ashlands, Milton 

Keynes. It is expected that there will be less funds available for investments, hence 

the potential to realise greater interest is diminished. The accrued interest earned as 

at 31 December 2020 is £94k against the planned budget of £112.5k for the three 

quarters of the year, this is an under achievement of £18.5k. It should be noted that 
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£9.75k of this is due to the interest achieved from making an advance payment in 

respect of the Employers contribution to the LGPS of £551k, achieving £13k interest 

for the current year. 

Performance Against the Benchmark 

The relative performance of the investments is measured against two benchmark 

figures:  

 7 day LIBID – this is the rate the Authority would have earned on all balances 

had the SLA with BCC continued into future years 

 Link benchmark – this is the indicative rate that Link advised the Authority 

should be looking to achieve for 2020/21 at the start of the year 

 The weighted average rate (%) is compared to the two benchmark figures in 

the following chart for each month: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The Authority has out-performed both benchmark figures for the first 3 quarters of 

the financial year. This is predominantly due to the Authority investing for longer 

durations with Local Authorities and other counterparties in the previous year.  

It must also be noted that the level of funds available for investment have reduced as 

a result of the reduction in reserves. The Authority will continue to re-invest any 

surplus funds with varying maturity dates to ensure the Authority makes a return on 

investments and has sufficient liquidity to cover the day to day expenditure. 

The coronavirus pandemic has had a significant impact on the global economic 

landscape. As a result, In March 2020, the Bank of England have made 2 

unprecedented emergency interest rate cuts bringing the base rate to a record low of 

0.10%. The full impact of the pandemic will not be known for quite some time but is 
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having a major impact on the money markets and the world economy in general, 

which will take a considerable time to recover. The direct impact on the Authority will 

be interest rates on current accounts, money market funds and investments. The 

Authority has not met the quarterly budget target and this is a direct impact of the 

unprecedentedly low interest rates due to the coronavirus pandemic. This will 

certainly continue for the remainder of the financial year and into next financial year. 

Therefore, the £150k budget for 2020/21 (approved at the Fire Authority in February 

2020) will not be achieved.  The budget for 2021/22 has also been revised and 

reduced to £30k due to the low levels of returns. 
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Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee  

DATE OF MEETING 17 March 2020 

OFFICER Deputy Chief Fire Officer Mick Osborne 

LEAD MEMBER Councillor Lesley Clarke OBE 

SUBJECT OF THE 
REPORT 

2019-20 Annual Performance Monitoring Report 

EXECUTIVE SUMMARY This report provides a review of annual performance in 
relation to the Authority’s 2015 – 20 Corporate Plan 

objectives focusing, in particular, on incidents in 
homes, workplaces, whilst travelling and in wider 
community settings. It covers the period 1 April 2019 

to 31 March 2020. 

A summary of performance against key indicators is 

shown at page 4 of the annexed report. These indicate 
continued, significant improvement against five-year 
averages across most key indicators. In particular, 

accidental dwelling fires (down 15%), chimney fires 
(down 48%), non-domestic property fires (down 19%) 

and deliberate primary fires (down 9%). 
 

The exceptions to these positive trends were 
deliberate secondary fires (up 15%) and Road Traffic 
Collision (RTC) attendances (up 12%). However, as 

shown at page 20 of the report, there was a year on 
year reduction in deliberate secondary fires (down 

7%) against the rising five-year trend. Although the 
rising trend in RTC attendances has continued, the 
number of injuries has remained broadly consistent 

and the number of fatalities in 2019/2020 was the 
lowest recorded since the basis of reporting changed 

in 2009 (see page 16 of the report). 
 

ACTION Noting. 

RECOMMENDATIONS That the outturn performance against the outcome 

measures specified in the Corporate Plan 2015-20 be 
noted. 

RISK MANAGEMENT  Performance and risk information is designed and 

presented to assist the Authority in the strategic 
decision-making through understanding the 

communities we serve and associated risk profiles. 
Performance management information is a major 

contributor to service improvement and to the 

 

 

    ITEM 12 
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effective prioritisation of resources. 

FINANCIAL 

IMPLICATIONS 

None at present. 

LEGAL IMPLICATIONS None at present. 

CONSISTENCY WITH 
THE PRINCIPLES OF 

THE DUTY TO 
COLLABORATE 

This report references collaborative work-streams 
based upon the Authority’s collaborative principles 

where this is deemed appropriate. 

HEALTH AND SAFETY  No issues identified from this report. 

EQUALITY AND 

DIVERSITY 

Where applicable the limited resources we have are 

being targeted at the most vulnerable, based upon 
collected demographic data and available intelligence.  

This demonstrates an equitable process based upon 
risk to all members of the community. Non-domestic 
and domestic properties are targeted according to 

their risk in terms of fire and health, thus identifying 
the most vulnerable in the community. Scrutiny of 

outputs and outcomes will ensure that we obtain a 
clear understanding of the communities that may be 
impacted through under-performance.  

As a result of undertaking an Integrated Impact 
Assessment it has been identified that further work 

can now be undertaken to assess the impact and 
effectiveness of our performance in relation to 
protected groups and others. This will then be used to 

inform the development of our risk management 
strategies.  

USE OF RESOURCES 

 

Performance monitoring 
Identifying the appropriate process that enables 

challenge of outputs and outcomes relative to our 
strategic objectives supports further understanding of 
our communities and their resource requirements.  

Communication with stakeholders 
We aim to provide informative and structured 

performance information incorporating stakeholder 
contributions. The report will be circulated throughout 
the organisation for information and awareness. It will 

also be used as evidence for our preparations for the 
next HMICFRS inspection to demonstrate our 

commitment to self-analysis and improvement. 

PROVENANCE SECTION 

& 

 BACKGROUND PAPERS 

Background papers: 

 2018/19 Performance Monitor (pp. 61-63) 

 Corporate Plan 2015-20 

 Public Safety Plan 2015-20 
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APPENDICES 2019-20 Annual Performance Monitoring Report 

TIME REQUIRED  10 minutes 

REPORT ORIGINATOR 
AND CONTACT 

Craig Newman, Manager – Data Intelligence Team 

cnewman@bucksfire.gov.uk 

01296 744444 
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Introduction

Welcome to Buckinghamshire Fire & Rescues (BFRS) annual 

report for 2019/2020. This report monitors the number of 

incidents and associated outcomes that occurred within 

Buckinghamshire and Milton Keynes during 2019/2020. 

Our vision is to make Buckinghamshire and Milton Keynes 

the safest areas in England in which to live, work and

travel.

In view of the above, this report includes four key sections:

▪ In the Home

▪ In the Workplace

▪ Travel in and through Buckinghamshire and Milton 

Keynes

▪ Within the community

Because incident numbers can be heavily influenced by 

external factors such as the weather, comparing one year’s 

performance with the previous year may not provide a fair 

indicator, especially if the previous year was exceptionally 

busy, or vice versa. This report will primarily compare 

2019/2020 with the average number of incidents/cases 

within the previous five years of recorded data.

3 BFRS Annual Report 2019 / 2020
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74% of incidents reached
within 10 minutes

98% of incidents reached
within 20 minutes

At a glance
Unless otherwise stated, numbers throughout this report are excluding co-responders. There will also be 
slight differences in some of the figures shown, which is due to rounding. The figures below are a 
comparison between 2019/2020 and the previous 5 years as an average.

Average response times:

All incidents: 08:21

Accidental dwelling fires: 08:02

Primary fires: 08:35

Secondary fires: 08:48

Road traffic collisions: 09:00

15% Accidental 
Dwelling 
FiresDecrease

7,198 Incidents 
attended

15%
Increase

Deliberate 
secondary 
fires

48%
Decrease

Chimney 
fires in 
dwellings

19%
Decrease

Primary fires 
in non-
domestic 
properties

9%
Decrease

Deliberate 
primary 
fires

12%
Increase

RTCs 
Attended

1%
Increase

1%
Increase

- Decrease: 00:09 

4

Number of 
incidents

6%
Increase
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2019 / 2020 – Overall incident breakdown

During 2019/2020 BFRS attended 7,198 incidents. This was 6% more
than the 5 year average. Reductions across this period were seen in 
primary fires (12% fewer) and chimney fires (39% fewer) with our 
biggest growth seen in our attendance to special service incidents 
(excluding RTCs) at 16%.

BFRS response times have remained consistent despite a growth in 
incidents over the last 5 years. 30% of incidents were reached in under 
6 minutes and 75% reached within 10 minutes.

28% 30% 31% 30% 30% 30%

45% 44% 44% 43% 43% 45%

20% 19% 18% 19% 19% 18%

7% 8% 7% 8% 8% 7%
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BFRS – Incident response times
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BFRS – Incident type breakdown

Primary fire Secondary fire Chimney fire

RTC Special Service (excl RTCs) False Alarms (inc special service)
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Making Buckinghamshire and Milton 
Keynes the safest areas in England in 
which to live.

In the Home
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HOME

Accidental dwelling fires (ADFs) include those where the officer in 
charge recorded the cause of the fire to be accidental or not known. 
Dwellings are defined as buildings occupied by households, excluding 
hotels, hostels and residential institutions. 

The number of ADFs we attend continues to reduce, a 15% reduction 
compared with the average of previous five years. The reduction is also 
at a higher rate than the national average, as shown below:

• Serious - Casualty went to 

hospital, injuries appear to be 

serious 

• Slight - Casualty went to 

hospital, injuries appear to be 

slight

The number of fire related fatalities and injuries recorded at ADFs can be 

found below.

▪ One fire related fatality was recorded at an accidental dwelling fire in 

2019/2020. The average of the previous five years was 2.4.

▪ There were 20 serious or slight injuries recorded, compared with an 

average of 29.6 recorded in the previous five years.
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HOME

The chart below details the attendance times to ADFs year on year. 

Attendance times have continued to be relatively consistent over the 

last six years. This is now being reflected in the figures showing the 

previous five-year average.

The following chart highlights the level of damage recorded at ADFs. 

During 2019/2020 only 7% of ADFs saw the fire or heat damage 

spread further than the room of origin. Furthermore, 65% of ADFs 

were limited to the item of origin or only recorded smoke damage.
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HOME

2019/2020 saw a large decrease in both dwelling fires where the cause 
was believed to be deliberate to somebody else’s property, and 
chimney fires in dwellings.

▪ Dwelling fires started deliberately by someone else reduced by 46% 
compared with the average of the previous five years.

▪ Chimney fires in dwellings reduced by 48% compared with the 
average of the previous five years.

2019/2020 saw BFRS attended 

741 special service incidents to 

dwellings, the majority of which 

related to supporting South 

Central Ambulance Service in 

areas such as gaining access to a 

property. Other incident types 

included flooding related calls. 

These figures do not include co-

responder call outs.

2014/2015 2015/2016 2016/2017 2017/2018 2018/2019 2019/2020

Effecting entry/exit 123 158 148 260 310 293

Flooding 111 107 191 203 191 131

Assist other agencies 29 37 36 42 65 77

Lift Release 23 32 31 47 41 56

Hazardous Materials incident 14 18 27 37 36 47

No action (not false alarm) 11 41 36 47 40 36

Animal assistance incidents 23 7 18 19 11 17

Suicide/attempts 3 3 5 10 6 15

Making Safe (not RTC) 16 14 14 14 11 13

Other rescue/release of persons 29 13 13 19 11 10

Other (grouped remaining <10) 65 48 56 45 51 46
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Making Buckinghamshire and Milton 
Keynes the safest areas in England in 
which to work.

In the Workplace
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WORK

The number of primary fires in non-domestic properties continues to 

fall. 2019/2020 saw 19% fewer incidents than the average of the 

previous five years. However, all of this progress appears to be from a 

reduction in accidental fires. Deliberate fires have remained roughly 

the same.

As with the attendance times to accidental dwelling fires, times have 

remained consistent over the past six years, with 2019/2020 being 

only four seconds different from the average achieved over the 

previous five years.

11 BFRS Annual Report 2019 / 2020
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WORK

Fire related injuries from non-domestic fires have continue to remain 

low, with only 1 serious injury recorded in the last year. A breakdown 

of the injuries can be seen in the chart below.

12 BFRS Annual Report 2019 / 2020

• Serious - Casualty went to 

hospital, injuries appear to be 

serious 

• Slight - Casualty went to 

hospital, injuries appear to be 

slight

The following chart highlights the level of damage recorded at fires in 
non-domestic buildings. During 2019/2020 24% of these fires saw the 
fire or heat damage spread further than the room of origin. 
Furthermore, 58% of fires in non-domestic properties were limited to 
the item of origin or only recorded smoke damage.
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WORK

False alarms – 53% of ‘false alarms’ in Buckinghamshire and Milton 
Keynes during 2019/2020 were to incidents located at a non-
domestic property. Even though only a small percentage of the false 
alarms are to the same properties, the number of false alarms still 
continues to increase.

The table below provides a breakdown of the reason listed for the 
false alarm call to non-domestic properties:

13 BFRS Annual Report 2019 / 2020

2014/2015 2015/2016 2016/2017 2017/2018 2018/2019 2019/2020

System - external factors i.e. contaminents or power surge 207 188 239 205 245 230

System - faulty 260 242 248 228 193 261

system - human involvement i.e testing or cooking 296 439 494 533 592 651

System - incorrectly positioned 36 30 17 26 8 9

System - other 36 62 60 42 32 32

System - poor maintenance, damaged or unsuitable 
equipment 36 39 36 27 26 29

System - unknown 211 256 264 296 342 332

Sprinkler 13 25 14 19 29 25

Good intent - fire 420 219 178 196 142 107

Good intent - special service 11 8 9 12 10 13

Malicious 53 53 67 55 62 73

Total 1579 1561 1626 1639 1681 1762
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Making Buckinghamshire and Milton 
Keynes the safest areas in England in 
which to travel.

Travel in and through 
Buckinghamshire and 
Milton Keynes
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The chart below details the number of fatalities and injuries recorded 

at RTC’s in Buckinghamshire and Milton Keynes.

Further to the numbers detailed in the chart, crews also dealt with 

172 minor injuries at RTCs during 2019/2020.

15 BFRS Annual Report 2019 / 2020

• Serious - Casualty 

went to hospital, 

injuries appear to 

be serious 

• Slight - Casualty 

went to hospital, 

injuries appear to 

be slight

TRAVEL

RTCs – the number of RTCs attended by BFRS continues to increase. 

However, the number of injuries has remained consistent, and the 

number of fatalities in 2019/2020 was lowest recorded since reporting 

changed in 2009.
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TRAVEL

The table below shows the average attendance times to RTCs within 

Buckinghamshire and Milton Keynes. 
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The figures below show the number of accidental vehicle fires BFRS 

attended (that were not related to an RTC). The number has remained 

consistent since incident reporting changed in 2009.
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Within the 
community
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COMMUNITY

The number of deliberate primary fires (to other people’s property) 
remains similar to previous years, and were slightly better than the 
average of the previous five years. Vehicles still account for most of 
the deliberate primary fires recorded.

The definitions for deliberate, primary and secondary fires can be found in the 
glossary section at the end of this report.

2014/2015 2015/2016 2016/2017 2017/2018 2018/2019 2019/2020

Dwelling 17 29 16 21 21 11

Other Residential 3 2 2 2

Non Residential 37 29 38 35 40 35

Car 53 40 67 43 47 43

Multiple Vehicles 5 9 7 8 6 4

Van 10 8 15 8 9 9

Lorry/HGV 2 3

Minibus 2 1 1

Caravan unspecified 2 2 3 4 1

Towing caravan elsewhere (not on 
tow) 1 1 2 1

Trailer unit (not attached to tractor) 2

Motor Home 1 1

Motorcycle 9 13 15 8 16 12

Bicycle 1 1 1 1 2

Boats 2

Agricultural 1 1 1

Grassland, woodland and crops 16 20 18 20 32 29

Other outdoors (including land) 2 1 1

Outdoor equipment and machinery 6 3 1 3 4 2

Outdoor structures 19 15 13 25 22 17

Other 2 3 1 3 4

Grand Total 182 173 206 182 208 174

226



19 BFRS Annual Report 2019 / 2020

COMMUNITY

The number of deliberate secondary fires (to other people’s property) 
in 2019/2020 showed a slight improvement compared to 2018/2019, 
but still continues on a overall increasing trend.

The definitions for deliberate, primary and secondary fires can be found in the 
glossary section at the end of this report.

2014/2015 2015/2016 2016/2017 2017/2018 2018/2019 2019/2020

Vehicles 9 8 6 10 11

Dwelling 4 4 3 6

Grassland, woodland and crops 66 96 68 90 130 147

Non Residential property 2 11 8 16 5

Other Residential 1

Other 1

Other outdoors (including land) 137 126 132 200 158 136

Outdoor equipment and machinery 1 1 3 1 2 1

Outdoor structures 43 83 92 88 99 83

Total 247 321 318 394 418 390
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COMMUNITY

In 2019/2020 BFRS co-responders attended 1,075 incidents within 
Buckinghamshire and Milton Keynes.

While most calls are to people’s homes, co-responders also attend 
incidents in other locations, such as nursing homes. 

2015/2016 2016/2017 2017/2018 2018/2019 2019/2020

Dwelling 1113 884 500 254 817

Non Residential 161 104 77 36 106

Other Residential 118 79 60 51 78

Other 93 67 37 28 74

Total 1485 1134 674 369 1075
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Glossary

Accidental fires include those where the fire was ignited by accident or 
the cause was not known or unspecified. 

Chimney fires are reportable fires at occupied buildings where the fire 
was confined within the chimney structure and did not involve casualties 
or rescues and was not attended by 5 or more appliances. 

Deliberate fires include those where deliberate ignition is merely 
suspected.

Dwellings are defined as buildings occupied by households, excluding 
hotels, hostels and residential institutions.

False Alarms are events in which the Fire and Rescue service was called 
to a reported fire which turned out not to exist. False alarms are 
categorised as follows:

Malicious False Alarms are calls made with the intention of getting 
the fire and rescue service to attend a non-existent fire-related 
event, including deliberate and suspected malicious intentions.

Good Intent False Alarms are calls made in good faith in the belief 
that the fire and rescue service really would attend a fire.

Primary fires include all reportable fires at non-derelict buildings, 
vehicles and outdoor structures or any fire involving casualties, rescues, 
or fires attended by five or more appliances.

Secondary fires are the majority of outdoor fires including grassland and 
refuse fires unless they involve casualties or rescues, property loss or 
five or more appliances attend. They include fires at single derelict 
buildings. They are reported in less detail than other fires and 
consequently less information concerning them is available.

Special Service Incidents - Non-fire incidents which require the 
attendance of an appliance or officer and include:

(a) Local emergencies e.g. road traffic incidents, rescue of persons, 
'making safe' etc;

(b)  Major disasters;

(c)  Domestic incidents e.g. water leaks, persons locked in or out etc;

(d) Prior arrangements to attend incidents, which may include some 
provision of advice and inspections.

Co responders – these are firefighters who also respond to ambulance 
calls. The aim of a co-responder is to preserve life until the arrival of 
either an ambulance or a response vehicle from the NHS ambulance 
service.
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CONTACT US

Buckinghamshire Fire & Rescue Service, Fire Brigade 
Headquarters, Stocklake, Aylesbury HP20 1BD
999 in an emergency only
01296 744400 (Monday to Friday 8am to 4pm)

Fire safety in the workplace

Aylesbury Vale/Chiltern: 01296 744400 
AVDC-CDC-Fire-Safety@bucksfire.gov.uk

Wycombe/South Bucks: 01628 470640 
WDC-SBDCfiresafety@bucksfire.gov.uk

Milton Keynes: 01908 236413 
MiltonKeynesFireSafety@bucksfire.gov.uk 

Fire safety in the home

01296 744477
centraladmin@bucksfire.gov.uk

Educational visits or talks

education@bucksfire.gov.uk

Communication and media

01296 744443 / 01296 744445
cteam@bucksfire.gov.uk 

Recruitment 

eshelpdesk@bucksfire.gov.uk

Website: www.bucksfire.gov.uk
Facebook: www.facebook.com/Bucksfire/
Twitter: www.twitter.com/Bucksfire
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Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER David Norris, Head of Prevention, Response and 

Resilience 
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The HMICFRS lead for Fire and Rescue Services (FRS), 

HMI Zoe Billingham, wrote to all FRS on the 27 
November 2020. In this letter HMICFRS signalled the 
intention both to publish the COVID-19 inspection 

reports, and to re-commence round 2 inspections 
early in 2021.  

HMICFRS published COVID-19 inspection reports into 
all fire and rescue services on 22 January 2021. The 

report consisted of a letter sent to the Chair of the Fire 
Authority and the Chief Fire Officer. HMICFRS judged 
that this Service ‘responded well during the pandemic 

and provided additional support to its communities’.  

The BFRS COVID-19 report is at Annex 1. 

HMICFRS have configured the round 2 inspections of 
all 45 fire and rescue services, into three tranches; 
and this Service is in tranche 1. HMI Billingham wrote 

again on the 14 January to all fire and rescue services 
with a further update, including inspection format and 

engagement events.  

In preparation for round 2 inspections, a document 
request was received on the 18 January, along with a 

refreshed self-assessment template. HMICFRS will 
shortly open an independent reporting line and 

conduct a staff survey, as with the round 1 
inspections.  

The decision to press ahead with the current 

inspection timetable was reviewed in mid-February, 
and our inspection is expected to take place around 24 

May 2021. Preparations are well underway, although 
the final format of the inspections is yet to be 
confirmed.  

 

  ITEM 13 
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The inspection methodology has been reviewed within 
the COVID-19 restrictions, and will rely less on face-

to-face interviews, focus groups and reality testing 
and more on virtual engagement. The questions set 

and judgment criteria remain largely unchanged from 
Round 1.  

Following completion of the first inspection round of all 
45 fire and rescue services, HMICFRS published the 
report into Buckinghamshire Fire & Rescue Service on 

17 December 2019, as part of the final tranche of 
reports.  

An improvement plan has been developed addressing 
specifically the report recommendations and identified 
areas for improvement. At the meeting of the 

Authority on the 12 February 2020, it was agreed that 
progress against this plan will be reported to this 

committee. 

Our Service Liaison Lead, Paul Kay, returned to 
Merseyside fire and rescue service in November 2020 

and we await notification of a newly appointed Service 
Liaison Lead. 

Through the efforts of all our staff we continue make  
progress against the items in the improvement plan. 

On 16 February, HMICFRS wrote to all fire and rescues 

services requesting support by providing short-term 
secondees. This service continues to provide enduring 

support to HMICFRS with the secondment of a Group 
Commander (Service Liaison Lead). 

CFO Thelwell is a member of the HMICFRS External 

Reference Group (ERG). Formed of representatives 
from Home Office, Local Government Association, 

Police Fire and Crime Commissioners, National Fire 
Chiefs Council and HMICFRS Portfolio team, the ERG is 
a mechanism through which HMICFRS test the 

effectiveness and impact of the inspection regime. 

During a recent engagement event HMICFRS shared 

revised inspection themes to include an adjusted 
question; How well does the FRS promote equality, 
diversity and inclusion to ensure fair and open 

opportunities for all? The second principal change 
includes a focus on the effectiveness of the risk-based 

inspection programme.  

ACTION Noting. 

RECOMMENDATIONS That Members note the current position regarding 
HMICFRS inspection programme, and preparations for 

BFRS’s round 2 inspection. 

RISK MANAGEMENT  There remain reputational corporate risks to the 

organisation should we have been judged as 
inadequate. The Service had already taken steps to 
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mitigate this through having extensive internal and 
external audits of a number of areas of the Service.  

FINANCIAL 
IMPLICATIONS 

FRSs are not funded for the burden of preparation for, 
resource implications of, HMICFRS inspections, nor is 

the Service charged. This round of inspections will be 
funded directly by the Home Office. The Police are top 

sliced from their government grants to fund their 
HMICFRS inspections. There has been no indication 
yet that this might be a future funding model for the 

inspection of FRSs. 

LEGAL IMPLICATIONS The current Fire and Rescue Service National 

Framework issued under section 21 of the Fire and 
Rescue Services Act 2004, to which the Authority must 

have regard when carrying out its functions, states as 
follows at paragraph 7.5: 

‘Fire and rescue authorities must give due regard to 

reports and recommendations made by HMICFRS and 
– if recommendations are made – prepare, update 

and regularly publish an action plan detailing 
how the recommendations are being actioned. If 

the fire and rescue authority does not propose to 
undertake any action as a result of a recommendation, 
reasons for this should be given’ [emphasis added].  

It continues: ‘When forming an action plan, the fire 
and rescue authority could seek advice and support 

from other organisations, for example, the National 
Fire Chiefs Council and the Local Government 
Association’. 

CONSISTENCY WITH 
THE PRINCIPLES OF 

THE DUTY TO 
COLLABORATE  

Officers have developed our approach to inspection 
with our Thames Valley FRS partners.  

HEALTH AND SAFETY  There are no Health, Safety or Wellbeing implications 
from this report.  

EQUALITY AND 
DIVERSITY 

There are no Equality and Diversity implications as 
part of the report.  

USE OF RESOURCES 

 

Following this Service’s inspection, an improvement 
plan was presented to the Fire Authority and approved 
on 12 February 2020. 

We maintain a robust and enduring relationship with 
HMICFRS. Our ongoing approach to HMICFRS 

inspections is now being led by the Head of 
Prevention, Response and Resilience, as the 

designated Service Liaison Officer.  

Communication with stakeholders 

Engagement and briefings have regularly been carried 

out, and points of communication with Members and 
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staff have been scheduled.  

The system of internal control 

Specific areas for service improvement have been 
identified through a number of workshops. These are 

being captured in relevant departmental plans and in 
the Operational Assurance Plan. These will be reported 

on in the usual way and ultimately to the Overview 
and Audit Committee.  

The medium-term financial strategy 

No direct implications for the strategy are identified at 
this time. There may be future implications depending 

on the long-term funding model for HMICFRS.  

The balance between spending and resources 

No new capability requirements have been identified 

as being required to prepare for and support an 
inspection. The Corporate Planning Manager oversees 

preparation of evidence with support from the 
Service’s Resilience and Business Continuity Manager. 
The Viper system has been designed to capture 

evidence on an ongoing basis. This allows managers to 
provide evidence as part of their usual reporting 

process. The Performance Monitoring Board provides 
further scrutiny of progress towards the delivery of the 
corporate plan. 

The ethos of the Service will be to continue to deliver 
the Service’s vision and strategic aims and gather the 

relevant evidence for the HMICFRS on a business as 
usual basis, rather than as an extra burden. While we 
develop an understanding of the inspection process 

and monitor the experience and effect on other 
services, we will revisit the resourcing needs. We   

identified that preparations for aspects of the new 
Public Safety Plan (PSP) due in 2020 needed to be 
closely aligned with preparations for the HMICFRS. 

This is now reflected in the Public Safety Plan 2020-
2025. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

Background  

Background Chapter four of the Policing and Crime Act 

2017 established the legal framework for the 
inspection of English Fire and Rescue Services. Wales 
and Scotland have their own mechanisms for assuring 

Services. The Home Office subsequently awarded a 
contract to Her Majesty’s Inspectorate of Constabulary 

and consequently they changed their name to Her 
Majesty’s Inspectorate of Constabulary and Fire and 
Rescue Services.  

Our preparation plans together with our response to 
HMICFRS’ consultation on the inspection methodology 

was presented to, and considered at, the 14 February 
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2018 Fire Authority meeting (see pages 131 – 162):  

https://bucksfire.gov.uk/documents/2020/03/140218

_fire_authority_agenda.pdf/ 

14 November 2018 O & A preparation update (see 

pages 185-192): 

https://bucksfire.gov.uk/documents/2020/03/overvie

w_and_audit_committee_agenda_and_reports_14111
8-min.pdf/ 

13 February 2019 – Fire Authority preparation update 

(see pages 155-244): 

https://bucksfire.gov.uk/documents/2020/03/130219

_fire_authority_agenda.pdf/ 

23 January 2020 - Her Majesty’s Inspectorate of 
Constabulary and Fire and Rescue Services (HMICFRS) 

– Buckinghamshire Fire and Rescue Service (BFRS) 
Inspection Findings Report: 

https://bucksfire.gov.uk/documents/2020/03/230120
_item_7_hmicfrs_cover_report_23012020__appendix-
min.pdf/  

12 February 2020 - HMICFRS Inspection Findings 
Report – Action Plan: 

https://bucksfire.gov.uk/documents/2020/03/120220
_item12_hmicfrs_inspection_findings.pdf/  

22 July 2020- Her Majesty’s Inspectorate of 

Constabulary and Fire and Rescue Services (HMICFRS) 
– Buckinghamshire Fire and Rescue Service (BFRS) 

Improvement Plan Update 
https://bucksfire.gov.uk/documents/2020/07/item-
18-hmicfrs-bfrs-inspection-improvement-plan.pdf/  

11 November 2020 – Her Majesty’s Inspectorate of 
Constabulary and Fire and Rescue Services (HMICFRS) 

– Buckinghamshire Fire and Rescue Service (BFRS) 
Improvement Plan Update 

https://bucksfire.gov.uk/documents/2020/11/item-

11-hmicfrs-improvement-plan.pdf/  

APPENDICES Annex 1 – BFRS COVID-19 inspection report January 

2021 

Annex 2 – BFRS Inspection Improvement plan 

TIME REQUIRED  15 minutes 

REPORT ORIGINATOR 
AND CONTACT 

David Norris – Head of Prevention, Response and 

Resilience 

01296 744627 

dnorris@bucksfire.gov.uk  
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6th Floor, Globe House 

89 Eccleston Square 

London SW1V 1PN 

Email: matt.parr@hmicfrs.gov.uk 

Matt Parr CB 
Her Majesty’s Inspector of Fire & Rescue Services 
Her Majesty’s Inspector of Constabulary 

1 

Jason Thelwell 

Chief Fire Officer 

Buckinghamshire Fire and Rescue Service 

Councillor Lesley Clarke OBE 

Chair 

Buckinghamshire Fire Authority 

22 January 2021 

Dear Mr Thelwell and Cllr Clarke, 

COVID-19 INSPECTION: BUCKINGHAMSHIRE FIRE AND RESCUE SERVICE 

In August 2020, we were commissioned by the Home Secretary to inspect how fire and rescue 

services in England are responding to the COVID-19 pandemic. This letter sets out our 

assessment of the effectiveness of your service’s response to the pandemic. 

2. The pandemic is a global event that has affected everyone and every organisation. Fire and

rescue services have had to continue to provide a service to the public and, like every other public 

service, have had to do so within the restrictions imposed. 

3. For this inspection, we were asked by the Home Secretary to consider what is working well

and what is being learned; how the fire sector is responding to the COVID-19 crisis; how fire 

services are dealing with the problems they face; and what changes are likely as a result of the 

COVID-19 pandemic. We recognise that the pandemic is not over and as such this inspection 

concerns the service’s initial response. 

4. I am grateful for the positive and constructive way your service engaged with our

inspection. I am also very grateful to your service for the positive contribution you have made to 

your community during the pandemic. We inspected your service between 2 and 13 November 

2020. This letter summarises our findings. 

5. In relation to your service, the Thames Valley Local Resilience Forum (LRF) jointly declared

a major incident on 19 March 2020. 

6. In summary, the service responded well during the pandemic and provided additional

support to its community. It used wholetime and on-call firefighters to respond to emergencies. 

Annex 1
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Staff supported the service’s partners, especially the local ambulance trust. This meant the people 

of Buckinghamshire were well supported through the pandemic. 

7. Firefighters drove ambulances, assisted in the delivery of essential items, trained care 

home staff in infection control, and supported the other two Thames Valley fire and rescue  

services in the distribution of personal protective equipment (PPE) to frontline workers. The service 

was able to maintain its response, continue prevention activity and broadly maintained all 

protection activity. Resources were well managed, and the service’s financial position was largely 

unaffected, especially as reserves weren’t needed to cover extra costs. The service effectively 

managed its low level of staff absences, and ensured the Thames Valley primary and secondary 

control rooms were effective and ‘COVID secure’. 

8. The service communicated well with its staff throughout the pandemic and provided 

guidance and support on wellbeing. Extra wellbeing services were put in place for those at higher 

risk of COVID-19 including black, Asian and minority ethnic staff. The service also provided 

coronavirus testing to staff and their families who were showing symptoms of the virus. The service 

made sure all staff had the resources they needed to do their jobs effectively, including extra IT 

and new flexible working arrangements. It has continued to collaborate with its partners, and has 

supported the Thames Valley LRF effectively. 

9. We recognise that the arrangements for managing the pandemic may carry on for some 

time, and that the service is now planning for the future. In order to be as efficient and effective as 

possible, Buckinghamshire Fire and Rescue Service should determine how it will adopt the new 

and innovative ways of working introduced during the pandemic for the longer-term, to secure 

lasting improvements. 

Preparing for the pandemic 

10. In line with good governance, the service had a pandemic flu plan and business continuity 

plans in place which were in date. These plans were activated. They were detailed enough to 

enable the service to make an effective initial response, but understandably they didn’t anticipate 

and mitigate all the risks presented by COVID-19. The service has reviewed its plans to reflect the 

changing situation and what it has learnt during the pandemic. 

11. The plans now include further detail on what elements of the service should maintain 

response capability if loss of staff is greater than normal. These are the degradation arrangements. 

They cover prevention, protection, response and support functions, social distancing, making 

premises COVID secure, remote working, mutual aid and the supply of PPE. The service monitors 

what work has stopped, what has been scaled back, what it is doing differently and all the new 

ways of working that have been introduced. 
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Fulfilling statutory functions 

12. The main functions of a fire and rescue service are firefighting, promoting fire safety 

through prevention and protection (making sure building owners comply with fire safety legislation), 

rescuing people in road traffic collisions, and responding to other emergencies. 

13. The service has continued to provide its core statutory functions throughout the pandemic 

in line with advice from the National Fire Chiefs Council (NFCC). This means the service has 

continued to respond to calls from the public and attend emergencies. It has continued to 

undertake prevention work and carry out ‘fire and wellness’ visits using a risk-based approach in 

line with NFCC guidance. It has also continued its protection activity throughout the pandemic. 

Response 

14. The service told us that between 1 April and 30 June 2020 it attended fewer incidents than 

it did during the same period in 2019. 

15. The overall availability of fire engines was better during the pandemic than it was during the 

same period in 2019. Between 1 April and 30 June 2020, the service’s average overall fire engine 

availability was 56.8 percent compared with 44.3 percent during the same period in 2019. We were 

told that this was a result of lower sickness levels and on-call firefighters being available to respond 

to emergencies due to being furloughed from their primary employment. 

16. The service told us that its average response time to fires improved during the pandemic 

compared with the same period in 2019. This was for several reasons including lower sickness 

levels, better fire engine availability and less road traffic during this period. This may not be 

reflected in official data recently published by the Home Office, because services don’t all collect 

and calculate their data the same way. 

17. The service had good arrangements in place to make sure that its joint control room located 

in Berkshire had enough staff during the pandemic. 

18. This included effective resilience arrangements, such as locking down both primary and 

secondary emergency control rooms to prevent cross-contamination. The facility also implemented 

enhanced hygiene measures, and all staff followed guidance on social distancing and cleaning of 

equipment and furniture. 

Prevention 

19. The NFCC issued guidance explaining how services should maintain a risk-based 

approach to continue prevention activity during the COVID-19 pandemic. The service adopted this 

guidance. 

20. The service conducted fewer fire and wellness checks than it would normally undertake.  

It reviewed which individuals and groups it considered to be at an increased risk from fire as a 

result of the COVID-19 pandemic. As a result, it maintained those at risk from arson and assessed 
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health and social care referrals as being at increased risk from fire. The service responded to each 

high-risk referral and instigated a triage system to identify risk levels by speaking to the resident on 

the telephone. This led to a face-to-face fire and wellness visit for those at highest risk, for which 

staff were provided with appropriate PPE. 

21. The service continued to offer the option of a fire and wellness check by telephone instead 

of a face-to-face home fire safety check. It also continued to work jointly with housing associations 

in high-risk premises. 

Protection 

22. The NFCC issued guidance on how to continue protection activity during the COVID-19 

pandemic. This includes maintaining a risk-based approach, completing desktop audits and issuing 

enforcement notices electronically. The service adopted this guidance. 

23. The service reviewed how it defines premises as high risk during the pandemic. As a  

result, it added care homes, places of education and worship, and hospitals that had changed  

their way of working due to the pandemic as being at an increased risk from fire. The service 

engaged with these premises, uploaded guidance and information on the service website and 

carried out mailshots. 

24. The service conducted fewer fire safety audits than it would normally undertake. It decided 

to continue face-to-face fire safety audits and enforcement work because it was able to give staff 

suitable PPE. It introduced risk-based desktop appraisals instead of face-to-face audits to minimise 

face-to-face contact between members of staff and the public. 

25. The service continued with its enforcement activity and issued enforcement notices and 

prohibition notices. It also continued responding to statutory building control consultations.  

The service concluded a prosecution as a result of which a large financial penalty was awarded. 

26. It also introduced other measures to reduce social contact, such as using telephone and 

email to make the initial contact, using video conferencing, and using electronic documents to 

replace hard-copy letters. The service also used social media and its own website to inform the 

public of fire safety measures. 

27. The service has continued to engage with those responsible for fire safety in high-risk 

premises with cladding similar to that at Grenfell Tower, in particular, premises where temporary 

evacuation procedures are in place. 

28. A conference centre used for the repatriation of 150 British citizens was in the service area. 

The service worked with the building’s responsible person to put in place suitable and reasonable 

fire safety measures. The service liaised with another FRS to understand the provisions required to 

provide appropriate fire safety measures. 
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Staff health and safety and wellbeing 

29. Staff wellbeing was a clear priority for the service during the pandemic. It proactively 

identified wellbeing problems and responded to any concerns and further needs. Senior leaders 

actively promoted wellbeing services and encouraged staff to discuss any worries they had. 

30. Most staff survey respondents told us that they could access services to support their 

mental wellbeing if needed. Support put in place for staff included occupational health, counselling, 

peer support, and access to external resources such as mindfulness presentations. The service 

has discussed with its staff how it should plan for the potential longer-term effects of COVID-19 on 

its workforce. 

31. Staff most at risk of COVID-19 were identified effectively, including those from a black, 

Asian and minority ethnic background and those with underlying health problems. The service 

worked with staff to develop and implement processes to manage the risk, including individual risk 

assessments. The service made sure that its most vulnerable staff ‘shielded’, and it adopted 

flexible ways of working to enable working from home. It also provided COVID-19 testing for all 

staff members and families who had symptoms. 

32. Wellbeing best practice was also shared with other services. The service worked  

with several fire and rescue services and delivered virtual workshops on positive action and 

inclusion, trans awareness and LGBTQ+ hate crime. All workshops were recorded and shared  

with the workforce. 

33. The service made sure that firefighters were competent to do their work during the 

pandemic. This included keeping up to date with most of the firefighter fitness requirements. It also 

assessed the risks of new work to make sure its staff had the skills and equipment needed to work 

safely and effectively. 

34. The service provided its workforce with suitable PPE on time. It participated in the national 

fire sector scheme to procure PPE, which allowed it to achieve value for money. 

Staff absence 

35. Absences have decreased compared with the same period in 2019. The number of days 

lost due to sickness absence between 1 April and 30 June 2020 decreased by 17.9 percent 

compared with the same period in 2019. 

36. The service provided additional guidance and information to staff, which enabled it to better 

manage staff wellbeing and health and safety, and to make more effective decisions on how to 

allocate work. This included information about recording absences, self-isolation, testing, training 

for managers and returning to work. Data was routinely collected on the numbers of staff either 

absent, self-isolating or working from home. 
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Staff engagement 

37. Most staff survey respondents told us that the service provided regular and relevant 

communication to all staff during the COVID-19 pandemic. This included regular virtual team 

meetings, written correspondence, and one-to-ones with a manager about wellbeing and health 

and safety. The chief fire officer posted weekly video messages that were shared with all staff.  

The service made use of telephone, email, social media, virtual meeting platforms and video blogs 

when communicating with on-call staff during the pandemic. 

38. The service intends to maintain changes it has made to its ways of working in response to 

COVID-19, including the new technology it introduced to facilitate virtual meetings. The service will 

allow staff to work remotely, whilst maintaining the balance of face-to-face interaction. It will also 

continue to collaborate with its Thames Valley FRS partners to provide a targeted response to 

community needs. 

Working with others, and making changes locally 

39. To protect communities, fire and rescue staff including firefighters were encouraged to carry 

out extra roles beyond their core duties. This was to support other local blue light services and 

other public service providers that were experiencing high levels of demand, and to offer other 

support to its communities. 

40. The service carried out the following new activities: driving ambulances, assisting 

vulnerable people, delivering PPE, packing/repacking food parcels for vulnerable people, and 

delivering training to care home staff. 

41. A national ‘tripartite agreement’ was put in place to include the new activities that 

firefighters could carry out during the pandemic. The agreement was between the NFCC, National 

Employers, and the Fire Brigades Union (FBU), and specifies what new roles firefighters could 

provide during the pandemic. Each service then consulted locally on the specific work it had been 

asked to support, to agree how to address any health and safety requirements including risk 

assessments. If public sector partners requested further support outside the tripartite agreement, 

the specifics would need to be agreed nationally before the work could begin. 

42. The service consulted locally to implement the tripartite agreement with the FBU and the 

Fire Officers Association. Other unions were engaged, including UNISON, if their members were 

asked to do extra work, including those activities covered under the tripartite agreement. All of the 

new work done by the service under the tripartite agreement was agreed on time for it to start 

promptly and in line with the request from the partner agency. 

43. There were extra requests for work by partner agencies that fell outside the tripartite 

agreement, including the distribution of PPE across the Thames Valley. Throughout the pandemic, 

service staff helped the Thames Valley LRF’s logistics cell to co-ordinate and manage the 

distribution of emergency supplies to key services, including care homes and primary care 

services. On-call staff helped facilitate a COVID-19 testing site at the request of Buckinghamshire 
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Council. This work was agreed and undertaken on time and in line with the request from the 

partner agency. 

44. All new work, including that done under the tripartite agreement, was risk-assessed and 

complied with the health and safety requirements. All activities to support other organisations 

during this period were monitored and reviewed. The service has identified which to continue, for 

example, helping medical staff to gain entry to private properties. The relationship between 

Buckinghamshire FRS and South Central Ambulance Service has been strengthened as a result of 

FRS staff driving ambulances. Staff will continue to maintain their ambulance driving competencies 

and there will be joint training in future. 

Local resilience forum 

45. To keep the public safe, fire and rescue services work with other organisations to assess 

the risk of an emergency, and to maintain plans for responding to one. To do so, the service should 

be an integrated and active member of its local resilience forum (LRF) – in this case, Thames 

Valley LRF. 

46. The service was an active member of the LRF during the pandemic. The service told us 

that the LRF’s arrangements enabled the service to fully engage in the multi-agency response. 

47. As part of the LRF’s response to COVID-19, the service chaired the community hub 

working group, the media advisory cell and the finance and legal group. The service provided the 

deputy chair for the tactical co-ordinating group and provided representation on the LRF executive 

board and strategic co-ordinating group. It was a member of the death management group and the 

testing cell. The service was able to allocate suitably qualified staff to participate in these groups 

without affecting its core duties. 

Use of resources 

48. The service’s financial position hasn’t yet been significantly affected by the pandemic. 

49. The service has made robust and realistic calculations of the extra costs it has faced during 

the pandemic. Up to 30 June, its main extra costs were £43,000 on PPE, £29,000 on the upgrade 

in technology, £10,000 on cleaning materials, £66,000 on overtime and £1,000 on signage to 

reinforce critical messages on hygiene and social distancing. It fully understands the effect this will 

have on its previously agreed budget and anticipated savings. 

50. As of 30 June 2020, the service has spent £149,000 of its £696,000 of extra government 

funding to support its response. It spent this money on PPE, cleaning materials, an upgrade in 

technology, overtime and signage. It has shown how it used this income efficiently, and that it 

mitigated against the financial risks that arose during this period. 

51. The service didn’t use any of its reserves to meet the extra costs that arose during  

this period. When used, overtime was managed appropriately. The service made sure that its staff 

who worked overtime had enough rest between shifts. 
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Ways of working 

52. The service changed how it operates during the pandemic. For example, to maintain 

productivity it enabled staff to work at different locations within the service. It had the necessary IT 

to support remote working where appropriate. Where new IT was needed, it made sure that 

procurement processes achieved good value for money. 

53. The service could quickly implement changes to how it operates. This allowed its staff  

to work flexibly and efficiently during the pandemic. The service plans to consider how to adapt  

its flexible working arrangements to make sure it has the right provisions in place to support a 

modern workforce. 

54. The service has had positive feedback from staff on how they were engaged with during  

the pandemic. As a result, the service plans to adopt these changes in its usual procedures  

and consider how they can be developed further to help promote a sustainable change to its 

working culture. 

55. The service made good use of the resources and guidance available from the NFCC to 

support its workforce planning and help with its work under the tripartite agreement. 

Staffing 

56. The service had enough resources available to respond to the level of demand during the 

COVID-19 pandemic, and to re-allocate resources where necessary to support the work of its 

partner organisations. Arrangements put in place to monitor staff performance across the service 

were effective. This meant the service could be sure its staff were making the best contribution  

that they reasonably could during this period. Extra capacity was identified and reassigned to 

support other areas of the service and other organisations. The service assisted South Central 

Ambulance Service by driving ambulances, and supported Buckinghamshire Council at a 

coronavirus testing facility. The service also provided staff to assist the logistics cell with 

administering and distributing PPE. 

57.  For most of the pandemic, the main role for wholetime firefighters was to provide the 

service’s core responsibilities, while work under the tripartite agreement was done by other parts of 

the workforce. This approach was taken because the service felt this was the best way to make 

sure it had the resources it needed to meet its foreseeable risk. We expect the service to keep its 

processes under review to make sure it uses its wholetime workforce as productively as possible. 

58. The on-call workforce took on extra responsibilities covering some of the roles agreed as 

part of the tripartite agreement, with the assistance of prevention staff.  
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Governance of the service’s response 

59. Each fire and rescue service is overseen by a fire and rescue authority (FRA). There are 

several different governance arrangements in place across England, and the size of the authority 

varies between services. Each authority ultimately has the same function: to set the service’s 

priorities and budget and make sure that the budget is spent wisely. 

60. Members of Buckinghamshire Fire and Rescue Authority were actively engaged in 

discussions with the chief fire officer and the service on the service’s ability to discharge its 

statutory functions during the pandemic. 

61. The authority maintained effective ways of working with the service during the pandemic. 

This made sure the service could fulfil its statutory duties as well as its extra work supporting the 

LRF and the tripartite arrangements. The service regularly updated fire and rescue authority 

members about how it was responding to the pandemic and the extra activities of its staff.  

This included work carried out as part of the tripartite arrangements. 

62. During the pandemic, the FRA continued to give the service proportionate oversight and 

scrutiny, including of its decision-making process. It did this by regularly communicating with the 

chief fire officer and receiving the service’s written briefings. 

Looking to the future 

63. During the pandemic, services were able to adapt quickly to new ways of working.  

This meant they could respond to emergencies and take on a greater role in the community by 

supporting other blue light services and partner agencies. It is now essential that services use their 

experiences during COVID-19 as a platform for lasting reform and modernisation. 

64. Buckinghamshire FRS is an active member of the Thames Valley collaboration group, 

strengthening its relationships with its partners, local authorities and South Central Ambulance 

Service. This has enabled the emergency services to support the LRF more effectively, which in 

turn has provided better service to communities across the Thames Valley. Buckinghamshire FRS 

is looking at ways its workforce can support these organisations more consistently especially 

during periods of high demand. 

65. It has developed the way it communicates with staff and explored different ways of working 

during the pandemic, which has helped different parts of the workforce to connect and work 

together. The service also transformed its use of technology and is considering how virtual 

platforms and remote working can help it become more effective and efficient. 

66. Good practice and what worked was shared with other services in the Thames Valley 

collaboration group. The service moved into the new Blue Light Hub in Milton Keynes on 30 June 

2020, despite the pandemic. Thames Valley Police, South Central Ambulance Service and NHS 

Blood and Transplant will join them in the new building later this year. 
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67. The hub’s design promotes engagement between the three services. It includes flexible 

working spaces for all services, and informal breakout spaces to promote collaboration. 

68. The service introduced a professor of operations and critical systems from the University of 

Manchester to the LRF to improve efficiencies and assist local authorities in creating effective 

volunteer schemes. 

69. An apprentice recruitment process for operational activity during the pandemic was 

completed. This followed all government guidance on social distancing and hygiene. It used  

its own facilities at first, then moved to an external provider when their facilities reopened.  

The process was recorded and shared with others electronically. 

Next steps 

70. This letter will be published on our website. We propose to restart our second round of 

effectiveness and efficiency fire and rescue inspections in spring 2021, when we may follow up 

some of our findings. 

Yours sincerely, 

 

Matt Parr CB 

Her Majesty’s Inspector of Fire & Rescue Services 

Her Majesty’s Inspector of Constabulary 
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OVERVIEW AND AUDIT COMMITTEE - 17 March 2021 
 

Annex 2 
 

Report 
Reference 

Inspection Pillar HMICFRS inspection report item Improvement Activity R/A/G 

Page 11 
Prevention – Area for 
improvement 

The service should evaluate its 
prevention work, so it understands 
the benefits better. 
 

An evaluation of the prevention activity commenced in 
July 2020. The evaluation uses a diagnostic methodology 
developed from academic research and with colleagues 
from Manchester University. The approach uses the 
Viable Systems Methodology, which has been adapted 
for the Services purposes and forms the basis of the 
evaluative approach. 
 
The evaluation has been separated into work-stream to 
enable a more focussed and pragmatic approach to the 
evaluation. The first phases include fire and wellness 
checks (linked to the item above, youth engagement 
and safeguarding.) 
 

 

Page 11 
Prevention - Area for 
improvement 

The service should understand the 
reasons for its reducing number of 
prevention visits and consider how it 
can better target those who are most 
at risk to fire. 
 

An increased shift to referral led prevention visits has 
been implemented from April 2019 to utilise service 
resources more effectively.  Administration teams that 
are responsible for screening and booking in Fire and 
wellness visits, have previously been under established, 
affecting the ability to book in visits.  A recruitment 
campaign has been undertaken and will soon see the 
three administration teams back to full establishment. 
 
Specific roles have been identified & funding has been 
agreed by the Authority to establish a number of new 
Prevention posts, which will help to oversee and deliver 
Fire & Wellness visits, to address the volume of 
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prevention visits in identified areas of increased risk, 
including the delivery of a program of high-rise 
interventions and engagements with specialised 
housing. 
Intervention post incident, is being reinvigorated 
through a revised procedure supported by processes 
which enable this activity to be recorded in PRMS. 
 

Page 14 
Protection - Area for 
improvement 

The service should ensure it allocates 
enough resources to a prioritised and 
risk-based inspection programme. 
 

Several recruitment campaigns have been undertaken 
to fill posts that have become vacant following 
resignations and also to fill newly created apprentice 
fire safety roles, approved 2019/20 by the FA.  Training 
is currently underway of these new staff members. 
 
This year, 2020/21, the Fire Authority have approved 
four further fire safety posts, which will be utilised to 
increase capacity of existing inspecting officers, through 
the creation of lead teams in specialist areas, such as:  
enforcement and prosecution; Specialised Housing; and, 
High Risk Residential Buildings (HRRB). 
 

 

Page 14 
Protection - Area for 
improvement 

The service should review its response 
to false alarms to ensure operational 
resources are used effectively (termed 
‘unwanted fire signals’). 
 

An evaluation of the policy on Automatic Fire Alarms 
commenced in July 2020, as part of a collaborative 
project with Oxfordshire and Royal Berkshire fire and 
rescue services. Due to COVID-19 pressures, the three-
service approach has been paused however continues in 
this Service. The evaluation uses a diagnostic 
methodology developed from academic research and 
with colleagues from Manchester University. The 
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approach uses a methodology, which has been adapted 
for the Services purposes and forms the basis of the 
evaluative approach. 
 

Page 14 
Protection - Area for 
improvement 

The service should ensure it works 
with local businesses and large 
organisations to share information 
and expectations on compliance with 
fire safety regulations. 
 

Capacity to deliver proactive engagement activity has 
been limited due to vacancies in an already small 
protection department.  These posts have now been 
filled and training up to Level 4 Diploma accreditation is 
currently underway. 
 
The creation of additional posts enables the increased 
capacity to focus work on targeted engagement of lower 
risk premises that may not be included within a 
refreshed Risk Based Inspection Programme (RBIP).   
 

 

Page 16 
Response – Area for 
Improvement 

The service should ensure it has a 
sustainable system to provide its 
operational response model. 
 

Following a review of the Resourcing Model, the Service 
has commenced work to further improve availability of 
appliances and disposition of staff. The introduction of 
new on-call contracts has led to a better employment 
proposition for staff, which in turn provides greater 
resilience and opportunity.  
 
Total staffing numbers remain low, and the review has 
identified a range of areas in which efficiency can be 
improved. These efficiencies are supported by the 
introduction of 20 additional firefighters to the 
establishment following a recent successful growth bids 
in 2020. 
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Page 16 
Response – Area for 
Improvement 

The service should improve the 
availability of its on-call fire engines to 
respond to incidents. 
 

A new revised approach to On-Call awareness sessions 
has been created and delivered online (virtual) on three 
occasions now. This has seen an increase in new 
applications.  
 
A new On-Call Contract was introduced in 2018 which 
created four availability options. This ranged from 
immediate response through 20mins, 60mins and 3 
hour response to mobilising. 
 
A new resource management system (FSR - Fire Service 
Rota) was introduced and the resilience availability 
options are being developed into the system. The 
strategic resourcing model identifies three On-call 
appliances with up-to 10 minute mobilisation 
availability. 
 

 

 
Page 23 

Efficiency – 
Recommendation 

Ensure it has the capacity and 
capability to support its activity in its 
public safety plan; 
 

Officers adopted a zero-based budget approach when 
developing the budget proposal for 2020/21.  This 
approach has been developed alongside the new Public 
Safety Plan and feedback from our recent inspection 
report from HMICFRS. Although our report noted that 
the inspectorate “would like to see improvements in the 
year ahead, but without increased funding, it is difficult 
to see where progress can be made” the zero-based 
budget approach has identified some key opportunities 
within the current budgetary constraints: 
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 Increasing the wholetime establishment by up 
to 20 firefighters in 2020/21, with the potential 
to increase by a further 10 in the following year 
(depending on the outcome of the 
comprehensive spending review) 

 Increasing the Protection Team by 4 FTEs and 
introducing a Team Leader role and two further 
FTEs into the Prevention Team. 

 Introducing a Head of Technology, 
Transformation and Programme Management 
Office (PMO) to manage the actions required 
following our inspection report. 

 

Page 23 
 
 
 
 
 

Efficiency – 
Recommendation 

Consult with the people of 
Buckinghamshire and Milton Keynes 
on options to have the most effective 
and efficient response against the 
financial environment in which it 
operates. 
 

The 2020-2025 Public Safety Plan (PSP) was approved 
for public consultation at the Authority’s 18 September 
2019 meeting. The consultation was open for an eight-
week period from 23 September to 18 November 2019. 
 
Officers will proceed with the further development of 
the strategy proposals set out in the PSP having regard 
to the consultation feedback as they are progressed and 
to undertake further consultations with stakeholders 
potentially affected by any specific changes arising from 
their implementation. 
 

 

Page 25 
Efficiency – Area for 
Improvement 

The service should use sound financial 
management to ensure all additional 
costs such as pension liability are 

The zero-based budgeting approach adopted for 
2020/21 reviewed all costs to ensure that the right 
amount of money is being spent in the right places.   
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accounted for and that there is a 
contingency plan. 
 

The Medium Term Financial Plan (MTFP) for 2020/21 to 
2024/25 shows two scenarios, one with the 
continuation of the pension grant funding and the other 
showing the impact if it were to cease after 2020/21. 
 
Following approval of the PSP a Financial Strategy has 
been developed, this was considered by the Executive 
Committee in November 2020 and  and approved bythe 
Fire Authority in December 2020.  The Strategy included 
the development of alternative scenarios and 
contingency plans and further addressed the two 
Efficiency recommendations shown above. 
 

Page 31 
People –Area for 
Improvement 

The service should put in place an 
achievable succession plan, for the 
whole organisation. 
 

Implementation of a pan-organisational succession plan 
which undertakes regular systematic and rigorous 
Strategic Workforce and Succession Planning processes, 
incorporating Public Safety requirements 
 

 

Page 33 
People – Area for 
Improvement 

The service should plan to be more 
ambitious in its efforts to attract a 
more diverse workforce which better 
reflects the community it serves. 
 

Attendance at Career Fairs at Colleges, Schools, MK 
Stadium etc. Have a go days for Females, BAME groups. 
Review of the People Strategy portal to ensure the 
Equality, Diversity and Inclusion (EDI) message is 
consistent. Workforce Reform project as part of the 
Thames Valley Collaboration agenda established. Re-
established Equality, Diversity and Inclusion (EDI) group 
to work on initiatives to attract a more diverse 
workforce. 
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Page 34 
People – Area for 
Improvement 

The service should put in place an 
open and fair process to identify, 
develop and support high-potential 
staff and aspiring leaders. 
 

Our talent management programme, continues to 
ensure replenished development pools at each level, 
resulting in staff with the required skills to fulfil the roles 
when needed. 
 
A pilot scheme to identify and develop future senior 
leaders was successfully employed to recruit an interim 
replacement for a Head of Service position. This pilot is 
being validated later this year with a senior 
management assessment and development centre. This 
approach will continue to futureproof the Service and 
minimise the potential impact on its workforce, ensuring 
the operational commitment can be maintained. 
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Operational Assurance Improvement Plan                             

Overview and Audit Committee (Item 14), 17 March 2021   

 

Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Area Commander Calum Bell, Head of Protection & 

Assurance 

LEAD MEMBER Councillor Steven Lambert  

SUBJECT OF THE 
REPORT 

Operational Assurance Improvement Plan 

EXECUTIVE SUMMARY The purpose of this report is to provide an update on 
the progress that continues to be made, with regard to 
the delivery of the Service’s approved Operational 

Assurance Improvement Plan (OAIP). 

The OAIP is a dynamic document, used to enhance our 

ability to capture, scrutinise and respond to 
operational learning originating from events such as 
our own operational debriefs and Learning Review of 

Command (LRC) which are now customary for all 
notable incidents, assurance visits and external 

reviews, such as the Grenfell enquiry. 

Our internal approach towards how we now gather 

and assess learning from operational activity, has 
better enabled us to effectively identify emerging 
issues and then implement practical and corrective 

solutions, in order to enhance operational 
performance.  

The recommendations for action from the final 
Operational Assurance Limited (OAL) audit, have now 
been added to the OAIP. 

The main areas of focus for the OAIP continue to be 
operational learning from incidents and this is not 

limited to just those we have attended. As part of the 
Joint Emergency Services Interoperability Programme 
(JESIP) we share information across all CAT 1 and 2 

Responders through the Joint Operational Learning 
(JOL) portal and via the National Fire Chiefs Council 

(NFCC) we access and share “Learning Events” 
through the National Operational Learning (NOL) 
framework.   

Most recently we have started to migrate the work and 
actions we have been taking, in response to the 

Grenfell Tower enquiry, into the OAIP.  

ACTION Noting. 

 

 ITEM 14 
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RECOMMENDATIONS It is recommended that the progress made against 
each improvement recommendation detailed within 

the updated OAIP is noted. 

RISK MANAGEMENT  Delivery of the OAIP will contribute toward ensuring 

the Service’s operational safe systems of work are 
continuously improved to conform to the latest safety 

standards and are efficient, effective and responsive to 
significant changes in the external or internal 
environments. 

Failure to deliver the OAIP could expose: 

 the Service, its personnel and the public to 

operational, health and safety risks; 

 Buckinghamshire & Milton Keynes Fire Authority 

(BMKFA) to reputational and / or financial risks. 

The OAIP will inform the ongoing development of our 
operational workforce plan particularly in relation to 

areas such as maintenance of operational skills, 
acquisition training and assessment. 

Furthermore, the OAIP does not appear to raise any 
immediate privacy issues. 

FINANCIAL 
IMPLICATIONS 

There are no direct financial implications associated 
with this report, as all expenditure is contained within 
existing budgets.  Previously, a £50,000 per annum 

investment resulted in a contractual three-year (two 
years, with the option to extend by a further year) 

programme of assurance visits, intended to drive 
continual service improvement.  This programme has 
now been completed. 

LEGAL IMPLICATIONS There are no negative legal implications associated 
with this report. 

CONSISTENCY WITH 
THE PRINCIPLES OF 

THE DUTY TO 
COLLABORATE  

Although the Authority has committed to a default 
position of collaboration with Thames Valley Fire and 

Rescue Authorities (FRAs). The OAIP relates 
specifically to BFRS operational activity, however any 

opportunity to collaborate will be explored, as will the 
sharing of any identified operational learning.  

HEALTH AND SAFETY  There are no negative implications on health and 
safety associated with this report. The delivery of the 
OAIP will continue to promote and enhance the 

existing health and safety culture within the Service. 

EQUALITY AND 

DIVERSITY 

No immediate issues identified in relation to the OAIP, 

however, IIAs and DPIAs will be completed for any 
changes that result from any subsequent activity, 

where there is the potential for equality, diversity and 
privacy issues to arise. 

USE OF RESOURCES Communication with stakeholders  
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Learning from operational activity or recommendations 
following debrief and assurance visits are routinely 

published and communicated to all staff, utilising 
either the I:Drive or Operational Assurance 

newsletter. This approach is intended to ensure there 
is a clear understanding and appreciation of the 

collective responsibility there is toward continuous 
improvement in respect to operational performance. 

The system of internal control 

From a monitoring and reporting perspective, the 
Head of Protection & Assurance leads on the 

improvement plan and is chair of the Operational 
Assurance Group (OAG).  

The Head of Operational Training and Assurance has 

responsibility for delivering the OAIP in conjunction 
with the OA team.  

The medium-term financial strategy 

It is intended that delivery of the OAIP, continues to 
be achieved within the existing budget. 

The balance between spending and resources 

Coordinated visits to other fire services and informal 

discussions with suppliers have taken place, in order 
to identify the different active monitoring systems 
commercially available. This has resulted in a further 

6-month trial being commenced utilising Effective 
Command commencing on 1 January 2021 that will 

then be subject to evaluation, before a final decision is 
made in respect to its suitability.  

It was also recognised early on that by transferring 

the information held on the OAIP, within its current 
spreadsheet type format, onto ‘Viper’ would make it 

easier to both interpret and report on the progress 
being made, in relation to the different improvement 
recommendations. However, progress has 

unfortunately been delayed, primarily due to the other 
work commitments involving the Data Intelligence 

Manager. 

The management of the asset base 

There are currently no identified impacts on the asset 

base. 
 

The arrangements to promote and ensure 
probity and propriety 

Delivery of the OAIP is expected to have a positive 
impact against these criteria by creating a more 
vigorous and transparent operational assurance 

environment within the Service. 

Environmental 

Delivery of the OAIP will enhance the Service’s ability 
to identify and manage potential environmental 
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hazards in both the internal and external 
surroundings. 

PROVENANCE SECTION 

& 

BACKGROUND PAPERS 

Background 

Overview and Audit Committee: 22 July 2020 (see 

pages 297 - 300)  

Agenda Document for BMKFA Overview & Audit 

Committee, 22/07/2020 10:00 (bucksfire.gov.uk) 

APPENDICES Appendix A: Operational Assurance Improvement Plan 

TIME REQUIRED  10 minutes 

REPORT ORIGINATOR 

AND CONTACT 

Shaun Cunningham, Head of Operational Training and 

Assurance 

scunningham@bucksfire.gov.uk  

01296 744426     

 

258

https://bucksfire.gov.uk/documents/2020/07/wednesday-22-july-2020-full-agenda-and-papers.pdf/
https://bucksfire.gov.uk/documents/2020/07/wednesday-22-july-2020-full-agenda-and-papers.pdf/
mailto:scunningham@bucksfire.gov.uk


 

Ref Report Title Section Recommendation Action Priorit

y

Lead 

Officer

Lead Dept Start date 

(Authorised 

by OAG)

Delivery Date RAG Progress & Issues Report Status

H/M/L Resp. Status

ROA3 Review of 

Operational 

Arrangements

Element

18, 19, 20, 21, 22, 

23, 24, 25,26,

Operational Assurance Actions contained within 

recommendations table of 

report.

M SG Ops 

Assurance

05/06/2019 18-Complete, 19.-Complete, 20.-Complete, 21.-Complete, 22.-Complete, 

23.-Complete, 24 Open, 25. Complete, 26. Complete

In-Progress

G 04 The Gables 

Report

Command support ineffective in 

early stages.

Instigate Command 

Support training focusing 

on the early stages of an 

incident.

M SW Ops Training 

& Assurance

11/09/2019 31/03/2020 Training package to be developed by Operational training incident 

command lead in discussion with OAT. Content to be considered when the 

OAL audit outcomes are delivered. (SG 22/11/19)

PowerPoint presentation has been developed, final training details to be 

confirmed (SC 28/01/2010)

Training package is in-developement. The outcomes of the Station 

thematic audit for Command Support will be included into this package 

when published (SG 04/08/2020)

The draft Command Support was presented  to OAT on the 30/09/2020. 

Following amendments, this will be rolled out in January 2021 (SG 

17/09/2020).

In-Progress

R1 & R2 OIN-TV-619 Fires in Tall 

Buildings now published 

to replace TOG. This will 

be split into the following 

OINs:

Fires in tall buildings, 

Evacuation of complex 

buildings, Wind driven 

fires, FSG.

M ST Response 

Policy

30/09/2020 These are written, but need to go through consultation and approval 

processes (ST 20/09/2020)

Consultation ends 6th November, with a view to approve @ PSG 19th 

November, published ASAP after this. Liaison with TVFCS ongoing for 

Evacuation and FSG documents (DT 13/10/2020).

OINS Published:

Fires in tall buildings, Wind driven fires, Evacuation and rescue

Complete- Close (ST 07/12/20)

Complete

R3 BFRS to review 

contingency storage of 

risk information, as vision 

does not support the 

downloading of large 

quantities of information. 

Consider removing risk 

information from the tip 

sheet and making this 

information available on 

M ST Response 

Policy

30/09/2020 Risk information is backed up by Vision, with a review beginning to ensure 

this is relevant and effective.

Over the border information stored and shared on RD (DT 13/10/2020).

The Operational Risk Information Assistant has been tasked to cleanse 

unnecessary data from the Vision system in liaison with stations reviewing 

risks. Vision has been the duplicate platform for risk information for many 

years, so should be able to store and transmit the information as it always 

has. Detailed risk information is shared across border via Resilience Direct 

(ST 01/12/2020).

Complete

R4 BFRS to consult with 

TVFCS and have an agreed 

SSRI template which can 

assist mobilising officers

M ST Response 

Policy

30/09/2020 Liaison with TVFCS on template, inputting into implementation of new 

SSRI module within PRM. This is being worked regionally to ensure an 

aligned approach (DT 13/10/2020).

Work continues to bring an aligned methodology and risk information 

template together across the Thames Valley. Oxfordshire and 

Buckinghamshire have developed similar methodology, which includes the 

same risk information. Consulting with TVFCS to ascertain the value of this 

information to the mobilising officer. (ST 07/12/2020)

In-progress

R5, R6, R9 A full training package and 

programme should be 

developed with the new 

SSRI system to ensure all 

staff are aware how to 

complete SSRI audits, 

upload the information 

and complete site 

exercising.

M ST Response 

Policy

30/09/2020 This will be actioned once the new module is being trialled, ready for 

implementation (DT 13/10/2020).

Activ are still building the test platform/database- training will take place 

as part of the roll out in 2021-22. (ST 07/12/2020)

In-progress

2 R8 Ensure high-rise 

procedural information 

and training packages are 

easily accessible

M ST Response 

Policy

30/09/2020 The intranet has become easier to use in the past 6 months with the use of 

#. Navigation of NOG takes practice (ST 20/09/2020).

Complete

3 R5, R9 Operational Assurance to 

promote high-rise 

exercising as part of the 

exercise programme and 

to look to carryout Service 

level exercises within 

Service or at the Fire 

Service College. To 

include themes of stay put 

to full building 

M SG Operational 

Assurance

30/09/2020 OAT Watch Commander tasked with finding suitable venues. Operational 

Training manger also in discussion with FSC about holding high Rise 

exercise there (SG 03/12/2020).

In-progress

4 R7 Discuss with GC TVFCS 

how risk critical 

information is passed 

from TVFCS to the 

Incident Commander and 

is there a formal process 

M SC GC Training 

& Assurance

30/09/2020 The requirement to pass information to crews is contained within our Fire 

Survival Guidance training and supporting documentation (SH 21/09/2020).

Complete

5 R9, R10 Discuss with Fire Service 

College the introduction 

of high-rise scenarios into 

L2 incident command re-

validation both in Group 

discussion and as part of 

the assessed scenario

M DG Operational 

training

30/09/2020 I have asked for High rise exercise’s to be added on the re-qualification for 

all level 2 incident commanders (DG 02/12/2020).

In-progress

6 R12, R14 Produce and deliver a 

Command Support 

training package to all 

operational crews

M SG Operational 

training

30/09/2020 The draft Command Support was presented  to OAT on the 30/09/2020. 

Following amendments, this will be rolled out in January 2021 (SG 

17/09/2020).

In-progress

6 R13 Produce an Operational 

Assurance newsletter 

article promoting the 

Decision Control Process 

for L1 commanders

L SG Operational 

Assurance

30/09/2020 Article published in the Sept/Oct newsletter (SG 03/12/2020) Complete

7 R14 Develop an Incident 

Command Unit training 

package, as part of the 

Incident Command 

Support Review 

M ST Response 

Policy

30/09/2020 Incident Command Support Review now in the Corporate plan to be carried 

out over the next 2 years. Training will form a main objective of this project 

(DT 13/10/2020).

Complete

1 Use of motorway marker posts as 

part of TVFCS call challenge

TVFCS to see how 

motorway marker posts 

can be best used to 

support the mobilisation 

of operational crews

M SH TVFCS 16/12/2020 2022 SHa advised that TVFCS Data Group plan to integrate Motorway Marker 

Post location details into their core system as they currently have to 

reference an external website for this information. SHa to look to build a 

project to capture this. SHa will report on progress with this at future OAG 

meetings

Complete

2 PPE discipline was highlighted as 

lacking on occasion

OAT to highlight best 

practice in the newsletter.

M SG Operational 

Assurance

16/12/2020 31/02/2021 Details of individual passed to Territorial GC (South) (SG 30/12/2020) In-Progress

3 Ensure crews/ officers aware of 

welfare facilities

OAT to promote the 

available welfare facilities

L SG Operational 

Assurance

16/12/2020 31/12/2020 TVFCS are fully aware of the mobilising protocols for the welfare unit and 

that this is available for deployment across the Thames Valley.

Nov/Dec OAT newsletter included welfare unit article (SG 3012/2020).

Complete

4 Some  crews were unaware of 

the incident plan

Promote best practice for 

incident ground 

M SH Service 

Delivery GC

16/12/2020 31/12/2020 SH/Ops Assurance to look to add communication to the Health and Safety 

questions within the station improvement (SH 30/12/2020)

Complete

5 DO?DGC? IC discussions around 

crews coming back on night shift 

following extended working

Discuss with FDO groups L SG Operational 

Assurance

16/12/2020 28/02/2020 To be discussed in Feb FDO training In-progress

41 Grenfell project 

programme

Training-OrgDev-OAT Exercise/testing Number of exercises and 

testing of 

recommendations 

Themes to include 

internal exercise 

programme around high 

rise evacuation, exercise 

LRF function through TEOL 

group. Feedback through 

OAG and wider LRF

M SG Operational 

Assurance

08/12/2020 In-Progress

Official Sensitive - Restricted Circulation

OAL report November 2019 Arrangements for incidents involving high-rise procedures and initial command support (consolidated actions)

Operational Assurance Limited (OAL): BFRS Review of Operational Arrangements - November 2018

Fire at the Gables, Wolverton: Operational Incident Report - 12/7/2019

1 High-rise

Command Support

OAL report 2019

M40 LGV crash report

M40 LGV crash Recommendations

Grenfell Gap analysis (Grenfell project programme)
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Grenfell Tower Inquiry Phase 1 Report Update      

Overview and Audit Committee (Item 15), 17 March 2021 

 

Buckinghamshire & Milton Keynes  
Fire Authority 
 

MEETING Overview and Audit Committee 

DATE OF MEETING 17 March 2021 

OFFICER Area Commander Calum Bell – Head of Protection & 

Assurance 

LEAD MEMBER Councillor Lesley Clarke 

SUBJECT OF THE 
REPORT 

Grenfell Tower Inquiry Phase 1 Report Update  

EXECUTIVE SUMMARY This report (attached as Annex A) outlines the notable 
progress made to date by Buckinghamshire Fire and 
Rescue Service in response to the Grenfell Tower 

tragedy on 14 June 2017. 

It illustrates the work undertaken to address the 

improvement, learning and assurance opportunities 
identified by our Protection, Prevention and Response 
teams, both immediately after the fire, and in 

response to the formal recommendations made in the 
Grenfell Tower Inquiry Phase 1 report, published on 30 

October 2019. 

The report also summarises the central support 

funding being made available to the Service and how 
this is being used to assist, develop and implement 
new technologies and improve our capacity and focus 

across the Service, to address the long term legacy of 
this important Inquiry.   

ACTION Noting. 

RECOMMENDATIONS That the report be noted. 

RISK MANAGEMENT  Risks to delivery of the Grenfell project are recorded, 
managed and monitored at a departmental level as 

per the Corporate Risk Management Procedure. Risks 
can be escalated from the project register to the 

Protection and Assurance Risk Register or Corporate 
Risk Register if required. 

FINANCIAL 
IMPLICATIONS 

BFRS has received specific allocations of grant funding 
to address the Phase 1 recommendations and 
separate cost centres have been created to ensure 

robust monitoring of expenditure and accurate 
reporting back to the Home Office through the NFCC.  

Monitoring and reporting is undertaken by the 
Protection and Technical Group Commanders and is 
authorised by the Director of Finance and Assets. 

 

   ITEM 15 
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LEGAL IMPLICATIONS Any legal implications are considered as the respective 
strands of this project are implemented. 

CONSISTENCY WITH 
THE PRINCIPLES OF 

THE DUTY TO 
COLLABORATE  

Opportunities to align and collaborate are considered 
routinely as part of this project, with regular 

engagement with colleagues in Royal Berkshire and 
Oxfordshire fire and rescue services. 

The call management (Control Room) 
recommendations in particular, are being addressed 
and coordinated collaboratively through regular joint 

meetings. 

HEALTH AND SAFETY  The practical application of health and safety 

management policies and procedures ensures our 
health and safety compliance is demonstrated and 

evidenced as we implement the respective strands of 
this project.  

EQUALITY AND 

DIVERSITY 

Equality, Diversity and Inclusion matters are 

considered routinely as each respective improvement 
strand is implemented. For example, the introduction 

of new Escape Hoods across the Thames Valley 
included an equality impact assessment, which is 

reflected within our guidance and information for their 
use. 

USE OF RESOURCES 

 

Communication with stakeholders  

Regular stakeholder engagement is achieved, through 
a dedicated project coordinator role and active 

Grenfell project group. 

The system of internal control 

The project manager is responsible for daily oversight 
and reporting of progress to the Head of Protection 
and Assurance, via the Operational Assurance Group, 

Performance Monitoring Board, and Overview and 
Audit Committee. 

Monthly Grenfell project meetings are also scheduled 
to track and monitor progress. 

The medium-term financial strategy 

It is anticipated that the majority of improvements will 
be made through current existing budgetary provision 

and use of specific grant funding made available to 
BFRS for the purpose of responding to Grenfell.  

Project spends are monitored by the Finance 

Department through regular budget monitoring, and 
any additional funding requirements will be applied for 

through the normal growth bid process, if necessary. 

PROVENANCE SECTION 

& 

Background 

Homepage | Grenfell Tower Inquiry 
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BACKGROUND PAPERS Phase 1 report | Grenfell Tower Inquiry 

APPENDICES Annex A - GTI Phase 1 Report Update 

TIME REQUIRED  10 Minutes 

REPORT ORIGINATOR 
AND CONTACT 

Simon Tuffley 

stuffley@bucksfire.gov.uk  

07766781389  
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Image Source: https://www.parliament.uk/business/news/2019/june/government-give-update-on-grenfell-tower/ 
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1. Executive Summary 

 

1.1 This report outlines the notable progress made to date by Buckinghamshire Fire and 

Rescue Service (BFRS) in response to the Grenfell Tower tragedy on 14 June 2017 

(Grenfell) and illustrates the work undertaken to address the improvement, learning and 

assurance opportunities identified by our Protection, Prevention and Response teams, 

both immediately after the fire, and in response to the formal recommendations made 

in the Grenfell Tower Inquiry Phase 1 Report (Phase 1), published on 30 October 2019. 

 

1.2 This report also summarises the central support funding being made available to BFRS 

and how this is being used to assist, develop and implement new technologies and 

improve our capacity and focus across the Service, to address the long term legacy of 

this important Inquiry.   

 

2. Introduction 

 

2.1 Grenfell was the most significant fire this Country has witnessed in living memory, and 

the ensuing Public Inquiry which was first announced the day after the fire, is still 

ongoing. Phase 1 established a factual narrative of events, and highlighted key 

organisational learning for the London Fire Brigade (LFB) and wider fire and rescue 

services. But the causes of these events, including how Grenfell Tower came to be in a 

condition which allowed the fire to spread in a way identified in Phase 1, will not be fully 

understood until the Phase 2 report is published. 

 

2.2 Since Grenfell, BFRS has taken a broad range of actions to enhance the way it manages 

the risk of large and complex residential buildings, and we continue to interpret and 

implement the Phase 1 findings to inform our evolving improvement plans. 

 

2.3 Some actions were carried out immediately after Grenfell and before the Phase 1 

publication, whilst others await the legislative, technological, or coordinated national 

policy changes required to facilitate the recommended improvements.  

 

2.4 It is relatively straight-forward to demonstrate how we already meet the 

recommendations in many areas, and indeed where those recommendations which do 

not require external influence have been met through policy change, equipment, 

investing in our staff and refocussing on the inherent risks presented by modern-day 

complex residential buildings. However, as a forward-leaning Service with a 

commitment to continual improvement, BFRS will go on to address the findings through 

an unceasing enhancement of services, and the way in which they are delivered, for 

many years to come.  

 

2.5 In many ways, the learning from Grenfell will stay with us forever, and cannot be viewed 

as a project, or task and finish requirement. 
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3. Our initial Response Activities 

 

3.1 In the immediate aftermath of Grenfell, it was apparent that the tragedy would have a 

profound and long-lasting impact on the UK fire & rescues services - It was no-longer 

foreseeable that large complex residential buildings would always behave as expected, 

or indeed as designed to behave, during a fire. 

  

3.2 Therefore, ensuring BFRS was well-prepared for the findings in the long-term, as well as 

establishing any immediate actions to enhance our approach to these risks became the 

priority. The Senior Management Team commissioned this early work through the Head 

of Service Delivery, who at the time held responsibility for Response, Protection and 

Prevention activities.   

 

3.3 The Response Policy Team, which has oversight of the Site-Specific Risk Information 

database, ensuring our obligations under Section 7 (2) (d) of the Fire and Rescue 

Services Act, 2004 (the Act), immediately set about conducting a review of all high-rise 

risks. The Data and Intelligence and Risk Information teams worked together, utilising 

mapping software to confirm every structure across Buckinghamshire and Milton Keynes 

which was over 18 metres in height (this included Church spires and large single-storey 

buildings, as well as other large buildings which would not normally be categorised as 

high-rise) and then examined this data further to establish and confirm a detailed record 

of every building (residential or commercial) of six floors and over, to give us the 

confidence that we fully understand the high-rise risks within our area.   

 

3.4 Each building was automatically given a “high-risk” status, which triggers an annual 

review and site visit by the local fire station, as well as the production of a tactical plan 

to assist crews should there ever be an incident there. Once completed, the risk 

information and plans are made available on all frontline appliance Mobile Data 

Terminals, and are shared with neighbouring services up to 10km from the risk site. 

  

3.5 This work identified and closed some gaps in our risk knowledge, and we are now in a 

stronger position in terms of our preparedness for high-rise firefighting. We were also 

reassured that our approach to our obligations under Section 7 (2) (d) of the Act were 

robust; and this was compounded some time later in Her Majesty’s Inspectorate of 

Constabularies and Fire and Rescue Services (HMICFRS) inaugural BFRS Inspection 

report, published in December 2019. 

 

3.6 Whilst we awaited any further changes to national high-rise firefighting policy, we also 

issued interim guidance for operational considerations relating to building manager’s 

Stay-Put procedures and the evacuation requirements of large residential buildings. The 

guidance required Response and Protection teams to establish the evacuation strategy 

for each specific building during intelligence gathering for inclusion in the Site-Specific 

Risk Information. The guidance also raised awareness in considering a move from Stay-

Put to Simultaneous Evacuation (Get Out) during a fire, and highlighted the foreseeable 

268



Annex A – Grenfell Tower Inquiry Phase 1 Report Update 

5 
December 2020 

scenarios where incidents occur in high-rise residential buildings that challenge both the 

structural integrity and compartmentation in the event of fire; therefore challenging the 

appropriateness of a ‘Stay Put’ strategy. The guidance also reiterated the Incident 

Commander’s authority to review the evacuation strategy for the building from an 

operational perspective. 

 

3.7 The existing policy and training packages for operational staff were also reviewed, 

drawing attention to the need for external safety observers to monitor external fire 

spread from the compartment of origin, and to clarify the risks of how combustible 

exterior materials and poor building management can lead to accelerated fire growth.  

 

3.8 Our Pre-determined Attendance (PDA) for high-rise buildings was reviewed and 

confirmed to be appropriate, and we worked with our colleagues in Thames Valley Fire 

Control Service (TVFCS) to be assured that the right PDA was attached to every high-rise 

risk in BFRS. 

 

3.9 We had already introduced “high-rise equipment packs” to our whole-time appliances to 

assist in operating our specific high-rise procedures. But in response to Grenfell, we took 

further action to extend this provision to all frontline appliances; thereby enhancing our 

capability and preparedness across the whole fleet. 

 

3.10 Once we were satisfied with our initial remedial actions, we turned attention to 

ensuring our preparedness for introducing any changes in National Operational 

Guidance (NOG), by engaging in the consultation processes, and ensuring NOG was fully 

implemented across the Thames Valley, through an aligned perspective.  

 

4. Our initial Prevention Activities 

 

4.1 Prevention team analysis confirmed the nature of the residency in our high risk 

residential buildings can sometimes be out of the control of the planning and emergency 

response.  We were aware that there is a general shortage of Local Authority housing 

stock, leading to vulnerable adults and families being placed in some of our highest risk 

premises; with some residents having significant lengths of tenure.  

 

4.2 In our experience, residents could be in private leasehold arrangements, Council or 

Housing Association tenants, or in emergency accommodation - both short & long term, 

at times with a fast turnover of residents.  

 

4.3 A broad range of vulnerabilities are known to be present in our high risk buildings;  

people with a disability, UK and non-UK Nationals (presenting language barriers), 

overcrowded accommodation and individual vulnerabilities such as oxygen dependency, 

hoarding, drug and alcohol dependency and low income, high working-age benefit 

recipiency. 
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4.4 Engagement sessions (post Grenfell) were organised, but poorly attended.  Then, 

following a small fire at one of our high-rise buildings, significant further engagement 

was planned and delivered; again with a generally poor uptake from residents. 

 

4.5 Work with the relevant Councils and agencies was enhanced and the Prevention teams 

developed better links with Resident Associations.  Prevention teams and operational 

crews enhanced their engagement activity and stations planned to include regular 

engagement with high-rise and other high /medium risk residential buildings.  

 

4.6 The Central Prevention Team used a number of additional resources that can be 

provided to help keep residents safe where appropriate. This includes flame retardant 

bedding, heat alarms, Carbon Monoxide alarms and personal suppression systems, 

where appropriate.  

 

4.7 BFRS also wrote to every address/resident in the six highest risk buildings within our 

area, in an attempt to promote further engagement. 

 

4.8 Building policies are developed by the Duty Holders and should capture both the 

building and the occupancy risk.  At the time of Grenfell, Stay-Put was in place across the 

majority of our high-rise residential premises; and with a few exceptions this continues 

to be the case. 

 

5. Our initial Protection Activities 

 

5.1 The Protection Team were cognisant of the range of construction types in use in modern 

building construction and refurbishment, and that construction methods continually 

evolve. In the immediate wake of Grenfell, the team established those buildings that 

utilised non-flammable and flammable cladding (whether that be Aluminium Composite 

Materials (ACM) or not), and those predominantly built with traditional materials. They 

worked proactively alongside Duty Holders to advise and support, as well as liaising with 

our Response Policy and Prevention teams to ensure the wider Service Delivery were 

aware of any highlighted risks.  

 

5.2 The team were also aware that the age of the building and the way it has been 

managed, maintained and/or adapted, can cause fire safety issues. Adding to that, 

inherent concerns that not all of the range of systems that can be put in place to detect 

fire and raise the alarm were guaranteed to be installed, or maintained appropriately by 

Duty Holders. 

 

5.3 Timber framed and partially timber framed buildings also continued to be an area of 

concern, as they are regularly utilised as a cost effective and time efficient method of 

construction. The Protection team were aware that the reintroduction of the Sitesafe 

Scheme should ensure the FRS is notified of these risks at an appropriate stage of 
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development, and were engaged in ensuring that the notifications were made.  

 

5.4 The team focused their Building Safety activity on the highest risk premises, and as the 

Enforcing Authority for the common areas of high-rise buildings, engaged with Duty 

Holders to maintain compliance in the areas where responsible, taking enforcement 

action wherever necessary and appropriate.  

5.5 In areas confirmed that the FRS is not the Enforcing Authority. I.e. where Housing and 

Building Control are responsible (including the external structure and cladding), the 

Protection team liaised with the relevant Enforcing Authority for that area of the 

building. 

5.6 We also continued to engage with Local Authorities, and others to promote the 

installation of sprinklers. 

 

6. Our Operational Assurance Activities 

 

6.1 As we responded to the wake of Grenfell, it was necessary to assure our preparedness 

through thematic reviews and external audit. Our Operational Assurance Team ran a 

focus on high-rise incidents to assess our policy, procedure, skills, knowledge and 

understanding, which was consolidated within the Service-wide exercise schedule, 

including some practical high-rise scenarios.  

 

6.2 Additionally, in November 2019 an external provider with independent sector 

competence, Operational Assurance Ltd (OAL), were commissioned to conduct an 

independent audit of our high-rise preparedness: 

 The audit tested the management of incidents in high-rise buildings to ascertain 
how effectively operational staff in BFRS understand and apply operational 
procedures relating to fires in high-rise locations.  
 

 OAL sought to determine how closely BFRS current high-rise policy and Tactical 
Operational Guidance (TOG) in accord with National Operational Guidance 
(NOG).  

 
 BFRS high-rise training methodologies were also evaluated by OAL and a large-

scale exercise attended to establish how effective BFRS training activities are in 
ensuring the competence of operational staff.  

 
 The audit sought to determine how effectively BFRS identifies, develops, records 

and communicates Site Specific Risk Information (SSRI) regarding high-rise 
buildings to its operational staff and consequently how effectively Incident 
Commanders apply SSRI in their planning.  

 
 In undertaking this element of review OAL sought to establish how effectively 

Thames Valley Fire Control Services (TVFCS) process and communicate risk 
critical information to the Incident Commanders at high-rise building fires. 
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 Additionally, OAL sought to establish how effective are BFRS current prevention 

activities in targeting matters affecting high-rise buildings 

 

6.3 The audit findings were reported to the Senior Management Team and Operational 

Assurance Group, serving as a valuable benchmark and check point review to 

complement and assist with our improvement journey.  

 

7. The Grenfell Tower Inquiry Phase 1 Report 

 

7.1 The Phase 1 report was published on 30 October 2019 in six parts. Part I gives a broad 

introduction to the events that took place and a description of Grenfell Tower itself and 

of the organisation of the London Fire Brigade (LFB) , Part II gives  a detailed narrative 

account of the fire and the steps taken in response to it, Part III describes Sir Martin 

Moore-Bick’s conclusions about the origin and development of the fire and his analysis 

of the response of the LFB and the other emergency services which attended the 

incident, Part IV is a summary of the tributes paid to their loved ones by their families 

and friends, Part V gives recommendations arising out of the findings made earlier in the 

report, and Part VI  looks ahead to identify some matters of particular importance on 

which the Inquiry will concentrate its attention in Phase 2 

 

7.2 To build upon our previous work, the Phase 1 Report gave some clear improvement 

themes from the Inquiry which could be translated into an improvement plan. Notably, 

the report highlighted some key recommendation themes for the LFB and the wider 

FRSs, as well as a detailed narrative section (chapter 33) with a series of 

recommendations and explanations as to why each recommendation is being made. 

 

7.3 Throughout November 2019, BFRS managers extracted and considered  the 46 

recommendations from the narrative section within chapter 33, and it was clear that 

whilst there was a great deal of focus on improvements at a local level, much of the 

changes recommended for building safety would rely on legislative change.  

 

7.4 It was also imperative that fire and rescue services took a coordinated approach to 

addressing the recommendations, which is where the National Fire Chiefs Council 

(NFCC) and the Central Programme Office (CPO) would play a significant role. 

 

7.5 For example, the CPO reviewed and published revised National Operational Guidance 

(NOG) in evacuation and high-rise procedures during summer 2020. These changes fed 

into the Thames Valley Operational Alignment Programme’s existing project to 

implement NOG across the Thames Valley. Through this project, we drove change to 

high-rise and evacuation procedure in Buckinghamshire, Oxfordshire and Royal 

Berkshire which is now aligned with national best practice. The CPO will continue to 

review best practice in high-rise and evacuation, and as more research and evidence is 

made available, BFRS will continue to evolve our methods of delivery. 
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8. Our Improvement plan 

 

8.1 Since the Phase 1 report was published, the 46 recommendations have been 

incorporated into a stand-alone improvement plan, coordinated through the Technical 

Team and sponsored by the Head of Protection and Assurance. Oversight is managed 

through a Grenfell Working group, who report progress to the Overview and Audit 

Committee via the Performance Monitoring Board and Operational Assurance Group.  

A summary table of progress is provided below as figure 1. 

Status Recommendation 
does not apply 
directly to BFRS  

Recommendation directly 
applies to  BFRS for action 

Combined 
actions 

BFRS has made 
preparations for this 
change and is ready to 
implement 

13 N/A 

13 

Currently in progress 1 17 18 

Complete 2 13 15 

Total 16 30 46 
Figure 1 

8.2 In early 2020, an organisational restructure resulted in a project coordinator being 

identified, to provide support and coordination to the project team. The work 

commenced as a project in June 2020. BFRS is making significant progress against the 

actions. This is in part due to the preparatory work completed by Protection, Prevention 

and Response teams since 2017, but also includes new work since Phase 1, and other 

associated projects. 

 

8.3 The majority of complete actions are a direct result of our approach to adopting 

National Operational Guidance as best practice across the Thames Valley. The 

introduction of revised high-rise and evacuation procedures, along with a fresh 

approach to all our operational guidance has ensured we continue to be well-prepared 

and able to meet many of the recommendations.  

 

8.4 The majority of “in-progress” recommendations will complete once the Command and 

Control National Operational Guidance is published and adopted. Further progress will 

also be made against these actions, once testing has provided the necessary assurance 

that our improvements have satisfied the recommendations in practice. These are being 

considered through the Joint Coordination Group of the Thames Valley Fire Control 

Service and through our Operational Assurance team.. 

 

8.5 Fourteen of the recommendations require legislative change. BFRS has ensured it is 

prepared for the changes when they become Law and is monitoring the impact of any 

new revised legislation as it progresses through Parliament and the House of Lords. 
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9. Central funding 

 

9.1 In April 2020, Lord Greenhalgh, Minister of State for Building Safety, Fire and 

Communities, wrote to all fire and rescue services to announce a total combined grant 

of £16m to be allocated to FRSs, which would be allocated based upon the number of 

high-risk buildings within each area. The additional one-year central funding 

arrangements are intended to support and assist with implementing the Phase 1 

findings. 

 

9.2 As part of this initial provision, BFRS received a one-year funding payment of 

£123,549.85 to make a significant impact in driving improvement in Protection. 

Acceptable expenditure includes cost incurred to allocated workforce and/or investment 

in technology.  

 

9.3 A further £60,000 has been allocated to facilitate a professional review of all high-rise 

residential buildings over 18 metres, by the end of December 2021. The review findings 

will report to the NFCC Fire Protection Board. 

 

9.4 In July 2020, Lord Greenhalgh wrote again to all fire and rescue services to announce an 

additional £7m of infrastructure funding to support delivery of the lessons and relevant 

recommendations on the Grenfell Tower Inquiry Phase 1 report. This funding is 

specifically to assist in delivering genuine change to increase resilience, with particular 

focus on communications infrastructure, including the management of multiple life 

safety calls.  

 

9.5 £5.4m of the total fund has been allocated to FRSs to support local implementation of 

the technical changes being driven through the NFCC. The fund has provided £46,253.86 

to BFRS, which is being utilised for the research, development and procurement of new 

operational equipment to assist in managing a major fire.  

 

9.6 The remaining £1.6m will be used to support communications improvements, such as 

Multi-Agency Incident Transfer (MAIT), Airwave announcement talk group and updating 

Fire Survival Guidance, and is yet to be allocated. 

 

10. New equipment and capabilities for 2020/2021 

 

10.1 There has been significant focus on improving our high-rise response capability 

throughout 2020, and it is important for us to introduce new technologies in a 

coordinated manner in harmony with Thames Valley colleagues and national policy 

change.  
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10.2 Escape Hoods 

In 2020, Escape Hoods were introduced to all pumping appliances 

and Turntable Ladders in BFRS, bringing additional rescue 

capabilities to our operational crews. The Escape Hood is 

deployed to members of public who are unable to escape due to 

the presence of smoke or fire generated harmful gases, or for 

those who will be exposed to smoke or fire generated gases 

during the course of being rescued or evacuated. The escapes 

hoods can be deployed to assist the public at any fire rescue 

situation, and are not just limited to high-rise fire situations. 

Image Source: https://www.draeger.com/en-us_us/Products/PARAT-Escape-Hoods 

 

10.3 High Rise Information Boards 

 

BFRS Research and Development has also developed a high-rise 

information board to assist with the logistics of managing a 

simultaneous evacuation from large residential buildings. After the 

successful trial in Milton Keynes, these boards are being rolled out 

to fire appliances and our command unit, as well as some specific 

high-risk buildings where “waking watch” briefs are being 

managed by the Duty Holder. 

Whilst effective, these boards will hopefully be complimented in 

the future by technological solutions as described in the Grenfell 

recommendations. 

 

10.4 Smoke Curtains 

 

 

 

The BFRS Research and Development team is also 

conducting a trial in the use of smoke curtains.  

 

Image Source: https://internationalfireandsafetyjournal.com/big-fire-ventilation-smoke-blocking-curtain/ 

If proven to be effective, the smoke curtains will be utilised for protecting escape routes 

of large residential buildings to assist with simultaneous evacuation during firefighting 

operations. This could prove especially useful in premises where the single protected 

stairwell becomes the scene of firefighting operations, as well as the means of escape. 
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10.5 Premises Information Boxes 

 

 

BFRS staff have been proactive with Duty Holders in 

promoting the use of Premises Information Boxes (PIBs) to 

assist crews when attending high-risk residential buildings. 

All appliances now carry a full range of master keys to 

enable access to the various boxes available on the 

market, and we are supporting Duty Holders locally and 

within the NFCC to develop an industry standard to the 

type of information held within these boxes. 

 
Image Source: https://www.gerdasecurity.co.uk/productsandsolutions/premises-information-box-pib-systems.aspx   

 

10.6 Fog Spikes 

The Delta Fog Spike is designed to introduce water 

from high pressure hose reels in the form of small 

droplets into enclosed areas without the need for a 

large opening that would increase ventilation and the 

flow of air to the fire. The Fog Spikes were introduced 

to BFRS in 2020, and have multiple uses, including in 

some high-rise situations. Crews can utilise the new 

equipment to mitigate the risk of a wind-driven fire 

from a place of relative safety from outside the fire 

compartment, as well as penetrating water into cavities and voids where there is difficult 

access to where fire has taken hold. 

 

10.7 Wi-Fi connectivity on the incident ground – Emergency Services Network (ESN) ready 

During 2020, the Technical team trialled an ESN-

ready wireless modem on the Incident Command 

Unit, with a view to replacing the previous 

technology and identifying any opportunities for 

improving network access across the wider fleet. 

Image Source: www.cradlepoint.com  

The successful trial has presented options to enhance remote connectivity when working in 

the field, potentially improving user access to premises risk management information, 

building safety information, mapping and weather information, and collaborative tools such 

as Resilience Direct and MS Teams.  

The modem introduced to the Incident Command unit is a more cost-effective way of 

providing connectivity than the previous satellite technology and has the added benefit of 

being ESN ready. Further trials will include accessing the ESN network in due course. 
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11. Future opportunities and considerations 

 

11.1 The Technical Team continue to conduct the necessary research and development to 

ensure we remain equipped to implement any future changes in national best practice. 

This includes but is not limited to:  

 

 Loudhailers to assist with communicating a simultaneous evacuation, prior to 

new building technology and legislative change 

 Gas monitor provision extended to all appliances to support introduction of 

stairwell protection teams 

 Further Wi-Fi connectivity to enhance gathering and accessing valuable risk 

information and other web-based software in the field 

 Drone technology to provide enhanced aerial imagery, improved communication 

and even delivery of lifesaving equipment to remote and difficult locations 

 The use of video conferencing to facilitate improved communications between 

the Incident Commander, Control Room and Bridgehead. 

 Wide-area thermal imagery to detect unseen external fire spread 

 Extended Duration Breathing Apparatus as part of the Thames Valley BA 

procurement project 

 Updated Command Support Software and other facilities to assist Incident 

Commanders at large and complex incidents 

 

12. Integrated Premises Risk Management System (PRMS) 

 

12.1 Since the procurement of the PRMS which was one of the projects facilitated under 

the Business and Systems Integration (BaSI) programme, Prevention, Protection and 

Response teams have been working with our chosen provider to develop a database to 

hold all premises risk information. The Protection and Prevention modules are complete 

and the methodology for assessing premises from an operational response perspective 

has been revised to incorporate all of the learning from the Phase 1 report. The new 

site-specific risk assessment process will capture the building fire safety strategy more 

easily, detailed information on the external fabric of the building and more information 

regarding the occupancy risk within. 

 

13. Breathing Apparatus and Positive Pressure Ventilation (PPV) training 

 

13.1 In September and October 2020, the Training department carried out the necessary 

training to bring all our operational staff in line with national best practice when using 

PPV defensively.  The revised approach to defensive PPV (where a fire remains within 

the building) has improved our ability to protect escape routes in complex residential 

buildings, whilst firefighting actions are carried out simultaneously.  

 

13.2 We have also taken action to adapt our BA search procedures to bring in line with 

revised National Operational Guidance, giving us more opportunities to adopt different 
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search techniques at our more complex buildings, with a Thames Valley aligned 

approach. 

 

14. Collaboration and alignment 

 

14.1 Wherever possible, our Grenfell improvement activities consider collaboration and 

alignment across the Thames Valley. For example, the Escape Hoods purchased across 

the three services are exactly the same, removing the duplication of effort when 

producing guidance material, risk assessments and training packages etc. The Grenfell 

project leads from each Service meet regularly, to ensure we align our approach when 

developing new ideas and business rules for Thames Valley Fire Control Service to 

interpret and for crews to adopt on the ground.  

 

15. Protection growth and prioritisation 

 

15.1 In recent years the Fire Authority approved growth bids to expand and enhance the 

Protection function in BFRS to ensure it is ready for a post-Grenfell Protection 

environment. New roles include a new Enforcement and Training Manager, and an 

increased establishment of Inspecting Officers and Business Fire Safety Advisors and 

Inspectors. 

 

15.2 There has also been significant investment in ensuring Protection staff are trained to 

the appropriate recognised level to ensure they can fulfil their roles effectively. 

 

15.3 This has allowed the team to focus on key deliverables, such as the Building Risk 

Review Programme, new Premises Risk Management System as well as our routine 

regulatory and enforcement activity.  

 

16. Training and Assurance 

 

16.1 Multi-agency training and exercising was hampered by the Coronavirus Pandemic 

throughout 2020, however planning is underway for a another largescale high-rise 

exercise at the Fire Service College in 2021, and further exercising is scheduled with a 

high-rise theme, which will be critical in testing and assuring our revised approach, new 

equipment and future plans. 

 

17. Conclusion 

 

17.1 As a Service, BFRS is forward-leaning to implement the learning from Grenfell. Much 

has been achieved already and the mind-set change triggered by this tragedy will remain 

a priority for BFRS in many years to come. There are many further challenges ahead, and 

as we prepare for the Phase 2 report publication, the Service will maintain its 

preparedness to consider and implement further learning and improvement in the long 

term. 
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Item Reporting Date Recommended 

Action

Lead Officer

Internal Audit Report: Final Audit Reports July 2021 Noting Internal Audit Manager and Director of 

Finance and Assets

Internal Audit Report: Update on Progress of Audit 

Recommendations

July 2021 Noting Internal Audit Manager and Director of 

Finance and Assets

Annual Audit Report 2019/20 July 2021 Noting Internal Audit Manager and Director of 

Finance and Assets

Audit Results - Year Ending 31 March 2020 July 2021 Noting Director of Finance and Assets

Letter of Management Representation 2019/20 July 2021 Noting Director of Finance and Assets

Adoption of Audited Statement of Accounts Year ended 31 

March 2020

July 2021 Decision Director of Finance and Assets

Treasury Management Performance - Quarter 4 July 2021 Noting Director of Finance and Assets

Annual Governance Statement July 2021 Decision Director of Legal and Governance/ Director 

of Finance and Assets 

Annual Apprenticeship Report (including Dept of Education 

Submission)

July 2021 Decision Deputy Chief Fire Officer

HMICFRS Action Plan July 2021 Noting Head of Service Prevention, Response and 

Resilience

Corporate Risk Management July 2021 Decision Director of Legal and Governance

Operational Assurance Improvement Plan July 2021 Noting Head of Protection and Assurance

Compliments and Complaints July 2021 Noting Director of Legal and Governance

Forward Look 2021/22 July 2021 Decision Director of Finance and Assets and 

Director of Legal and Governance
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